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1 Introduction

¢ 2RI &@Q& SESOdzii A @3S dandakBitentsRefitikal oF theanévi byisinésS rRodes@hat they
read abouin the business presswWhile a new business model can prove to change the business into the
better, they can also be a result of hypecremental change to existing models due to crisis or simgly
possibilities from global development

Neverthelessasthe use and opportunities difhas shifted from a necessary evil to a strategic’tool
executives are forced toonsider the business models in more depth, and expihaitpossibilitieghat arise
from these models. hey areunwillingto do sq their competitors will gain a lontgrm strategic
advantage and the companies will become a victim to disruptive technologies.

The above isf coursepushedto the extreme The introduction of disruptive technologies does not have to
be a disaster for a compa- in many cases it can prove to be benefieibilit the danger lies in the inability
to transform the organization to adapt to the changes. This can be reflected in a strong culture for doing
thingsthe rightway or perhaps byhaving an essenti#chndogy, which the company does not want to
abandoni K 4 OF y Qi O 2i8dihksdpportariidiskntroduced. y S 6

This paper will look at the situatiaescribed above, a situation which is very current at the moment. Many
companies have adopted a s& oriented approach This approach hassulted inmproved complexity,

but also reuse of functionality and increased flexibilifyhe service oriented way of thinking has become
the standard and some companies even consider it one of their core cempes.

While the introduction and acceptance of SOA is rathet, eldew technology has been gaining gradually
more focus.This technology, known as cloud computing or utility computisigonsidered bynany a
disruptive technology that will change tleay IT is usedlhis grand expectation has led to people, eveniif
GKSe& R2y Qi Ndudtomputings/tRliéving iktd bé a silvesullet for all their IT concems

Because the effects of cloud computing are said to be enormous, the questiothg fexecutives ithe
various companies aré&should weacquirecloud computing or is it just a temporarily hype? And if we
implement it, what advantages and disadvantages existsidering oucurrent use of IT.

This papewill give answer to that qugtion

2 Thanks to
We would like to thank the following persons for their time and input to the project:

John Ggatzéor hisguidance during the project process and his always optimistic support.

! [McGraws7]

% [Dansk IT, 2007] and others

® The term will be described later

4 E.g. Nykredit

®In IT termsat least, more than 5 years is considered old
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James Governor from Rebnk, for taking the time to talk withsiabout cloud computing and sharing his
enthusiastic views about cloud computing and SOA.

Rene Laghde from Microsoft for setting of time in his calendar to a very interesting dscabsut

aAONRPa270GQa ©OASs 2y Of 2dzR O2rvidddriteA yI F YR G KSA NI Of :

3 Background and problem d efinition

As described in the introductigrthe purpose of this paper is to analyze and assess the current situation
throughthe eyes of an executive. The situation whelkeeud computing is gaining more focus, and
exectives are wonderingvhat to do with itis interestingd S O dza S  Aaid®eécau§edhiid &gt o>
many thoughts on the subjecis a result of thighe paperis based omany different perspectives on
cloud computing from a lot of various sources.

To analyze the situation the paper wilkrform a definition of the temsand the currenbpportunities of
use for both ud Computing and Service Oriented Architecture. Thidewtl to a discussion about how
cloud computing and SOA complements each o#ned what advantages and disadvantages there éaist
both technologies. After these parts are finished, the problem definition of the prejéidbe answered:

What influencecancloud computing have on an organizatiéhd dzaS 2 F L ¢ € AdddzLILI2 NJi
how does cloud computing and a service oriented architecture coexist?

4 Delimitation

As thetime used to create th@roject is scheduled to 4 weeks, there are aredsvant to the problem
definitonwhichwe have chosen not to go in depth with. Ortleese areas are thenderyingtechnology
behinddoud computing and SOA. This includes how the technology standards are designed, how the
protocols workandother technical specificationgnformation relevant to the problem definition will of
course beincluded, but the technical specifications are out of this papers scope.

The analyze sections will be basedtb@sedefinitions.

Furthermore thepaperwill not look at the economical perspectied cloud computingising actual pricing
as these tends tbe changing ofteh

5 Methodology

To give answer to the problem definition within the scope definkdweand as mentioned in the
Delimitation this paperis structured so each sectiensed in the next section. Using this appcbathe
final section will give answer to the problem definition and consist of synthesized information from the
previous sections.

The overall structure of the paper can be seeAppendix AThethree overallmilestones are

® The collection of economic informatidor different doud computingendorswould be a full study in itself.



Cloud computing and SOBefinitions and acronyms used in this pagdtager/ 65

¢ Define the termcloud computing and Service Oriented Architecture, whingnrest of the paper
will be based on.

¢ Analyze ané@ssesshe advantages and disadvantage<ofud computing.

z

e Analyzehow the two technologies complement each other and if thereeixidt 5 & ¢ KSNB { K
coexist.

Reaching these milestones will lead to a final sectidrich will use the analysfgerformedto give answer
to the problem definition.

5.1 Interviews conducted

Two interviews were conducted during this project: One with aiect at Microsoft and one witdames
Governorfrom RedMonk,. The interview method uses was having a written agenda with topics and a few
spedcific questions which were to be covered during the interview, but with the interview itself be held
freely and leing more of a discussion. This was found to be of most value as the topics were broad. The
method used was also a result of the paper being more explorative, than deductive.

The first interview was with Rene Lghde from Microsoft Denmark and was heleD2d8®at Microsoft in

Hellerup. Rene Lghde is an architect evangelist at Microsoft Denmark helping enterprises design their
architecture and decide on their IT applications. The interview was held early in the project and was used to
get some sparring odoud computing early on and get some knowledge on the offering of Microsoft which

is expected to be a big cloud computing vendor in the future. Some of the most valuable input was the

model of where to put the different applications as shownldustration4 Yy R aA ONRa2¥ i Qa ¥F2
computing vendor.

The second interview was held willamesGovernor from Relllonk and was held 20095-18 over Skype.

He is a consultant helping companies evaluating the different technolbkgesloud computing and SOA.

Being held in last phase of the project, the interview was primarily used to get some feedback on the
analyzed topics and conclusions made so far. The interview was very useful at identifying areas which could
be elaborated

6 Definitions and acronyms used in this paper
The following termss used in thipaper with the described meaning intended:

¢ Saa$s an acronym for Software as a Service

e PaaS is an acronym for Platform as a Service.

PaaSs is defined as a platform delivere@asrvice which can run web services and applications, and which
is an abstraction from the infrastructure underneaBaaSf difference from a normal platform in that PaaS
R2Sa& y20G NBIdANE 1y2¢6f SRIS 2N OF NBorsofmardzi (G KS dzy RS

The paper uses the words organization and company for the same @liogd services mearsoud
computing functionality offered such as storage, processing etc.
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7 Definition of SOA

This sectiowill describe theserviceoriented methodologyand the architecture for implementing the
principles of servicerientation (Service Oriented Architecture). The definition devised in this section will
be the starting point for rest of the paper.

Like most othenewterms in the IT world, the precise maiagof SOAdepends on whomever you ask.
Somecompanies haverainterest in defining the term in a way that suits themarketing strategy, for
example if they are to sell S@Ampliantsoftware. Others which have acquired the Service oriented
methodologyand architecture have tailored it to meet their organizationaquirements and needsn

time, the organizational definition of the tenmecomes not the original definition, but the tailored version.

As a result of this, and especially whirs paperconcentrate on seeing that situatioinom a pragmatic
viewpoint, it can be difficult, tagive aspecificdefinition of SOA. A very spidic definition would result in
YIEye O02YLl y§réatbutl KX yidxadcygha de haves, whichwould make theater
performed analysis voidecause of this, this paper will have focus on the core principles behind SOA
something which is applicable to neary@ihstead of anore narrow definition.

7.1 What is SOA?

According to Wkipedid and [ESOAhe core ideabehindserviceorientationis a set of services that
communicate with each otheandare loosely coupledBeing bosely coupled mandatethat the services
should have as little information as possible necesgargovern their relationship [GHLoosey coupled

are also known as the services being application néutal an effect obeing loosely couplecthanges in

one service wilbffectother services that rely on &s litle as possibld-urthermore each service should be
designed to mirrorealworld activities and there should exist a contract to stipulate the rules that must be
obeyed when using the servida.short the idea is to have a group of serviaash loosely coupled, which
mirrors the prioritized activities in the organization usengtandardized languader interoperability.

To implement this, the organization has to implement 4 main compofi¢B80A]. In this paper, the

application frontend component is not considered as a main component be cgaseescribed in

Definition of SOAthe definition should not be too narrow. If the application frontend is seen as the
FTNRYGSYR (2 (GKS ASNIBBAOS O02yadzySNE AiGQa ySOSaal Ne
The loosely coupteservices are considered within the scope of SOA, while how the company uses themis
found to be irrelevant for the definition. This does not mean it will not be considered in the later performed
analysis; how the companies can exploit SOA will be ifidsii SR RSSLIX e LGQa 2dzad vy
whether or not a company has a service oriented architecture based on how they exploit the architecture.

The arguing point is thacompanywho hasmplemented SOA according to the core idea, without any
applications exploiting the architecturstillhas a service oriented architecture.

If the application frontend is seen as the initial service representing the functionality, eventual using other
services, then this is described as a Higgrel service in th paper. In addition to the application frontend,
the service bus component also described in [ESOA] is considered advantageous, but not obligatory for the

! http ://en .wikipedia.org/wiki/Serviceoriented_architecture
8 The term was first usely Gartner Group
° See Appendix B.
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SOA. The business can freely connect to the services directly or through a servicel@é®ding o
where the service repository leads to, as long as they get the core value from the SOA at the same time.

The remaining Znain components can be seanlllustration1. The main components are:
e A group of services mirroring therganizational prioritized activities.

e I ASNIBAOS NBLIRaAU2NE HKSNBE aASNDAOS O2yadzYSNa
considered contracts, even though contract might contain this information.

Main components of a SOA

Service contracts

Find Publish

Service repository

Use

Y

Services (High or Low

Service Consumer
level)

lllustration 1: The main components of SO&ervice contracts can exist, but is not obligatorily.

So, if a business hasiilt architecturewith a group otoosely couplederviceausing a standardized

language to intera¢t and a service repositorthey can highlight theompany as having a SOARe

answer ishard to predict because as mentioned in tizefinition of SOAthe definition depends greatly on
whomeveryouask. y Tl OGx 2yS 2F GKS ONR (A OA éhvical aiclotetars, { h !
but influencedby and influenceof business, the definition differs depending on your perspetiivehis

criticism is further advocated by Martin Fowler [Fow] in his article about the ambiguity of service

orientation.

As no precisstandardized definition exist, how can one safatisorA & y’ QABon{e pdople would tend
to base their answer on the core idea behind SOA, while others would base it on either the definitions given

by various groups, or by the value gained from theéngecture. According to [ASOA] SOA is just not
0 SOKy 2t anZHiectaralzipprdach to building systems that requires an investment in architecture

and IT, a strategic and business vision, engineering discipline and governance, and a supporting
organizational structuré"*,

Because of this close link with the business] the stated requirements aboveur answer to the above
questionisy 2 @ noLetid@gh to justimplement some loosely coupled services and a service repository.

Y A8SNVAOS oMl & dAXKBs ST RRY S LILIX A OF GA 2 yiGatidny R G KS a SNWA
1t can be all sorts of activities, but see our problem definition; the most common is to mirror business actvities.

2 Services using a standardized language

131AS09]

14 SeeAppendix Gor a graphical representation
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Forthis paper to disuss how SOA ardbud computing complements each other, a more pragmatic
definition is essentialThe SOAhould give thentendedcorevalueto the organizatiorg that is, the
theoreticalreason behind the service oriented approagfor the organizatiorto say they have service
oriented architecture. If the definition could be affected by political decisions and marketing, then what
aboutthe value gained from SOA®ainthis paper is bsed on the core ideand in extendshe core
intendedvalue.Evalating and assssing thecore intended value is done ligvestigatingvhat companies
want to achieve/have achieved by implementing S@#&estigating the different definitions of SOA
availableand lboking atwhat [ESOA] and other booksghlightas the man points in SOAnd Service
Orientation in general

For Nykredit, ATP and Danske Bank choosing to implement SOA, somenairilaeguing points were to:
e Improve how IT aligned with the Business.
¢ Prove flexibility by being accessible and partitioned bydsee
e Avoiding replication of functionality and thereby reducing costs and maintenance
e Improve the availability of functionality across different strategic business units.
e Ease thamerge of the IT systems with new systems.

This is also some of the benefitetliterature highlights, seAppendix EAs the problem definition is to see
the situation from the eyes of an executive, these core values are what forms the definition below. In this
paper, SOA is defined as:

An architecturastyle for building solutions based on logical representaticepéatablebusiness activities
with a specific outcome called services. These services should:

e Beloosely coupled
e Mirror the prioritized activities in the organization.
¢ Realize interoperaliity byusing a standardized language

e Realizdocation transparency by placirggrvice references into the service repagitor use of
service consumers.

e Prove flexibility by being accessible and partitioned by needs.

These five requirements are found fulfill the core value. The requirement of the business activities to be
NELISEHGlIofS Aa RdS G2 GKS O2yairaitSyoe NBIdzANBYSyi
important that the services deliver the same result teuge functionality The requirement of the activities

having a specific outcome is a result of the architecture being based on input and output. If an activity does
y2i KIFI@S | AaLISOAFAO 2dziLdziz Ad OFyQlhG o6S t23A0Ft 1
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8 Advantages and disadvantage of using SOA

While the oversection,Definition of SOAgave a formal definition of SOA which the rest of this paper will
be based onthis section williscusghe service requiremerglisted. The discussion will beagsin the later
analysisand elaborate olow SOA andloud computing complements each other.

8.1 Service requirements
' 4 RSAONAOSR 020Sz AlQa y2i Sy2dAK (G2 2daAad A YLI !
to have a SOA. SOA is an arcliiteat style of design which adopts the service orientation approach. The

real value comes when reusable services are combined to create flexible business pfocasses
therefore the architectural style must support this.

This support iprovidedif the srvices meet the requirements in the definition. It can be difficult to assess

if an organization meet eaaequirementbecausé i Q&4 RA FFA Odzf G G 2. ThsM&tod S Yt L
will goin depth which each requirement clarifythe meaning ands a result make it easier to discuss the
requirementcompared to cloud computingn the nextsections

8.2 Be loosely coupled

As described earlighe services have to be loosely coupled. This means that the seslicekl have as
litdle information as posble necessary, to govern their relationship. The resultis that changes in one
service will affect other services that rely on it as litle as pos$ibléne opposite of loosely coupled is
tightly coupled, which means that two objects are dependent orhesther. This introduces inflexibility
because changing or@bjectresultsin changing the other alsd@.herefore enforcing the services to be
loosely coupled enhances the flexibiliBarther it reduces the risk diunctionalitysilos, because the
underlying functionality is accessible fall other services, not just the ones in the silo.

8.3 Mirror the prioritized activities in the organization

In SOA the functionality of each service should mirror the activities in the organiz&atiery. activity can be
segnented in different ways depending on the selected granulHiits a result of this, a service, or group
of services, carepresent a logical representation of the activiyt the same time, if the grain is chosen
fine grained enough, the same underlyisgyvices can also be used for other activities resulting-imsee of
service functionality.

An example could ba storage department wanting to send packages to a specific customer. The activities
involved into sending the package can be segmentedsat@ral activities such as acquiring the customers
address from an identify numbeypdating the onlinetracker, setting the package as send in the internal
system etc. By mirroring the activities at the selected grain, not only is the complexity redwdeide

same underlying services can beused in other organization activities with the same result! Not only does
this enhance rause of functionality, it also creates consistency because the service delivers the same result
independent of usage.

'®Inspired by [ASOA: 33]
% Different levels of independency exist, but this is out of this papers scope.
YD NI ydzt F NAG@ Aa RSTFAYSR | a a! ljdz2kfAde 2F FdzyOGdAa2yltt NRO
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Sincethe choosing of the grain is freely up to the organization, the segmentation can also result in
disadvantages. If an activity is segmented into too small parts, the speed of execution is reduced as a result
of every service need to communicate with eathes to process the job. On the other hand, if the grain is

too coarsdy, redza S Ol y Qi 06 S Fdzf t & S E Lie@dsanSaRnigpeSieioadli§. SIS NE
Therefore, a organization have to find the correct balance, before attempting to ninecactivities, or the

SOA will result in reduced application speed or unnecessary complexity.

8.4 Realize interoperab ility by using a standardized language

As described in the previous sections, the mirroring of prioritized organization activities togethehevi
enforcement ofloosely coupled services, resulted inuse of functionality and consistency.

Based on the storage department example, it was described how the underlying services could be used by
other activities also. This usage should not betéthto a single business unit, but scal€asas the

organization chose. In this wagifferent business units can use the same service for different activities. To
enable each service to be available asdhe different business unitequires a standrdized way of
communication between the services; a common langu8gdavinga standardized language provides
interoperability, because the different services can communieath each otherThis also makes iteasier

to upgrade legacy systems and meay80A architecture withon-SOA architectureexample in case of a
company mergg.

8.5 Realize location transparency

Besides having a standardized language to use the services across the organization, the location of e
service must also be known. Locatibansparency is required becausantkes the service visible to the
consumersreducesthe complexity for the service consumers, and makes it easier to compose the services
into the desired functionalityLocation transparency is achieved by having #wises placing service
references, information about usage and location, into the service repository, which have a fixed location.

8.6 Prove flexibility by being accessible and partitioned by needs

The last requirement is a value assessment, to see ibthanizations havenet the above requirements
successfully. When the services are accessible, it meand tetion transparency is realizadd that a
standardized languags usedSimilarto partition by needs, which mean théte services mirrothe
activities on a sufficientlow granularignd the services are loosely coupled

The last requirement assess if the organization have implemented a service oriented architecture that fulfill
the intended core value described in the sectiddhat is SOARocation transparency and a standardized
language ensure thdhe services can be locatechmmunicate with each otheand that other systems can
more easily be merged together with the architectuidirroring the business activitiesn a sufficient low
granularity and the services being loosely coupled ensure senagserand consistency.

18E G. Danske Bamkvhich uses SOAeported that the merge otheir systems and the IT systems of a brought bank
was very fast as a result of SOA.
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8.7 Summary

As mentioned before, it can be difficult to assess if an organization have a service oriented architecture.
Various definitions of the exept existand theconcept is highly influencelgy the businessand therefore
inclined to change over time. This section dfinition of SOAlefined the concepasbroad agpossible,

to make the definition apply to a wide rge of SOAmplementations; yestill narrow enough to be used in
the later performed analysis. Thiefinition hasfocus on the core value of S@Ad the essential

components requiredo obtainthis value.

9 Definition of cloud computing

In this section we W explore the different definitions used for cloud computing to get a clear overview of
this term and its useTheoverview willbe used to devisa definition to use for cloud computing which we
will use in the rest of this paper.

9.1 Defining cloud computing

Among other thing the report [McKinsey, 2009] was an attempt to define cloud computing and how the
new technology use could benefit the business. The report tries to navigate through the mist of hype and
get holds of the essence of cloud computingsTisijust as we do in this papeto look beyond the hype

about cloud computing and try to see how the technology can benefit the business. To be able to analyze
the technology and discuss it a shared definition must be used, to make sure that evergvadihé same
overall basis for understanding the technology. This shared definition would make it possible for the
industry to discuss how the technology can be used to give value to the business, instead of discussing
whether a technology is cloud compuogj or not.

In this papercloud computings not only seems a new technology but also as being a new paradigm for
using IT technologythe former paradigm as being one where IT technology was seen as an essential part

2F | O02YLI yeQa & Lo AUES\LIA ScysR SN SIRSTRK G O2y G N2 f (2
fully met and as a strategic asset which gave a competitive advantage. In the new paradigm IT technology is
y2i OAS6SR Fa | O02YLI yeQa OF LI oA §grotedsesd dmitigtd & KS NJ |

control with control of the physical servers, its applications and the development of them are replaced by
partnerships with suppliers and standardization of applications. The competitive advantage does no longer
come from IT technaigy but the use of it and how the business process are being supported and

RSOSt 2LISR (KNRdzAK (SOKy2f238d ¢KAa OFy T2NJ SEI YLX
CRM system instead of buying and hosting it itS8ie companies might notale the need for a

customized CRM system hosted on location, but instead can manage with the standard features at
SalesForce.com.

This is also a development which can be seen with the development of Microsoft Ofti¢cheldewest
version of the traditiomal client run office suite from Microsoft. Microsoft has designed their office suite to
include webapplicationd’. This is a new development for Microsoft Office which previously have been a
full featured office suite running on a client machine to now g the demand for web applications.

19 http J//www.microsoft.com/presspass/presskits/2010office/imageGallery.as pX
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Web applications like Google Apps or Z8awe now considered viable alternatives to the heavy client
applications like the previous versions of the Microsoft Office silities shift of strategy when Bill Gates,
thenthe Microsoft chairman, and CTO Ray Ozzie in 2005 wrote a memo in which the called for Microsoft to
be more focused on delivering services orfine

CKA&d RSTFAYAYI LINRPOSaa 6AGK dzy O2@SNAyYy3 6KI QA 0SKJ
givesa lot of uncertainty for the future for the use of cloud computing. The definitionin this paper is
therefore to be considered as an attempt to define the term cloud computing from the current situation

Different definitions of cloud computing

Before m&ing thedefinition of cloud computing havebeenfound it important to take into account the
different usages of the termAvariety ofdefinitionsfrom different sources have been used in the
definition-The definition will be affected of the chosen soeis and the exclusion of others but it has not
been deened possible to includenore sources within this project.

A brief analysis of the definitions can be seeAppendix F

Overview of the different definitions

We have listedhe used definitions in this section with the overall definitions directly from the sotinces
Appendix AAs Google was not found to have a definition but only to have a technical solution for cloud
computing, Google have not be@émcluded in the table.

Overall the different definitions have been found to be quite similarin some aspects, but differ greatly in
others. Thisis seen as the sources as common basis share the perception but cannot agree on the scope of
the definition: Athough they do agree on the cloud being an abstraction from the infrastructure and being
scalable, that is as much consensus as we have been able to identify.

Abstraction from infrastructure

All the definitions include the abstraction from the underlyinfrastructure. This is generally seen as the
definition of what the cloud ig an abstraction from the actual implementation in hardware and software
behind the offered services and applications. Further they all include scalability for companies, which
allows the cloud computing fulfill their actual needs being both low and high. The abstraction from the
underlying computers in the data centers gives cloud computing a basis for being seen as a pool of
resources which can be utilized by need.

20 hitp //www.cio.com/article/383913/Understanding_What_Google_Apps_Is_And_Isn_t_

http ://www.cio.com/article/429863/Cost_Savings_Found_When_Microsoft Outlook_Ousted for_Gmail_at British C
onstruction_Firm and

http ://www.cio.com/article/440014/Understanding_Zoho_the_Quiet_Company_Taking_on_Google_and_Microsoft
! http //www.pcmag.com/article2/0.2817.188289.00.asp
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Private ard public clouds?

The sources differ when it comes to the placement of the cloud in relation to the companies using it,

whether services offered on the cloud are cloud computing and the inclusion of the payment model. Open
Cloud Manifesto and IBM mentiona® types of clouds: Private and public ones. The private cloud is

defined to be under the control of the company using it and placed inside its firewall. The public cloud is
RSTFAYSR (G2 0SS LX I OSR 2dziaA R teinklGud SRY LAY SKES G22yHiNE
definitionsis foundnot to differentiate between private and public clouds

CKS AyOfdzaazy 2F LINAGFGS Of 2dZRa Ay GKS RSTFAYALA2)
necessarily being out of the control of the companisang private clouds. This division into a public and

private cloud goes against the definitions from InfoWorld, Amazon, McKinsey and [Sobotta, 2008]. These

state that the cloud must be accessed over the Intemet or that the infrastructure costs mustavehble

operational expenditure. [McKinsey, 2009: 30] even states that public clouds (called pabtidynced

cloud in the source) essentially just are virtualization from the underlying infrastructure. A company using a
private cloud would still hav® invest in the infrastructure.

We find the inclusion of private clouds as described in Open Cloud Manifesto and IBM are making the cloud
to broad. If private clouds are to be included in the definition of cloud computing, then any abstraction

from an infastructure within a company can be called cloud computing. We find the lack control from

using the cloud computing to be a key point for cloud computing, as this lack of control makes use of cloud
computing a very strategic and risky technology to usés [Htk of control over the infrastructure is in

return rewarded by lack of investments and maintenance of the infrastructure. Our definition therefore
excludes the private clouds. The lack of control of the infrastructure is essential for cloud computing.

Services in the cloud equatdoud computing?

When it comes to the services running in the coud the sources differ on whether or not to include the
services into the definition of cloud computing. InfoWorld includes SaaS running in the cloud in their
definition of cloud computing. This is somewhat supported by [Sobotta, 2008] in which the definition
includes software provided over the Internet as services.

We agree with McKinsey, Amazon and Microsoft that cloud computing should be considered being the
offering of a platform making computing resources available and not the services running on the platform.
The primary reasoning for thisis that if services runningin the cloud were to be included in the definition of
cloud computing, then the definition wid end up being very broad and unfit for actual use. The term

cloud computing would end up covering any Internet service or website running in the cloud.

If for instance one imagine a website with the social services similar to Facebook.com. This ebsite

running in the cloud at Amazon Web Services. If the services and websites running in the cloud were also to
be included in the definition of cdoud computing, one can easily imagine the broad use of the term. And the
question becomesg what is not conglered to be included in cloud computing if any service running in the
cloudis included in the definition? We have therefore narrowed down the definition of cloud computing as
making computing facilities available in the cloud by a platform, but not cogéie individual services
themselves.
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Note: Facebook.coitself has not been used as an example, as they have their own data centers. This
means they control their own infrastructure which excludes them from being described as using cloud
computing.

Thepayment model

The payment model for cloud computing is very different dependinthersource Amazon, Microsoft and
McKinsey states that the payment for the cloud computing must be done for the actual used resources in
the cloud. InfoWorld, IBM and OpeitoGd Manifesto on the other hand are unclear on this point and
[Sobotta, 2008] has no inclusion of the pricing at all. The question is: How important is it that one only pays
per use of resources from a cloud instead of paying a subscription or fixe® l@ésénd the payment

model important, as this causes the abstraction from the underying infrastructure to be high and the view
on the cloud as simply a pool of resources one can use. The companies using cloud computing does not
need to worry about frontup infrastructure investments or monthly subscriptiapihe just use the

resources necessary and pay for the actual use.

¢tKS AyOfdzaAzy 2N SEOf dzaAaz2y 2F GKS LI &ySyid Y2RSt
for their definitions: Mcrosoft and Amazon offers or will offer cloud computing by payment for used

resources. IBM and Open Cloud Manifesto on the other hand do notwant to be too specific but instead

comes with general terms to cover broader with their definitions. As IBM spfile underlying data

centers they have no interests in excluding future customers from calling their cloud use cloud computing.
[Sobotta, 2008] is an academic definition with focus on the analogy from [Carr, 2009] and does not focus as
much on the prieig model for cloud computing, but rather a change in paradigm.

9.2 Our definition

As mentioned in [Sobotta, 2008: 49] the problem of defining cloud computing can be compared with the

task of six blind men which are to describe what an elephant is: Theiriptsas are narrow and are only

based the limited part of the elephant that they can feel with their hands. For defining cloud computing the
problem is the different sources focus which is either narrow (the goes primarily for the vendors) or broad.
This $ seen as a sign of a power struggle: Defining cloud computing is controlling the use of the term and

the media coverage of the technology use. It is therefore not only a question of defining a technology but
taking account to the different aspects of the2 dzZNDOSa® LT | O2YLI} yeQa LINE RdzO
the cloud computing definition they could have a hard case selling their products to customer who heard
about the wonders of cloud computing.

This section contains our definition of the term clac@mputing, which is a result from the analysis of the
different sources definition and uses of the term. This definition is the used definition throughout the rest
2F (GKA& LI LISNDa aSOGAz2yad Ly RRAU#RyY Al Aada (2 0

Before defining cloud computing we have found it necessary first to define what the cloud overall is. We
see the cloud being a metaphor for the unknown and underlying infrastructure controlled by a third party
and being behind a front end consistiofjE.G. a platform made available through web services. The term
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cloud can be compared to the use of an operfA#fla programming framework without thought to or
knowledge about the underlying structure or implementation of the framework. When we therefate
running services or applications in the cloud, we mean that there's a use of services over the Internet with
abstraction from the underying infrastructure and hardware. The use of Internet instead of just the term

network implies that the physicabntrol of the infrastructure is places at a third party.

For describing ounnderstanding of cloud computing we have been inspivgthe OSI seven layer modé|

for networking with its layer design where the layer upon the others depends on the funafdhe layer

below. This thinking of the networking infrastructure being divided into layers and the dependencies on the
lower layers have been used in our definition to visualize our definitions implications firwehconsider

cloud computing.

Build Applications/Services

Bought Application/Services

Virtualization of resources

Cloud computing

Platform as a Service

Data center Data center Data center
Y A Y
Storage, Storage, Storage,
Processing Processing Processing
power power power

lllustration 2: Ou layered model for placement of cloud computing.

In our layered model we have defined the cloud being the integration of data centers from lower layer to
form a platformg a PaaS. The platform provides integrapdtform which is an abstraction from the lower

layered data centers. To the upper layers above the PaaS platform the integration of the underlying data
centers are provided as services and frameworks which can be used to build and run applications and

dzLILISNJ £ F @ SNJ 6 KSNBQa
platform services. The upper layers are not specifically defined but can be either self developed or bought
applications and services. They can be ruthéncloud, by a third party host or in a local data center.
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This broad definition of the upper layer makes the running of either a home build production system in the
cloud or using the resources in the cloud not differ noticeable from using a CRM syfé¢eenl as a full
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22 Application Programming Interface. An interface to build around applications and services for a cloud

23 http://en.wikipedia.org/wiki/OS|I _model
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The cloud is defined to be reached over the Internet and suponing services and applications. The
upper lays simply uses the cloud, but is not viewed as beingincluded in cloud computing. Again this is
because of the implications an inclusion would have: All services running on a cloud would be considered
cloudcomputing and the term would be too broad to be of any use.

In our work with defining a cloud, we have concluded that cloud computing is not to be seen as being
different from the cloud: They cover the same entity. The cloud is the PaaS offered as actaiysfrom

the underlying data centersthe lower layers orthe layer model. Cloud computingis the utilization of the
platform by a company to supports its applications and services on the upper layers. Cloud computing can
just be used as a term for mialg a platform or infrastructure services available on a cloud. This can be
used to harness resources from a data center underneath without regards to the actual implementation
details. The payment model must be a paymentfor the actual use of the resourtiee cloud. This

payment mustvary with the increase and decrease in used resources.

With our description of a cloud and cloud computing our definition of cloud compiging

Cloud computing is the offering of a platform offered as a service whichabsiraction from an underlying
pool of computing resources placed at a third party vendor. The platform can be used for developing and
running both applications and services via the Internet Witfn degree oflexibility regarding the

computing power gailable and payment only for the utilized resources.

A cloud is the entity of the cloud computinthe platform and the underlying infrastructure, which is highly
abstract and whose implementation are unknown for outside users.

9.3 Utility computing confusi on

Afterthe definition ofcloud computing a distinctiols madebetween the two terms as they are often
intermixed and the two conceptre used for covering the sam@istinguisltingbetween the two terms

and their usesre important Utility computing ighe idea of selling computing resources as storage and
processing power in units like power plants sells electricity. Cloud computing on the other hand is a more
ALISOATAO G(GSOKy2t23A0Ft RSTAYAGAZ2Y (K foyhfodzinkifgh i &
services or applications which uses computing resources with full abstraction from the underlying
infrastructure underneath. The payment model with payment per used resource is shared between the two
definitions.

We see the term utility diénition being described clearly with the following quote:

GLT O2YLWziSNE 2F (GUKS {AYR L KI@ZS | Rg20FGSR 06502
a2YSRIe 0SS 2NHFIYAT SR & | Lzt AO dzi AdhdNiGarthgMiAa G |
Centennial in 1961.

Utility computing is the broad definition of supplying computing resources as telephoning is supplied while

cloud computing is a more specific technological term for a specific supply method of the computing
resources.

O:

Y !

a
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9.4 Summary

We have explored some of the different definitions of cloud computing but this is just a small subset of all
the definitions available. What we found is that cloud computing is broadly defined in the sources but that
0§KSNBQNS &a2YS aheivdafinitonsABiltih @ostintpdrténbtBing abbut the definitions is
their scope: Wheres the cloudo be placed?

We have chosen to define cloud computing as a PaaS which abstracts from a third vendor maintained and
owned infrastructure underneath, whh is highly flexible regarding computing resources and paid by the
used computing resources.

10 Uses of cloud computing

l1'a GKS GSOKyz2f238 A& NBftIGAGStE® ySé YR AYy Aa Yl
of itand making &usiness ase for it.In this section we will look at the possible uses of cloud computing

seen from the perspective of companies. The business case and the pros and cons of cloud computing will

be included in a later sectiolote thatthis section does not includeneconomical analysis

10.1 Flexible infrastructure without the investments

We have found the elimination of infrastructure investments and flexibility of available computing
resources in cloud computing to be some of the most emphasized advantages ofliheltgy. As

companies traditionally have either owned their own or have been hosted on an external data center, the
move to the centralization of the data center in cloud computing is a big shift. Common for the two
traditional models are that companiesy#or having available computing resources available for the
maximum load plus a percentage as precaution. The company owned and maintained data center requires
an big initial investments, has fixed expenses for the maintenance and requires further iewts for

increasing the computing capacity of the data center if needed. The leased access to a data center is often
run by Service Level Agreements (SLA) with paying a fixed amount per computing resource made available.
A decrease orincrease in the aablle computing capacity can be expensive and rigorously controlled by a
contract and/or it'sSLAseelllustration 3.

Compared to those models, cloud computing has the advantages of its payment model: A company only
paysfortheuSR NB &2 dzNDSa |yR GKSNFQA y2 NBIAdANBYSYy(d F21
Further flexibility of the available computing capacity is a key point of cloud computinggompany

needs more computing capacity they just use and pay forritbeeased use. With cloud computing a

company can have its expenses for the computing resources follow the utilization change. The maintenance
costs are included in the cost of used computing resources.

lllustration3visually r@resents the idea behind the payment models. Note thatithestration shows the
idea of flexibility behind cloud computing and does not necessarily represent the actual economical
situation. Thellustrationis not based on economically calculations gsactual prices for a self owned data
center and cloud computing offers.
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A Cloud computing

/

Computer resources used

Company owned dala
center

Expenses

Y

lllustration 3: Computing resources used and the expenses therefore using cloud computing and in a company
owned data center.

Small startup companiesan use flexibility and absence of initial investments to get their companies up and
running without the requirement for a large investment in infrastructure or paying for costly maintenance

and the staff running it. Instead a startup business can setap business to use cloud computing for their

web server and data systems. If their company grows with time their expenses for the use of computing
NEa2dz2NOSa gAff 2dzald AYyONBlFrasS gAGK GKS INRgIKI 4 dz
other applications could be built on thin clients running SaaS programs provided from Google Docs or
SalesForce.com for instance. Flexibility and naniigl investmensin infrastructure is one of the key

arguments of cloud computing for startup comnpes.

The flexibility has been seen as a primary strength for small and startup companies. The uncertainty
regarding pricing and already made investments in infrastructure for medium and larger companies makes
the flexibility advantage of cloud computitiging smaller than for the smaller companies. We will look
further at this in a section about thedvantages and disadvantagefscloud computing.

10.2 Scalability: Computer resources en masse

With the flexibility of the payment model where a company only dayshe utilized resources, cloud
O2YLJziAy3 faz Oy o6S dzaSR G2 3SG YlFIaairgdS aolftl o)
can be seen as an almost endless pool of computing resources.

This scalability can be used by both companies havigigpeaks of computing resources utilization for
certain tasks or at certain periods. An example could be theahtask of the Danish government giving
out grants for renovations for ordinary citizens.

The task of giving out grants for renovationssamly supposed to be done once. Therefare
infrastructure wasset upto provide a predicted maximum load capacity. This involved upgrading and
renting capacityfrom CS&. But this infrastructure build for the task, could not handle the pressure after
the media had been covering the event intensely and people were anxious to apply for a renovation

24 http ://www.computerworld.dk/art/51196/var-boligforbedringerdk-en-umuligopgave link checked 20095-08
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grant®. If the system had been utilized cloud compuiingight very wellwould have scaled better to the
load that for sore parts was twice the expected.

Toomuch idle capacity costs the host money and they might not have capacity for a maximum load for all
Ala OdzalG2YSNER® DAGSY | @SYyR2NDa Of 2dzR A YT NI & NHzO
the chances of all types of companies runnimghe cloud getting very high load at the same time

decreases.

10.3 Getting rid of maintenance

[Albertsen et al, 2008: 62] describes three companies using what the authors define as cloud computing.

One of the companiesPodcastMaching is a small Danish ogpany with 4 employees. PodcastMachine

KIS OKz2aSy (G2 dziAtAlS 1YFT2yQa Of2dzR O2YLlziAy3 :
small and young company with plans to grow, their use of cloud computing gives them a flexible
infrastructuresupporting the growth. But they also get rid of the large fixed budget cost of maintenance

and having to employ their own maintenance employees. Instead they can just rely on a SLA agreement
GAGK 1 YIT 2y FyR GKFG ! YET 2y QaudMhnthg AsS grhaly dOfparfy o LE 2 & ¢
only four employeestiat includes the company owrjdraving an additional employee just for

maintenance of infrastructure would be expensive and possibly hard to find qualified staff for. An

altemative would be to do thenaintenance by one of the existing employebsweverr & | NB & dzf G =

to justify that they could deliver 99.9 % uptime or better for the company.

10.4 Security by geographical spread

One of the characteristics of cloud computing (which can be seentasash@dvantage and a

disadvantage) is that it is accessed via the Internet Bf@nition of cloud computing As the cloud is an
abstraction from the underying infrastructure, the cloud can consist of multiple data centeradspcross
geographical regions without the users noticing it. This can give greater security for companies in that their
data and physical data centers are placed in different regiBmrsnstance imagine if there was an
earthquake like the oneinAsigi Hnnc>X ¢KSNB (KS NFIA2yQa LYyGSNYySi
company having all its data centers places in the Asian region would face big financial losses during the
downtime period. If the company instead used cloud computing, the data centetheén regions like

9dzNRB LIS 2NJ ! {! O2dd R 2dzad GF1S 2SN FFGSNI Iy St NI
experiencing a little higher latency but else not notice the change of geographical data center used. This of
course requires the cloud compng vendor to have data centers in different regions and the affected
company to have chosen to allow spreading to more regions.

The geographical spread thereby is a security by redundancy and spread: If one region is hit then other data
centers in otheregions can take over.

10.5 Vendor offerings

The vendors included the definition of cloud computingavedifferent offerings of cloud computing. We
have chosen to make a quick overview of the different offerings that the vendors currently have and their

“the pressure was increased further by the fact that grants were approved on the basis oof thegrant
applicaton
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pricing system. Note that cloud computing is still a maturing technology, andessila thepricings and
offerings are relatively fluctuating. Therefore the actual prices have not been in&uded even without
actual prices, this section should still@ia general overview of the market today.

10.5.1 Amazon?27:

Amazon Web Services

Cloud computing
offered

A full set of services providing storage, queue system, data intensive processi|
more. The solution allows companies to use a virtualized operating system
several instances (virtualized machines running concurrently) and run their
applications on these. A company can use the services separately.

Pricing

At Amazon the pricing is for the used resources measured in a given unit. This
be the number ohours a service is run on an instance or the storage used fii G

PaaS framework for
applicationd services

Amazon currently has support for running Windows and Linux operating syste
the instances. These instances need to be coordinated through segyesiem.
LYFT 2y Qa LXFGF2NY Ay Of dzRSa adzOK | |
'a OANIdzZr £ 2LSNIGAy3 acaasSya NB o
operating system settings and which applications can be supported.

10.5.2 Google: Google App Engine

Cloud computing
offered

A framework and hosting of weapplications which allows a company to develoj
web-applications and get them hosted.

Pricing

Currently Google charges by a number of units for the utilized resources: Payr
per CPU hour, payment per used storage unit and payrfeg in- and outgoing
bandwidth.

PaaS framework for
applications and

2SO0 FLILX AOFuA2z2ya OFy 0S RS@OSt 2LISR
Currently there is support for the two development languages PHP and JAVA.

services
%088 GKS OSyR2NDa 6S06aridsSa F2NI GKSANI OdANNBy G LINK OSa
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8 Amazon uses the term instance for a session in their caphble of doing a comparable work like a desktop PC.

AL
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10.5.3 Microsoft: (Windows) Azu re

Cloud computing Microsoft has chosen to call their PaaS Windows Azure which offers computing
offered storage resources. Microsoft calls this a cloud services operating system. On tj
the Windows Azure platform is the Azure Services Platform (ASih are
services which can be utilized by both applications in running on Windows Azu
but also by local applications. A company can therefore either develop applicat
running in the cloud or modify their existing local applications to utilizestwices
offered by ASP.

Pricing Microsoft charges by a number of units for the utilized resources: Computing til
hours, payment per used storage unit, payment forand outgoing bandwidth;
and for applications transactiofts

PaaS framework for| Developing applications for Windows Azure has to be done by a new paradign
applications and Instead of the clienserver paradigm web services utilization paradigm is used.
services using services from ASP existing applications not running on Windowsusasre
web services standards. This means developers will have to use a new way of
designing and developing applications for Windows Azure.

10.5.4 IBM

IBM do not offer cloud computing as Amazon or Google does. Instead IBM offers data center

implementations and mdifications to allow companies to run a cloud for offering services using cloud
computing. IBM also includes what they call private clouds in their cloud computing definition, whichis
exduded from the definition in this paper. We therefore see IBM a®muaiger of the data center running

0KS Of 2dzRa odzi y2iG | QGdzZrtfe LINRPGARAYy3A Of 2dR 02 Y LI
acquire the cloud infrastructure.

10.5.5 Others

There are a number of other vendors who provide consulting about cloud congpartid services to

RSPSt 2LAY3 YR daAAYy3d GKS 20KSNJI gSYyR2NDa Of 2dzRa o
data centers the cloud computing vendors are primarily a few big companies with the financial strength to
make the investmenti® dzA f RAy 3 GKS Of 2dZRaQ Ay FNI &aid NdzOG dzNB @

10.6 Organizational implementation

If an organization is going to implement cloud computing they must first make a strategic choice and clarify
what to move into the cloud and what to keep internally. This is a choice betwaening applications

locallyor in the cloud. A choice abntrol, security and customizability on the ohand andeconomy of

a0t Sy aoltlroAfAGe YR adGlyRIFENRATIFGAZ2Yd 2 KSNB | NJ
characteristics andhe strategy of the company? The choice is not necessarily one to be made overall for all

I O2YLI yeQa | LI AOFGA2Y o6dzi OFly 06S YIRS F2NJ SI OK

%9 The nature of the transactions is not explicitly defined on the Azure website. This might be database transactions.
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We have included two ways of making the decision of placement, but other methods can of course be used.

10.6.1 Individual decisions for the applications

Instead of looking only at the overall strategy a company can also decide where to place the individual
applications based on data center placement and acquirement méthwdth data center placement is
meant whetler to place the applition in an internal ompremisedatacenter,a hosted one or in the cloud.
Seelllustration4for a graphical illustration for a medical research company.

On premise Hosted Computing facility Software as a service
Buy
i CRM =
HR =
Clinical I e
\J
. Malecul =
Build o
Costly control = = Economics of
scale

lllustration 4: Whereto placeandacquire applicationsBased on figure from interview with Rene Lghde.

The placement of an application on the data center placement axis is a decision on control vs. economy and
flexibility. A CRM or HR system for instance does not give dreysirategic or operational value when

being run oApremise and therefore does not give any extra competitive advantage. The applications are
off-the shelf software. It could therefore just as well be placed at a host or bought-#isecshelf software

via SaaS.

In contrast a clinical analysis application for a medical research company might be very sensitive regarding
AyiStfSOGdza f LIN2LISNIeE&x 6S OSNE AYLERNIFyd F2N 0KS
company. In that case, the rdical research company would likely benefit from building the application

itself (or modifying an existing one) and run itppremise (internally) or at a controlled host. But this is not

to say that the medical research company could not benefit fromgusioud computing: What if they had a

need to make some very complex molecular calculations which would take weeks or months on their own
data center? They could move the application into the cloud, utilizing the vast computing resources in the
cloud and hereby reducing the time of the calculations to maybe days or hours.

30 With acquirement method is meant whether to buy an-tifie shelf applicaton, a odified offthe shelf application
or a self developed one
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10.6.2 Hybrid model

¢KS /9hQa 2F aAONR&2FG YR 9a/ I NB PRaddliwiekey 3 T2
cloud computing is nageenas an all or nothing approach. Instead comiparare to use cloud computing

on a basis of business value: If cloud computing can make sense for the business use it. But cloud
computing is viewed as a supplement to themremise and external hosting of a data center. And there

can be a need for alhe options. This hybrid model is also build into the Microsoft Azure cloud computing
offering: Microsoft offers both cloud computing as a PaaS (Windows Azure) for running applications in the
cloud, but also offers services running in the cloud to be useadplications running locally. Microsoft

leaves the door open for the hybrid model by giving the option of choice to companies and has not moved
to an all cloud computing visioAnexample of the hybrid model can be seenlthmstration5: This shows

the location of different applications for the medical research company from a network perspective. Note
that SaaS do not necessarily runin a cloud.

The hybrid models identifiedas being the most used model to start with, as comipa have to make

some experiences with using cloud computing forfoatical applications first and because a lot of existing
companies have made large investments in their own data centers. As written in [Carr, 2009: 118]: Smaller
companies can be expea to be lesser bound by data center investments and can be more free to chose
the use of cloud computing (called grid computing in the book) opposed to larger companies with large
investments made. And agairone of the key points of the hybrid modeltsschoose which applications to

put in cloud and which to keep locally.

Smart phone
/ Cloud \

Molecular calculations
Firewall
: r\<

(&= A

On-premise
data center
External
data center

Local

Office suite
Browser
Anti-virus

On-premise

Clinical analysis
Dacument sharing server

ERP
Email
Spam filter

lllustration 5: The hybrid model used by a medical research company.

31 http://www.cio.com/article/479207/Q A Ballmer_and Tucci Discuss Microsoft EMC Cloud, Vsiorhecked
200905-10.
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10.6.3 Fillthe truck zx A8 OA 11T OET C

Normally big bang projects either run into the ptem of taking too many resources, not getting done on

time or keeps growing in size. For most companies we would therefore recommend using the hybrid model
and make the decision for moving an application individually. This way the use of cloud compllitahgpw
mature with the starting migrations and experiences can be made with smaller projects.

But a complete move to cloud computing might not be a bad idea from a strategic point of view: For a small
company like the Danish PodcastMachine mentionedie&INJ Ay GKA & &aSO0GA2y>X (G(KS
in the applications themselves but the easy setup of the process of converting media files between

different formats. Being a small company with an aim on growing an investment in their own data center
infrastructure would require large capital investments and maintenance cost, with the risk of a requirement

of further investments in a larger data center. Being a small startup company such investments takes out
restricted startup capital and a data cente&sources to handle.

So for some distinct companies it might be a good idea to fill a truck with their applications and move them
into the cloud.

10.7 Scenario of cloud computing usage
For an elaboration on the examplelltustration5seeAppendix G

11 Summary

This section has coverdlde possible uses of cloud computing frdine perspective of @aompany and from

different angles. The elimination of investments in infrastructure, the view on the cloud as astalm

endless pile of resources and getting rid of the maintenance of infrastructure are characteristics making the
OFaS FT2NJ O2YLIyASa G2 32 lgleé FTNRY 26yAy3 GKSAN :
centers with their economies of scopBut when combining this with the hybrid model it becomes a bit

more complex: Cloud computing can be good for some types of applicationsfartoliers it might be a
disadvantage Thebusinessase for cloud computing use might notdarified A compay must make a

strategic decision on which applications to keep intemal and which to outsource congéboinstance

into the cloud.

The big vendors' cloud computing offerings was found to primarily differ on how applications were
developed and theif N} YSg2N)] Y D223f SQa 2FFSNAY3A 4l & | AYS
aAONRa270Qa 6SNB IAYSR G O2@SNAy3 GKS Fddf vy
is not only about the framework but also about the pricing. We have oolydd at the pricing model, but
further analysis will have to be made on a case by case basis for companies to fully clarify which
applications to move to the cloud.

R I
SSR

12 The hype about cloud computing
This section will disss thehype about toud computingand give answer to some of the criticism resulting
from the hype The section will be used @aina perspective on advantages and disadvantages from using
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cloud computingrrom various sourcesvhich can be used in the later analyJike section will useur
definition of cloud computindo discuss how others see and argument about cloud computing.

12.1 Common criticism

As described before, the result of introducing nesnceptsand technologies in the IT businessually

tend to generate a lot oliype about thenew conceps Thisis due both to people seeing possibilities in the
new development, but also because the IT business is so fast moving that a lot of companies see a window
of oppottunity in sellinghe new conceptThis section will describe some of tbemmon criticism against

cloud computing as a result of the current hype.

12.2 Old wine in new bottles

[ £ 2dR O02YLIziAy3d AadyQil a2YSOKAYy3d GKFEIQa »ESY Y¥¥dDS)
well defined. In fact, the idea behind using shariegaurces with multiple users is rather old, starting with

time shared services in the 1960This is also one of often highlighted criticism about cloud compufing:

the ideais about 50 years old, what is so different now?

To give a short answer to thispthing about theideais different. If cloud computing is seen as defined in
Definition of cloud computingthe idea of computing and storing in the cloud, is no different from

computing and storing on a mainframe. Thslearingmight share one resource betweenultiple users,

while cloud computing shares several resources betweetiple users, buth {isdl &@xactly the same.

What is different however is that technology is more evolved now. As describ&aim 2008 D B2 @S Q &
[F¢ alea GKFG G§StSO2YYdzyAOlFGA2ya o0FyROARIK R2dzof !
a criticism of what he considered a moribund telephone industry than as a statement of technological fact,
but it nevertheless expresses a basic trthhoughout the history of computing, processing power has

expanded far more rapidly than the capacity of communication netoks ! & | NBadA G 2F
hadearlierbeen abarrier to cloud computingbut the increased bandwidth might have reaclestage

where this barrier is repealed.

12.3 Lack of control

Another criticism is the lack of control when suddenly storing data in an unknown place, instead of on a
serverwith a known location. This can be seen by comments like thi§:one

e And as f dions mantaipirgrtheir own Software and Hardware! Would you park all your
confidential corporate documentations from emails, technical data, to unpublished financial statements
somewhere where you have no control? ARE YOU CRAZY! Sure Facebook and some Flicker are fine, but it
w 0 npay the bills to cover the rent on your office. Cloud computing is driven Marketing hype and not
engineering innovation and has no financial proof it can actual worka

What the comment shows is a viewhared by many statingthat either you use cloud computing for all

%2 @TimeSharing is a shared computer resource used by multiple &$girs//en.wikipedia.org/wiki/Timesharing
link checked 2009511

33 Comments to the article: Clourbmputing. Hype VS Realihttp://comments.cio.com/?g=node/438371link
checked 20095-11
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your IT applications/services or you ddrit’'s common sense that many organizations would be afraid to
store their confident data at an unknown locatipafear which is further enhancedhen there existso

few cases ofvell analyzed cases applied cloud computing/Ve have yet to see a case of a Western

company using cloud computing, being subjected to industry espiamaghina in a cloud located there.

The fear about the physical placement of the cloutbdanters is also due to the legal uncertainty: Does a
European company for instance have to take special measures regarding protection of personal data when
dzaAy3a Of 2dzR O2YLJziAy3IK ¢KS [6adNr OQGA2y TanrY GKS
blessing.

However, the vievof all-or-nothing is wrong and propery a result of mixing the hosting of applications
together with cloud computing. Cloud computing can be usedgyyicationspoth bought and build, to

gain advantages suds independnce from the companies infrastructure and scalability. The applications
use of cloud computing makes the step fronmning application ofpremise to hosted or even SaaS much
easiet’s o0dzi AldQa adAftft (KS Toaelklaampangdr chiooseé to use doudi K S
computing for applications without any relatednfident data, while at the same time decide not to use

cloud computing for other applications where they prefer to host the data themselves.

12.4 Open cloud manifesto

The open cloud mafésto [OpenCloudManifestadls a document created bey group of people; originally

authored by IBMg KA OK Oz2yialrtAya | asSia 27T aslcldil yodpulidy Badures, K I
there are several key principles that musfdlowed to ensuréhe cloud is open and delivers the choice,
flexibility and agility organizations demaéfOpenCloudManifesto]The document stress that if an

organization is to get the full value from cloud computing, companies offering cloud sdiseceses

running inthe cloud) would havéo work together and be open about theapproach

Before the manifesto was exposed to the public, tingters went to a group of companies asking them if
they would like to sign it. Before the document was shown to the public, f{et Klicrosoft stated that

(

R !
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because itwas a secret. The discussion lead tod lattention on cloud computing, which was further
improved when the maifesto was published.

What really created hype wawot the manifesto itself, buthat large software developers likdicrosoft,
Amazon and Guagle refused tasupport it The reality is thathe manifesto igust a document to start
conversation, and giveloud computing focusra attention through discussirihe concept and value.

12.5 Private and public clouds

The definition between private and public clouds has, indirectiyseda lot of debate Thedistinction
between the two concepts is often done withba formal definition in mind, and therefore the meaning of
the concepts cadliffer. Examplesof this are Carr, 200pwhich describes the public cloud as the intemet
and various articdédwhich use the concept private cloud for a privately owned datgare Tosee the

3 As there exist no real dependency on the companies infrastructure.
®E, g http://natishalom.typepad.com/nati_shaloms_blog/2008/11/privaten-premmis-public-cloud.html, link
checked 20095-11
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internet as cloud computing is wrong, and adds to the confusiondliatything is cloud computinghe
viewing of cloud computings the intemet makes way for a discussion not only of the concept of cloud
computing, but also of thinternet developmentitseff. Byour definitionof cloud computingapplications

on the internet carusecloud computing for processing and storage, but the application itself is not cloud
computing.Furthermore, there can be no private owned clolmause trs would imply that the company
hosted the application also owned the cloud, whichisontrastto our cloud computing definitiog an
abstraction from an underlying pool of computing resources placed at a third party vendor

12.6 Summary

The hype about cloudomputing is a result of many things. Some companies deliberately highlight the

concept, for example with the open cloud manifesto, to start a discussion and give the concept focus.

Others misunderstand the concept, and defines it much broader thanr@sslting in a discussion about

the Internet, something we all use, instead of a discussion about cloud compé&tintdper, the hype is

enhanced by the lucrative advantages promidddmoney used on infrastructure, no application

development, no hassleithh maintaining andunlimited resources. Cloud computingsaid to havéhe

same enormous potential asthg G SNY S > 06 S Ol dzanfernat B@itisn® & iieyn&tR | & G K

A comment from the CIO &he Schumacher Grolip 52 dz3f | & aSy S TS Bafokeih@a G KS
idea of us using an infrastructure that isn't our own, that is managed outside makes it a clolith Boit
looking to be pat of a trend. | find a problem and look for a solutn

13 Advantages and disadvantages of cloud computing

While the previous sections defined cloud computing and SOA, and discussed the resulting hype about

cloud computing thisection will assess and eualke theadvantages and disadvantagefscloud

computingbased on our definitionsThepurposeis toanswer the first part of the problem definition:

@ KIFIG AyTtdSyOS Oly Of 2dzR O2YLIziAy3d KI @S%2y |y 2N

To ansver this question, the different advantages and disadvantages is split up into 4 categories which can
be evaluated sequenti@sseen onlllustration6. First the economy is considered, to sekichfinancial

interests cloud compting have Then the strategy is considerémisee how cloud computing aligns with

the companystrategy and organizatiomhen the control is consideredioes cloud computing give any
problem with lack or control or risRsAnd last the modernization is duated which analyze the
organizationathange required and the requirement of new resources.

®A topic which [Carr2009 used dot of time on.
37 Quotefrom articlehttp://www.cio.co.uk/article/663/cloud-computingtales-from-the-
front/?print&intcmp=ROSATT2ink checked 20095-11
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Effect of cloud computing

Economics |:> Strategy |::> Control [::> Modernization

Strategic oppotunities. Risks
What's in it for me? How does this fit our
organization?

Considerations of use Organizational change

lllustration 6: The 4 categories to evaluate cloud computing

Overall the discussions of these 4 categories are found to giveeaiisuhe first part of the problem
stated in the problem definition.

13.1 Economics

The first aspect, which was found important regarding the pros and cons about cloud computing, is the
economical aspect. Thisincludes the economic advantages cloud computihgee for a company and
how the economics of data centesage can be changed.

13.1.1 Dismantling the existing infrastructure

Cloud computing can be seen as a technology which renders the individual data centers of companies
superfluous and which can fulfillehvision of Nicolas Carr in [Carr, 2009] about the World Wide Computer;
avision on a large computer which deliverers computing powers whibbughtas with electricity. We

don't see the internal infrastructure in companies tgicomplete superseded juget. The need for control
and other advantages will still be too strong fbe local data centero be completely replaced. But some

of the internal infrastructure may very well be. Why run and maintain-ameé server internally when it
overall mightbe more economical to put it into the cloud?

Most companies have some kind of data center infrastructure internally being a small file server to a full

data center with web servers and enterprise application servers etc. If a company begins using cloud
comlddzi A y3s &a2YS 2F GKS AYyUSNYyFf Ay FNF &GNHzOGdzZNBE YA =
data center. Rendering some of the existing infrastructure superfluous carries with it something of a
conundrum for companies with a large intemal structure: To begin using cloud computing would

render the existing internal infrastructure superfluous and thereby make the already implemented
infrastructure investments a loss. On the other hand, cloud computing in the long run might have better
econamics compared to using an internal data center.

The problem with investments tied to internal infrastructure is not only a question of investments in
KFNRglNBET GKSNB IINB faz2 Y2ySe Ay@SaiaSR Awth 6 KS S
possble large investments in internal infrastructure itis not easy to make the transition to cloud computing
without a clear business case to justify a wiali of the earlierinfrastructure investments. The

infrastructure would have to be considered suoist in the transition and the cost coupled to the

migration to cloud computing.
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The economic details for using cloud computing for a company would have to be analyzed thoroughly
before making a decision to weige options of utilizing the existing infr.acture or migrate to cloud
computing in one or more areas.

13.1.2 Is internal maintenance becoming redundant?

If a company moved all its applications into the cloud and the only internally infrastructure they had was
thin clients and an Internet connection tgbold, what reason would there be ftlie company to have
internal maintenance? And what role wouitdaintenancehave if there were any leftR is foundthat

internal maintenance would be reduced to handling problems with the client side computers and user
support; tasks which could just as well be outsourced.

But this does not mean that internal maintenance will become redundantin every company. What if the
same company from the example before only chose to utilize cloud computing for some applications b

keep others hosted internally and externally? For the internal hosting the company would need people to
manage the intemal infrastructure. For external hosting the company would still need to monitor the
K2adGAy3 @SYR2NJ | yR (nkug th&@plidatoRs aie ihdnd cOrtediy Bhgkat@r G2 S
situation might give a new role for internal maintenance, as their role would be shifted from being a
machinist to being a supervisor of deliverance. This might require new competences from tmlinter
maintenance. Maybe eveacquirea new staff.

In both situations there might be a possibility of scaling down the size of the internal maintenance
personnel. A downscaling would lead to cost savings while at the same time getting better maintenance
from the cloudcomputingvendor or the external host due to their larger maintenance staff. The cost
savings could then be used to further increase the IT development, development of new products or pure
cost savings. But a company mustwary that cost savigs are not a sure safe result of using cloud
computing. This is because the utilization cost could be higher on average for cloud computing.

13.1.3 Scalability

One of the key characteristics of cloud definition in our definition (Beknition of cloud computings the

flexibility regarding available computing power and payment only for the utilized resources. This scalability
F2NI I GFAfF6fS NBA2dzZNDS& yR GKS LI e&yYSyid O2dd R NB:
reflected in the cost for utilized computing resources. Whether this is the actual situation for a company

using cloud computing would among other thing require a reasonable coupling between the business

activities and performed IT activities.

The flexibiliy in the available resources might come at an extra cost compared to having an internal or
hosted infrastructure with enough capacity but with cheaper average costdlfgseation3). So the
scalability in itself does not necgerily mean cheaper computing resourcébe scalability advantage
provides flexibility as when using high degree of virtualization in an organization, but without the
investments in and running the infrastructure itséllhe greater flexibility can be udd¢o make the IT costs
more transparent. We will get into cost transparency later in this section.

Given there is a coupling between the levels of the two types of activities the question becomes: Does the
scalability in itself make an economical casecfoud computing? The answerisclear as it among other
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two. Below are listed some different cases identified where itis assumed that there exmiplang
between the two types of activities. Note that these cases are highly simplified

Stable business situation

In this case the company does not experience either growth or a decline in the business activities. The
scalability in itself is not an adiatage, unless the company foresees a change in business activities in the
future. The economical feasibility of cloud computing would be influenced by the investments made in
internal infrastructure and the maintenance costs; to evaluate if there coulchéde savings.

The stable business situation might help making a better comparison of cloud computing possible, as the
stable business situation would make a cost comparison a matter of calculation cost of cloud computing vs.
internal infrastructure. Thex would not be so strong a need for the comparison under different business
situation activity levels as for growth and decline situations.

Experiencing growth in business

This case especially goes for startup companies which experience a high grovetewvetrof business

activities and which may have high uncertainty about the end level within a three year period. This of
course could also be the case for established companies which can also experience high growth rates. But
for established companies ¢hgrowth rates usually are not as great as for startup companies and their
growth period may be limited to a time period for a market or be less significant.

For the companies the problem with high growth in the level of business activities is to fameasing
the growth will continue and whether it will be followed by a decline afterwards. Cloud computing can give
headroom for this uncertainty and save the costs of investing in a too large or too small infrastructure.

Experiencing decline in business

For companies experiencing decline in the level of business activities the scalability of cloud computing can
be a welcome relief in time of dedlining profit. As the level of business activities decreases, and with it the
profit, the costs for running theamnpany's applications also decreases. This gives more headroom in the
budget and makes the costs of IT correspond to the actual business activity level.

For companies experiencing decline, cloud computing could help lower the costs of running the
applicatons in slow periods and get rid of periodic investments in infrastructure upgrades.

One-off projects

Cloud computing can be very suitable for the situation where a company needs a lot of computer resources
at a brief time period but afterwards will not ed it again. The advantage of cloud computing in that

situation is clear: The possibility of having more computing resources available than the company would be
able to afford or rent without the investments in infrastructure. And all paid only by theurapsion. In

this case the advantage of the payment model and scalability of cloud computing become evident and is a
very strong arguments for its use.
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13.1.4 Using data analytics with cloud computing

Using data analytical tools (also known as business inteligjeran be problematic with cloud computing

by several reasons due to the separate location of data from the company itself. The data of a company
might be spread out between an internal infrastructure and a clomehputingvendor's data center. These
are ©me of the factors to consider regarding data analytics use with cloud computing:

If some of the datais placed in the cloud what are the increased bandwidth costs of data analytics? If

several gigabytes of data would be transferred each week or montéhéwdz R G KA & | FFSOG
cost of network traffic? And how would it affect the cost of having sufficiently network bandwidth for the
transfer of the large data quantities?

With some data placed in the cloud and some on the internal infrastructusavtbuld bring with it more
complications than just having data spread out on a company's own infrastructure. If a company were to
introduce a new data analytic tool, the project might be more complex (and thereby expensive) due to the
spread of applicatiomplatforms to gather data from. But on the other hand this might not be a problem,
given the applications in the cloud used web service standards and allowed for easy data extraction.

Using data analytics and cloud computing a company would have tortekeonsiderations the increased
complexity of geographical spread and data location outside the infrastructure. But it does not make it
worse than an internally run system with proprietary data standards or systems not made ready for a data
analytical t@l. A cloud computing vendor might for instance make a bBuilsupport for data analytical

tools available and make their use much easier and less costly.

13.1.5 Making a clear business case

Making a clear business case for cloud computing is difficult for aersasons. For one, cloud computing

uses a payment model for a computing resource which makes it hard to compare the total costs of running
an application in the cloud with it being run internally. Second, the advantage of flexibility in cloud
computing § a strategic concerin which thevalue can be hard to quantify. Third, cloud computing is a
relativelynew technology with a short time of experience in companies. These factors make the task of
making a business case based solely on economic reasahdménis section we will elaborate on some of

the cases to take into consideration when making a business case for cloud computing.

An attempt was made to compare the costs of running a data center intemally to using cloud computing in
[McKinsey, 200910n[McKinsey, 20092324] are shown examples of these comparisons for large and

small companies respectively. The comparisons are made between some set system sizes run internally and
GKS aeaidsSvya aArAl SR oAyaidl yOS xiThepiobiemloimakinythi$ khgaa Of
calculations is the hidden costs for the comparison. Whereas maintenance, upgrades, rent and electricity

for the data center is included in the costs of the cloud computing offering, not all of those costs are

includedin the calculated costs of an internal data center. The calculation of the total cost of running the
internal data center has also been criticized by Gartner Gfamong others. The numbers seem to have

been set arbitrarily; where does 10 % reductiondor savings from using cloud computing come from?
CKFGQa jdAGS Fy FaadzyLliAzy GKFG GKS f 102N al @Ay 3

%8 http:/Mmww.version2.dk/artikel/10648rapport-datacenterer-billigere end-doud-computing
http://blogs.gartner.com/lydia leong/2009/04/16/mckinsegn-cloudcomputing/



http://www.version2.dk/artikel/10648-rapport-datacenter-er-billigere-end-cloud-computing
http://blogs.gartner.com/lydia_leong/2009/04/16/mckinsey-on-cloud-computing/

Cloud computing and SOAdvantages and disadvantages of cdoud computiRgge34/ 65

side with Gartner on the opinion that the savings percentage would certainly depend on the coapény
level of cloud computing used.

But this paper is not meant to be a criticisnlfcKinsey, 2009]This critique has beenincluded to show

how easily a report from a well regarded consultancy companyredade arbitrarynumbers. And that the

cost bendits of cloud computing cannot be calculated for all companies in a single report. This criticism is
also expressed at ClO.c8tiThe math of the comparison is complex and needs to include several expenses
2U0KSNBAEAS KARRSY Ay GKS O2YLIyeégQa o0dzZRISOHD

If a direct comparison on costs desired one should not try to define and use metrics for comparing cloud
computing with an internal data center. Instead there should be focus on the overall costs of ranning
current internal data center with the cost of all glpcations and the infrastructure maintenance. First then
can one begin to narrow down the cost of each application and get a reasonable basis for a comparison.
But the suggestions at ClIO.com can also be used: Move an application in to cloud and make some
experiences with the economics.

Beside the economical advantagafscloud computingther advantagesvould have to be considereas
well to make a full business casehis is a result dhe economics are relatively unsubecause the
technologyisnew. Asstated in[Andersen, 2008: 4} direct comparison of an internal data center with
cloud computing does not take the flexibility and scalability of cloud computing into acdduetto the
difficulty of getting an overview of the parts, where the orgari@atmight get economical value, these
parts should be considered independently and not as a whole. This is due to the sheer complexity of
guantifying the value.

13.2 Strategy

This section will analyze the advantages and disadvantages of cloud computing aestiraiagic
perspective.

13.2.1 Exit strategy

One of the first things to consider before using cloud computing is the exit strategy. The cohcktd
computngh & a0SIRAf & S@2f @Ay3A:X IyR GKSNBF2NS A laa RAT
2NJ S@Sy &aK2 NI Sedpant@geziddiploBadis of Hdbd\Bnipdtingoekin their customers,

resulting in a difficulty to switch provider, and thereby a higher threshold to priceflametionality

changesThis risk is further enhanced lay uncertainty for, if the chosevendor haghe capability to serve

the company over a longer time period.

The mentionedock-in can be a result both of dependence of proprietary standards, for example by

developing the IT systems to a spedcific platfoomsimply by a contract signed with the cloud provider.
WAOKIFNR bAX +y Fylfeéaild BetaudekloudoprBphiingiBedzsa utiliti2thay G &
you can turn on and off at will, some people don't look at the terms of the contract, migth specify a
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want to gain from the technology.efore using cloudomputingh (inGpdrtant to evaluate these

advanta@s againsthe cost ofa possible exit from the vendor, and the cost associated with this move.

Some degree of deployment will always be tied to the vendor, through virtual machine and interfaces used

to access the cloud computing functionality. By malarapoice to use the technologlye companygairs

the benefits of the technology, but also the restrictions for the vendor offettiege benefits. This is no

different from using a spedcific database standard or programming language.

Overall when evaluatingoud computingand the exit strategk G Q& AYLIEZ2 NIy d G2 02y aa
e How longisthe organizatiorgoing to use cloud computing and how esserdrathe advantage?

e What the conditions are in form of resources if the organization want to exit from the vendor
compared to the advantages of using cloud compuing

e If the vendor use any specific components, or have any requirements, which could function-as lock
in, when signing up to use their serviees

Another thing to evaluate is the use of cloud functionalifyan organization use the cloud, but still keep

the applications ofpremise, the move back to internal infrastructure would be less difficult, as opposed to
running the applications in the cloud. This is a result of running the application in the ctaud lnd the
application more to theloudstandardsthan if the application was run epremise. Yet, at the same time,
running the application in the cloud could reduce some of the disadvantagesple latency issues

13.2.2 A customer -supplier collaboratio n

As described in th&xit strategysection,cloud computing introduce a dependency on the choskeud
computingvendors- something which is often viewed as a disadvantage of cloud computing. This
dependency introduces a forcedlationship between the customer and suppli€&ven through the

thought of a dependency on & part can be frightening, one of the advantages are a closer partnership
between the vendor and the company. Thigtually beneficiapartnership exist becaushe company
gains a advantage by having the clouds functionality, while the vendor gains an advantage both by
economics of scale, and by the vendor paying for each used amount of functioHaltever, if the
vendorOl y Qi Fd FAL f corPpanNieIflozar Nagne Shiplisa digadvaniage $or the
company SeeExit strategyfor more details

One of the concerns companies have when going into a partnership witud computing vendor, is the

potential for downtimé®. Availability is very important for most companies, where 2 hours of downtime

canmean alotof lostrevende¥ A G Qa F2NJ YAdaaAaAzy ONARGAOFE I LILX A Ol
which of their applications that should rely on cloud computingytBhould both look at regulations and
confidential dataandthe required uptime for these application&.way of ensuring uptime has been, and

still is, the use of service level agreements (SLA) for guaranteed uptime. It should however be noted that
{['RE&E & y20G 3IFdzr NI yiSS dadJiAYS: o6dzi 2FFSNE az2YS az2N.
agreementWhich in extend make the vendor indirectly more willing to meet the uptime require ndemt.

40 http:/Mww.cio.com/article/479103/The_Case_Against_Cloud_Computing_Part_Three ?page=1&taxonomyld=168354
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advantage of having a partnership witha@art, instead of using an inteal IT department, is the financial
effectofthe SLAF GKS AYyGSNYyrFt L¢ RSLINIYSYyd Ay | O2YLI y«
compensation specified in the SLA should be given to the customer, which is the cateplinyherefore

0KS O02YLXSyaliAz2y Aa YSIyAay3aiSaasxs 060SOFdasS AdGQa 2dz
and does not cover the loss from the downtime. If%p@&rt vendor is used, the compensation given

therefore covers a greater part oféHoss than from an internal IT departme Rlowever, this advantage

should be evaluated against the loss of control by using a cloud computing vendor. Financial compensation
O20SNE a2YS 2F (GUKS f2aasSas o0dzi ¢ KdvaralangertinKS @Sy R2 |
period?The relation between the cost and ability to influence is shown at the illustration below

Cloud Hosted On premise

Ability to influence

Y

[
[
[
[
[
[
[
[
|
1

Cost of services/hosting

lllustration 7: The cost of services and hosting against the ability to influence.

For servicet the doudthe cost is small, but the ability to influence and act on, example the vendor not
meeting the company requirements, are low. Hosting is more costly, but at the same time the ability to
influence is also increased. For maximum control and abilityflaence, a company should riamd host

their applicaionsodlINB YA aS® Ly GKAa gl eéx dKSe& OFy YIS adzNsg
compensation is not worth as much, compared to the use & paBty vendor.

For most companiete situation2 ¥ K Ay 3 | @Sy R2 Nthexohipadjwan@loyf@@ i RSt A
the same time give economical compensation, is deficientvehge gained from covering édssand

cheaper hosting, is canceled out by loss of revesmia result oinsufficient clod sewices and eventual

resources consumed when switching vendinerefore, as previously described, a company should always

have an exit strategy.

13.2.3 Flexible infrastructure

One of the highlighted advantages executives wish to gain from SOA is moreitijeaaitall re use of
functionality¢ SeeAdvantages and disadvantagéusing SOACloud computing does not bring this type of
flexibility, as it can be seen more as a utifdy developing applicatiothan a design styléor appliation
architecture

As the reuse of functionality is often highlightddr SOA, so is the scalability for cloud computing. The
availability of neary unlimited resources, and a fparusemodel, is a clear advéage for using the
technology This advardge exists, because the responsibility for the underlying infrastructure is shifted



Cloud computing and SOAdvantages and disadvantages of cdloud patimg ¢ Page37/ 65

from the user to the vendor. In this way, one could say that the infrastructure from a company using cloud
computing is more flexible, because the company can focus orethaining segment andain the

scalability advantage of cloud computirlg another perspective, the infrastructure as a whole becomes
more complex becaus@gssiblg¢ some parts are run epremise, and others are runin the cloud. The
introduction of a 3 party cloud provider, together witthe lack of controk see13.3Controlg improve the
complexity for the infrastructure as a whole, but decrease the amount of time spetiteosictual working

with the infrastructure.Therefore, the advantages and disadvantages of a flexible infrastructure should
been seen in the light of the wanted featurdkat is, what is flexibility to us?

13.2.4 Choosing a cloud computing vendor

As mentioned in the other section abostrategy, there exist both advantages and disadvantages for each
vendor offering cloud computindit the movement, the supply of vendors is limited, see the section about
Vendor offeringsbut the supply will increase as cloudmputing becomes more mature and widespread.

2 KSy OK22aAiy3da I @émeRfoNdnddeSASBENtondd in theséctich Bbout exit
strategy, the organization should decide for how long they consider using cloud computinghanthe

cost inresources ardf they want to get out again. This cost should be seen using different vendor; some
may have contractual agreements which bind the organization for a year, while others might have
proprietary standards which functions as a lenk

Theoffering of SLA by the vendoralso important to consideNot so much to guarantee uptime, se
customersupplier collaboratio which mentions that SLédoes not directly guarantee uptimdut because
the offering of SLA enhanche financial incentive for the vendor to:

1. Have a optimal uptime for the cloud services, because the customersgeayuse.
2. Have aoptimal uptime to avoid compensation to the user.

The use of a SLA, enhances the financial loss for the vendor, and tieereloectly results in better
uptime.

¢KS &AT S 2F (KS OSYR2NIJ A& |fa2 AYLRNII yietm + Sy R2 NJ
project like a promotional servite At the same time, using a smaller vendor can resultin more influence

on their servicesand resultin an avoidance of a provider specific technology, which could make it easier to
switch provider! & DI NI ySNJ Ly O WgwiliedcduingewkkCOfiive dldRe obreyesitd & &  a
other vendors in the industry. Th&Qias a role to play in ensuring several vendors are involved in the
assessment, selection and due diligence précgss ¢ KS OK22aAy3 2F @SYR2NJ 0KS
company, but the cloud computing marked as well.

The illustration below showsis concept graphically

4 http://www.computerworld.com/action/article.do?command=viewArticleBasic&taxonomyName=Networking+and
+Internet&articleld=9128665&taxonomyld=&pageNumber=2
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Long timespan

Short timespan Y

Large vendors

Small vendors

Security for vendor
capabilities

Uncertainty and
risk

Safe choiche

Less ability to
influence

Larger threshold for
price changes

More ability to
influence

-

-

-

Economy of scale and
security

More influence
and risk

llustration 8: Large vendor versus small vendor.

By doosing a large vendpthe result is ggreatel) economyof scaleand security This isa resultof the

price for the services decrease &®number ofO dza (i 2iNca&E) tbgether with the assumption that a
large vendor has a greater amount of customers than a sindll.a 2
plausible that a large well established vendor can meet the requirements of anipagjan, than a small.
Onthe otherhand, choosing a small vendor results in insecurity for vendor capabilities, but also more
ability to influence the vendor. Also, as Richidigboints out, it might contribute to the cloud computing
marked as a wholeRoughly speaking, the illustrations states that a company should choose small vendors
for projects of short time span or low strategic importance, and large vendors for project with a long time

span or high strategic importance.

13.3 Control

GKS Nxaj

A a

avl tfsSt

In this subsection @/will take a deeper look on the mostimportant areas and points of criticism regarding
controlissues for use cloud computing. Among other thing we will look at the issues originating from the
outsourcing of infrastructure and the implications of the lzasi the cloud infrastructure.

13.3.1 Multi -tenancy

One of the advantages of cloud computing is the economics of scale from running large data centers and
serving many customers on the same infrastructure. Customers can benefit from this, as they only have to
payfor the used resources since the unused resources probably can be used to some degree by other
customers. The customers do not see this because of the abstraction from the underlying infrastructure.
But the economics of scale which allows for scalalalitgt flexible payment comes at a price: Mudhancy

is sharing of infrastructure.

The advantage of this sharing is cle#ine cloudcomputingvendor can lower its prices compared to

running dedicated hardware or applications. But this sharing bringsitd#éingers regarding intrusion into

I O02YLI yeQa

F LILJX A OFGA2Ya

2NJ RI
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F N@nputirigdersdor? G K S NJ

can utilize encryption on the data storage and databases. And even at the data processing level. But thisis
& (i ISgleRAomMigConFheyE S NX y 3

nottheOl 4SS FT2NJ (GKS

f I NBHS OGSYR2NAQ
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make this a task for the customers themseféeshis is also why there are offered encryption solutions
together with a cloud computing offering from companld® DiskCaéé A company therefore needs to be
aware of the multitenancy issue and implement the security precautions deem necessary. We do not
however find this to be a big issue, as the use of encryption on the client side would sufficiently secure th
data from the other tenants.

13.3.2 Geographical placement

CKS LI2aaAofsS 3S2aANFLKAOFE ALINBIFIR 2F | Of 2dzRQa Ay
what legal and security implications it has for a company using cloud computing. There are many

regulations concerning privacy concems and handling of information which can be hard to cope. How does

a company forinstance follow ti@ata Protection Directivien an EU country if it uses a clocomputing

vendor with cloud data centers placed in seveegions? Would it have to make sure that the vendorin

America followed the Safe Harbor Principles? And what about data centers in Asia?

An example of the risk of spreading data could be a company using cloud computing with geographically
spreadindatd SY i SNBE Ay ! {! X 9dz2NRPLIS |yR [/ KAYl ® 2KF{i Aa I
RSYIFYRAYy3 | 00Saa (G2 GKS O2YLIlyeéQa RIFdl NBAARAY3I :
recommendation would therefore be for companies towary of the gegraphical spread of the data

centers when using cloud computing and to restrict the spread to regions in which there are adequate
LIN2GSOGAZ2Y YR FEft2¢ F2N) FddAf O2YLIX AlYyOS 4AGK (K¢

The legal requirements for the countrywhich a company is based can be hard to overcome if the cloud
computingvendor itself does not work with the customer. How can the company be sure that privacy
requirements are complied with in the cloud, if the clocmmputingvendor does not make sutéat the

cloud actually meetthe requirements? But the vendors are beginning to be aware of this insecurity.

Amazon for instance has made a whitepaper for the security for their services, [AWS, 2008], in which they
describe their effort to work with theicustomers to comply with the Sarban€@xleyAct. We predict that

the vendors to a greater extend will work with their customers to make their cloud computing offering
O2YLX & gAlGK G(GKS O0dzaG2YSNRERQ fS3Irt O2YLX Al yOS NBIj dz

13.3.3 Disaster recovery

IfadisasttNd KA G  O2YLIl yeQa AYyiaSNYyFft Ay TN adNHOGdINBEEZ &
LJ2aaA0AfAGASE F2NJ RAAIFIAGSNI NBO2OSNREK ¢KAA RSLISYyR:
infrastructure design and the magnitude of the breakdown. But thedrtgmt thing is that the company

has the possibility of foreseeing and making plans for the disaster recovery. For cloud computing, this
situation becomes more unclear as the infrastructure is taken care of by a@wouputingvendor. It is

evident that he company gets a thorough overview of the cl@omputingd Sy R2 NDR&a RA &l a i SNJ
processes and builbh redundancy before it can fully trust the cloadmputingvendor with important

data.

But that covers only the disaster recovery for data lossdgtébout the breakdown of the applications
servicegunning in the cloud? As mentioned in [Andersen, 2008v[%t does a company do if it has made

“2 hitp ://www version2.dk/artikel/1067 Zcloud-computingkanvaereet-mareridtfor-it-si kkerhed(in Danish)
“3 hitp ://aws .amazon.com/solutions/casetudies/diskagent/
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itself dependent on a storage service in the cloud and the services breaks down for hours? Is theycompan
to have a backup cloucbomputingvendor in the backhand or have a backup infrastructure for those
situations? This is a weighing of the extra cost for those backup solutions compared to the risk. The
decision would have to be made in relation with thestof a breakdown.

[F&Ad 6S 62dzZ R tA1S G2 +Faly 2KIFIG FNB GKS RA&I&GSNJ
AYFNFadNHzOGdzNEK 126 06A3 I RA&AFAGSNI OFy @&2dzNJ O2 YL
One has to have the curresttuation in mind before judging the possibilities of cloud computing as having

a reasonable secure clowdmputingvendor is not necessarily worse than the unknown internal one. And
cloudcomputingvendors design their data center with hardware failurelaedundancy in mirid.

13.3.4 Types of lock-in

In this subsection we will look at the different types of koakrom cloud computing, but will not get into
the strategic implications of lodk which is done in [SEE EXxit strategy].

First, there is no open staards for cloud computing. The big clocoimputingdS Yy R2 NB | NBy Qi S
[OpenCloudManifesto, 2009] and the commitment to openness of clouds of different vendors is very

limited. Amazon, Google and Microsoft (the big cl@moethputingvendors) each havéheir own platform

framework and APIs. Companies using cloud computing at a veholad therefore have to redevelop

their applications and services (not necessarily from scratch) if they wanted to move to a new cloud
computingvendor. The applications arsgrvicegisks beingimply are too tied up on the PaaS and cloud

design at the existing clo@bmputingvendor.A company has to be&ary of using the advantages

functionality of the PaasS to reduce lackto the cloud.

Second, the database system usedhat existing cloudomputingdSy R2 NR& RIFGF o6l &S YA 3
new doudcomputingdS Yy R2 ND & d ¢ KA a -thiegifeting an éasy niigiatids. Diffezefice ih 2 O |
database data format and difference in the database query language. The niftea@mbase data format

might be dealt with by using a converter in the migration process. This might be a costly and time

consuming process, although it would only have to be done once. But the difference in database query
language is more severe as dasigb queries usually are integrated into the applications and services.

Unless only basic SQL queries were used which could run on most SQL capable databases, the applications
and services would have to be redeveloped. This might be a very expensive gdaskadiarge number of
applications having to be changed.

The problem of locknis not found to disappeanytime soon. We still see companies experiencingillock

on onpremise applications like ERP systems, so why should a new technology like clowirog tmg
considered any different? Migrations between large installations are not easy or cheap. So be aware of
your choice of doudomputingvendor because your company might be stuck with the vendor due to sheer
migration expenses.

13.3.5 Supplier trust

Cloudcomputing can be compared to external hosting. A company outsources its IT operations to be
fulfilled by an external company according to an agreement. This requires trustin that the hastpgny

44 hittp //lwww.cio.com/article/481668/The_Case_Against Cloud Quoiting_Part Five
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hasadequate management of risks. The difference isahstraction of control but not the risk

management itself: A company cannot manage the risk at an external company, but they can make sure the
external company does have adequate management by using inspections or external audits. There are an
uncertaintyabout the risk management used by clocmmputingvendors and a tendency by companies to
emphasize the risks of cloud computing too much and to be too optimistic with the existing internal data
center or hosting solutiofi. Making sure of adequate risk mayeament at a cloudomputingvendor is not

an impossible task it just requires some investigation.

One have to remember that cloud computing is not an all or nothing technology. One can evaluate the risk
management necessary for the individual portfaibapplications and find a cloummputingdS y R2 N & NJ
management adequate for some of the applications but not for others. One does not have to have the

optimal level of trust to a cloudomputingvendor for moving less sensitive applications into thwid.

Regarding supplier trust one must remember to look at the financial strength and situation for a cloud
computingvendof®. Due to dangers of lodk and the costs of switching cloedmputingvendor, one
must be careful in the choice of vendor. Beangew busineshaveto prove its long time viabilitgo
companies have tnvestigate possible cloucbmputingvendors and choosthem carefully The wrong
choice can prove expensive.

13.3.6 Status quo

Companies are skeptical and reluctant to use cloud computiregto the uncertainty about security and

O2y GNREt® ' a4 Of 2dzR O2YLMziAy3a A&  ySg 02y OSLII GKA:
GeaLAOolrtte y2G (GKS FANRG Y2OSNR FT2NJ dzAAy3a | ySg G
tSOKy 2t 238 6KSYy Al KFa YIFddz2NBR FyYyR R2SayQi KIF @S
technology eary on.

But does anything change for the worse with cloud computing? We would like to challenge the perception
about cloud computing beingtoo insed® Yy R O2YLX SGSt & 2dzi 2F (GKS O2Y
questions for companies:

e 12 O0OA3 | RAAFAGSNIOIY @&2dz2NJ O2YLJyeQa RIEGF OS
e Whatis the current risk management of the internal infrastructure?

¢ Whatis your actual uptime with your internafrastructure and external hosts?

e How much control do you have over the data placed at external hosts?

¢ How many proprietary standardse usedn your current installation?

[ £ 2dR O02YLIJziAy3d A& | ySg G(GSOKy2f 2 JutosimpliRloodat thed: Yy A S
control and securityssueof cloud computingnternally in the organization without examining the current
situation is headless.

** http:/Avww.cio.com/article/478419/The Case Against Cloud Computing Part Two

“® hitp ://www .version2.dk/artikel/1016 4unikkegraensefladeikarn] aasekunderfasti-s kyen(in Danish)
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Many enterprises do not haweproper data security proceduré@w many times have an USB key with
sensitive data not been lost in a subv@ayr are too centered on the savings when outsourcing. How much
security does an enterprise nomally have when outsourcing development and maintenance to India? A
contract of promises to handle the data with carengt considered sufficiently. And the internal

procedures in enterprises are sometimes not that greatly enforced or well designed. But this is not meant
as rampage against enterprise security. Itis meant as a criticism of the focus on the securityatskg of
computing butlack of knowledge on the current state of seculityight bea frightening experienci an

audit of the current security situation in an enterpria&s made with thecriticalapproach as used for

cloud computing

Quote of James GBVNY/ Beéddfity i§ the bigedherringé ® ¢ KA&a A& F2dzyR G2 0S5 |
the greatfocus on the security issues in cloud computing diverts the debate from the benefits of cloud
computing. Whether this is due to fear of the unknown or daleiberately is not known, but the resultis

an excessive fight against cloud computing on security issues whichmaitghet a real issue for an

organization.

13.4 Modernization

This section will describe and discuss dinganizationathanges required to saessfully implementise of
cloud computing.

13.4.1 Learning new competences

Upon the introduction of a new technology, there will always be a requirement for new competandes
skills This is no differerfior cloud computingvhich requires a new set of competees in understanding
and using the technology. This is a disadvantage of cloud computing because the transformation from
before to after can be seen as a revolution rather than an evoltitid@ecause of this, the introduction of
cloud computings plausille toresultinalargeinvestmentin humanresourcesThis investmenshould be
seen versus thealue ofcloud computing gained from these competengasen evaluating how the
technology can be applied to the organizatiétowever, cloud computing represtsma new computing
platform, and IT organizations have lived through platform transitions a number of times in thelipast.
these times of Windows developers being a dime a dozen, it's easy to forget that at one time, Windows NT
skills were as difficulotlocate as a needle in a haystatk

13.4.2 Resistance to change

Besides the requirement tacquire new competences and skills, the people currently working in the
organization might be a threat to the technology well For instance, as mentioned #3.1.1Dismantling
the existing infrastructurehe usage of cloud computing will affect the people responsible for it
maintenance, possible make them superfluous. Facing this threat, it is no wonder if thegeome
resistant to theuseof cloud computing.

*" This can of course be discussed. We find that cloud computingis a new paradigm in IT development and could
therefore be seen as a revolution.
8 Fromhttp://www.cio.com/article/477473/The_Case_Against Cloud_Computing_Part_One
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As arule in general, people are always afraid of the unknown, and thereby, change. This fearis enhanced
by the fact, that cloud computing is not very well defirattl ishypedin the media Themediahype results

in people being very skeptical of the promised advantages, and is something to consider upon
implementation.

The resistance to change is not an advantage or disadvantage of cloud computing, as it exists with all
changes in an organizatioBut because of the currengituation with hype and example the parallel

between the intemet and cloud computing drawn by Nicholas (arr, 2009 A 1 Q&4 ySOSaal N
of.

13.5 Summary

This section gave an answer to the first part of the problem definitioat,is: What influence can cloud
O2YLWziAy3a KI @GS 2y |y 2NBHI YA | Théd dfgiehtiaredsdvBerezidud L ¢ § 2
computing can influence the organization, was split into 4 parts.

For the economics area, the dismantling of theastructure, scalability and making a business case was

found to be the areas with mostinfluence. For the dismantling of infrastructure, the advantage was to

move the costfrom maintenance and infrastructure investments, to acuxlel where payment is nue

only for the actual usage. The disadvantages that to gain this advantage, investments in an existing
infrastructure could be consideredsw@2 a 02 | YR GKSNBF QA y2 3Adzt N} yiaSS i
scalability the advantage was that the cloudeasces available for an organization, aligned to actually

need, and provides a way for staup companies to avoid heavy initial investments in infrastructure. The

last economical area was that the economics for cloud computing was hard to quantify, and &S & df 0 = .
RAFTFAOMzE G G2 YI1S I Ot SINIodzaAySaa Ol aSd CdzNIi KS NJ
computing, and therefore difficult to predicttiie technology is an advantage from an economical

perspective.

For the stratgicarea, the existrategy, forced partnership with the cloud computing vendor and the
infrastructure flexibility was found to be relevant for an organizationsidering usingloud computing.

For the exitstrategy, it was described that an organization wldoclarify for how long they wanted to use
cloud computing, and how thegould revert to their existing infrastructur&@hey should also consider the
different cloud computing/endors in formof contractual agreements and other fosof lockins. The
subgction about the customesupplier collaboration highlights the use of SLA, but concludes that they
R2Yy Qi RANBOGE & 3 dagréeimghis Siéntiodeddin therSRuEhétxhe abikhStdvihfluence
the providerdecreasess the cost of their ser@ésdecreases and as a resalt organization should
strategically consider exactly what parts of the organizaidmare goingo useusingcloud computing

Both in form of economical factorgandO2 Yy aA RSNA Y3 (G KI G GKS LINBEIARSNJI R2.
requirements.Last the infrastructure flexibility concludes that cloud computing can be seen more as an
utility than a architectural style like SOA, and the flexibility comes tr@ninfrastructure focustather than

a specific style of design.

Forthe control many factors was found to be of concern: Sharing the infrastructure with other
organization the possible placement of data in different region, recovery process and trust in cloud
02 YLMziAy3a @S ¢ RakeBsdmmary @ dhis attéidRwoilld be adequate. Instead the
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reader is suggested to read the subsections for advantages and disadvantages of thes@rareas
organization can investigate the current status quo for and assess whether the control issues for cloud
computing are probleatic for the intended uses of cloud computir@oud computing might be an
improvementof securityinstead of a deterioration compared to the current situation.

The last area, modernization described the two main areas where cloud computingncedthe
organization The leaming of new competences highlights that cloud computing is a big change from the
use of an internal infrastructure artiat the introduction of cloud computing will therefogossibly

require a large investmentin resources to becegsfully implemented. The resistance to chammgtne

staffis also highlighted as an important area. This is due to botlhype about cloud computingnd the
implications for the IT maintenance departmenthere associated employeesuld losetheir jobs.

14 SOA and cloud computing

This section will analyze and asses how &@cloud computingoexist The section will discuss the

technical coexistence, the synergies and problems by combining the two concepts, and finally how cloud
computing can be appléto a company using SOA and the other way around. The section will answer the
second part of the problem definition, thatig:1 2 6 R2S & Of 2 dBericeoNenlddi A y3 I+ YR
architecture coexis€ @

14.1 The technical coexistence

This subsection will descriltke usage of different standards when an organization w88&Aand rungts
services using cloud computiegd/or on-premise/hosted The subsectiomill both look at the
communication standards uses between the services and the runtime framework feeti#ees to run on.

14.1.1 Communication standards

InaSOA the services are called with different communication standards. The same can apply for cloud
computing.

The illustratiorundershows an outline of the standards used. Notattthere has been made some
assumptions and limitations for the illustration:

e The illustration does not cover use of all the communication standards which can be used as
several more standards exist

e The $tuation illustrated requireshat the cloudcompuingvendor uses open web service standards
for the exposed standards. Some clammputingvendors might use a proprietary standard for
internal/lexternal communication.

e |tis assumed that the services runningin the cloud can communicate with each otheammot
only be access from outside the cloud.
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Web-service standard like SOAP,
CORBA, HTML+XML or others

. _ On-premise/hosted database query On-premise/hosted
standard
--------- Cloud database query standard High Level Low Level
Service Service
Service description and publishing —
standards
Service
Consumer High Level )
Service

Cloud
High Level | |
Service
Service
repository
High Level Low Level .
Service Service

lllustration 9: Standards uses for SOA and cloud computing.

As the illustration showshe standards used to communicate between #ezvices areveb service

standards like SAP, CORBA, the use of HTML together with XML or another stamtlarstandards used

G GKS &aSNBAOS 02yyS Olfdralyha seRigey c@iinecifebdreisind 0SS GKS
contradiction for the standards used for the services in a SOA fon-gmeanise/hosted infrastructure to

the standards used at a cloe@mputingvendor. This makes the technical connection of services across the
two environments becomes less of an issue and ensures interoperability between the services in the two

environmens.

Howevera company shoulte wary of making the coupling that a S@Aaloud use the same standards

this is not necessary the case. E.G If the services rymesnise/hosted use the SOAP standard and the
cloudcomputingvendorusesCORBAhe two standards will have to be used in coexistengéis is an issue
to take into consideration as dancomplicate the service development and contibkervices are to be

able to call servicdsy both standardshis could increase maintenance costs aoanplexty. But it might

be an issue already being handled in the organization or one being manageable. An organization would
have to consider this issue furtherin the context of its own architecture to estimate the consequences.

The connections to the servicepasitory donot change with the use of cloud computing. This requires
that services run ofpremise/hosted and in the cloud both are exposed in the joint service repository. This
would not change the service exposure standards used.

The only communicationtandards identified to be proprietary or product specific are the database
connections. These are tied to the specific product used as the query languages for different database
productswary. This makes services directly connected to databases being mtmel specific database
product used. But as the services in both environments are not to be tied up to the data sources only the
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low level services with direct database connections will be tied up. The rest of the services would have an
abstraction fronthe database through the use of the low level access service for the databases. Because of
the low number of bound services the specific standards are not seen as an issue.

One of themain purposes of a SOA regarding our definition and technical coegestaa loose coupling

and accessibility. Loose coupling is still upheld due to the services needs not be coupled stronger when
using the cloud as the services can still be built around the principle of reuse. Accessibility for the SOA is
obtained by the us of a common service repository and web service standards. This makes the services
accessible across the environments and the location of the services transparent. The transparency of
location makes the service consumer unaware of whether the servicekisisan onpremised/hosted
infrastructure or in the cloud the service consumer just calls the service located with the service
repository.

If the communication standards used by the cloud computing vendor are not open but proprietary, the
communicatiorbetween services on an existing SOA and in a cloud may not be possible without using
middleware for communication or with greater migration costs. This would hinder the use of a hybrid
model as the interoperability between services in the two environmangdess flexible and more costly to
setup.

14.1.2 Service runtime framework

Apart from the communication standards use to communication between the services there is also the
matter of runtime framework used: How much does the platform differ from the framewariwhich the
services are run? And whickvklopmentlanguages can be used

The development languages which can be used rely on the platform offered in the cloud. This differs by the
different cloudcomputingvendors where for instance Google AppEnging/ anipports PHP and JAVA

whereas Amazon Web Services lets one run a virtualized operating system with the runtime frameworks of
choice. This Google approach limits the services which can be moved from an existing SOA and may require
some redevelopment of #tm. It does however have the advantage of removing the operating system

setup from the customers. This is a weighing of the two options: Freedom from operating system setup or
freedomto choosearuntime framework.

The use of virtualized operating systemshe cloudis seen as an evolution allowing a more easy transition
without the need for big changes in the services. This would make utilizing cloud computing a smaller effort
than if the technical framework hanged and the services would have to betrenriThe last case is seen

Fa 60SAy3 GKS OFasS F2NJGKS D223tS ! LIWVYy3IAYS YR al
with a new way of building and designing services. Enterprises wanting to use AppEngine or Azure will have
to redevelop theirservices to be putinto the cloud. With a transition for an existing portfolio of services

the ewlution would be smoother thawith the revolution approach.

14.2 Synergies of SOA and cloud computing

To help analyze in which areas the combined effect of S@Aland computing is greater than the sum of
their individual effectsthe first step is to see in which areas the two concepts oveflegias of overlap can
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be adisadvantageas a result of an equalization of the advantages compared to the introdamed
overlapping disadvantages. The illustration below shows a Bieagpimodel for this:

SOA Cloud computing

- Service mirroring business activities
- Re-use of functionarlity
- Consistency

- Scalability
- Abstration from infrastructure
- Pay per use

= Business oriented = Infrastructure oriented

lllustration 10: The overlap between SOA and cloud computing

Aslllustration10shows, there is no area of direaverap between the two concepts. This does not mean

GKFG GKSNBEQa y2 RA&FRGEY Gl 3S ahosekedlyK §NB QF yyR2 OR AR2aiRR
a result of equalization of advantages. In othards: SOA and cloud computing aiéerent corcepts,

with different orientatiors and different focus.

Some of the highlighted advantages of S&#the flexibility, consistencgnd reuse of functionality see

Advantages and disadvantageusing SOABy having IT mirror theusiness activities, the organization can

focus on having the IT functionality needed to run thmisiness, and in this way support their core

business activities with IQne of themplications by usin§OAis an increased infrastructure

requiremenfwhA OK G KS odzaAySaa O2yaiARSNI I aySOSaal N Sg
computing focus on abstraction from internal infrastructure, but at the same time introduces

disadvantages in form of insecurity and compleXit€loud computing removese infrastructure mess,

GKAOK (GKS odzzaAySaa asSsS Geatthe Busidess i moiddetdINahdithis réeio@sS { h !
the necessary evil

The advantage of SOA as aligning IT with the business is therefore enhanced by not having to worry about
the infrastructure, whichthe cloudcomputingvendoris responsible ofThe business can use more time on
aligning the business and IT, and less time on worrying how and if the infrastructure can suppAittties.
same time, the advantage of abstragtiof infrastructure is notlecreasedy using aSOATherefore, the

ability of SOA to align the business withdmdthe abstraction of infrastructur offered by cloud

computing, aresynergies.

As described earlier, a SOA should realize that serviced beuk-used in other contexts than the one it
was original designed for. This requirement enforces consistency amgketeas the servisshould be
independentfrom each otheyand deliver the same reswihen used in different contextS'he
architecturd style of design does however not take the amount of usage into acctisimy the same
service in two different contexts could easily increase the number ofwghsnorethan 10 times.As a

9 Because SOA is an architectural style of design, the infrastructures have to reflect this compared to a more simple
architecture. The increasegquirements are even mentioned in some of the SOA definitions.
20 Among others; SeaAdvantages and disadvantages of cloud computing
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result of this, the efficiency of the servicenning on the arrentinfrastructurecould be insufficient in
another context than the one itwas original designed for.

The highlighted problem could mean tre instance of a service should be created on a system which
could handle this load or that the originalservice should be moved tosystem which could handle peak
load. In both ways, this would introduce increased complexiigli@resources.

The scalability of resources offered by cloud computing is found to solve this prdbfezaurse the

scalability ofcloud computing applies to all forms of architectural styles, notjust SOAonéetf the core

ideas in SOA, thew@za S 2F Fdzy QG A2yl fAle |yR O2yaraiaSydes Aa
of increase usage amount of the servicEke synegy between the scalability and-ase of functionality

resultsin a more precise logical representation of the mirrored business activities. This is because the

design of the services can focus more onfinectionalityof the business activity mirrore@énd not having

to worry too much about loadimes, usage etc. Further, the complexigyreducedasthed S N A OS R2 S &\

need to be replicated in different contextie pendant on usage amount

14.3 Problems with the coexistence

While the previous section focusexh the synergies between cloud computing and SOA, this section will
focus on the problemd$oth using cloud resourcesom on-premise and running applications in the clasd
considered cloud computingee the definition of cloud computing.

A problem sing cloud resources, but still runningost ofthe applicationsand servicesn-premise, could

be the increased latencyf the grain of the activities was chosen too fioethere were too manyservices
thiscouldresult ina lot ofconnections to the clod. These connectionsould result in a long wait time
compared tathe use ofinternal resource¥, especially whensedextensivelyThe problem exists because
SOA enforces rase and loosely coupling between the services by segmentation. Having maiwetglat
small services, which each use the clextemally could result in slow response time, compared to having
one single servicasingthe cloudonce Besides the issue with latency, no significant problems are
identified besides those of regular cloudage éxample security issues

In the previous sections, different approaches for running applications using the wlagdntroduced. The

first, to run all application ofpremise, was discussed abovde usage aihybrid model, where a

company rursome applications on premise, while others in the clgeelllustration4 ¢is found to be

the most used in the future. Unfortunately, this is also the approach which induces the most iseest

these issues is the interopability and consistencyequirement of aSOAIt should be noted that the stated

issues with the hybrid modeinlyl LI1LJ € 5 AF GKS {h! Aa LINBaSyd F2N Y2
only standard ofthe-shelf applications which are movedtize cloud.

The reason for choosing a hybrid modwtead of a full cloud solutiocan be due to several factors:
Regulations of geographical data spread, policyto@utsource business critical applicatssecurity
concerns, existrategy etcOftenthe decision is made as a result of an uncertainty of losing control of
applications or dat#o a 3° part. When a hybrid model is used together with a SOA implementation,

>t Except of course increase usage.
2 Under the assumption that internal connections are fastexrthconnections to the cloud
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services both oipremise and in the cloud exists. SOA requires these services tamhoammunicate,

which means that a service in the cloud should be able to communicate with a servirerorse(to

support reuse and consistency of functionalitiflowever, if the reason fanot movingall the SOA services

to the cloud, issecurity or uncertainty concernsywhat guarantee ishere, that by communicating with each
other,thati KS aSNIBA OSa R2SayQid @A2fl G§S GKS aSOdaNIGesz |

The described situation can be seen on the illustration below:

Business critical : Internal non critical Cloud services
I
i

s1 [*] s2 ™ s3 [*] s4 S5

1
I
A I
!

T1 ]' » S6
I
I

lllustration 11: Organizational services segmented-pnemise and in the cloud.

Aslllustration 11shows, the usage of $d Sl represents a business activity which uses both non critical
and criticalinformation. S5 and S6, which are moved to the cloud, represent an activity as well. The
problem occurs when a new setrvice is created which use botivi8eh(is business critiadnd S6 which
are in the cloudlf the organization wants to avoid havingetbutput from T1 made available by the
services in the cloud, but still want the functionaliéyservice with the same functionality a8should be
created internal Creation of a new service, with similar functionality as another in the archite ctwlates
the requirementin SOA of consisten8ervice reuse, and in extend using the leevel service in different
contexts, ensures that the outputis similar each time.

The above described situation would increase ¢henplexity of the SQAot only would an organization

have internal instances of the services running in the cloud, they would also have to strictly classify, which
services could communicate with each others. Considering that it already takes a long time, before the
value of a SOA is alable to an organizatioh, this increased complexity can be a huge barrier to the
architectural success.

Yet, the hybrid model should not be considesdrthless ifcombined with SOA. The problem here is not
so much thesegmentation and mutual communicati of services, but the viewpoint of the executivébe
security concerns by having services in the cloud communicate with business critical services, and as a
resultthe exposure of the information, should be compared to the expose of information thstisex
internaly. A person might just as well grab @8Bstick and transfer the data inside the organization, as a
person at a cloud computing vendor might look at the data. Further the services usually represent small
parts of the total represented funainality, and as a result it would be hard to reverse engineer the output
to something useful for an outside person.

The real problems with the coexistenoka hybrid approach of SOA and cloud computing is not technically,
but human. Put to the extreme: the solereason for choosing the hybrid model is organizati seaurity

53\ p: e
Minimum 1 year.
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concerns, therchoose a full orpremise solutionThe problems will still exist, and the SOA would be

crippled by increased complexity and dependertdgwever, if the reason for chemg the hybrid model is

for other strategic reasons such as geographical spread, scalability or similar, then the approach can be a
good choiceThere would still be problems, but at the same time the advantages of scalability and costs is
also very lucrave.

14.4 Combining the two

This subsection will go through how the use of cloud computing can be introduced when using SOA. This
will also include the advantages and disadvantages.

The use of the two concepts was not found to be a contradiction. Rather tbeebrcepts were found to

have synergiealthough some problems were identified. But in an overall and pragmatic light, how does
SOA and cloud computing combine? In short an organization can use SOA for splitting its processesinto IT
services by a smallgn to get flexibility and reuse while cloud computing can be used to get rid of the
maintenance of the infrastructure. The focus on business processes in SOA can get more focus for the IT
developers by having the infrastructure maintenance outsourcedh¢odoud computing vendor. And the
migration to using cloud computing can be eased by the lower grain for services in theaSarge

migration of an application is not as necessary as the individual and smaller services can be moved
independently intohe cloud. The advantages and disadvantages are analyzed in detail in subsections
below.

14.4.1 SOA a condition for cloud computing?

In[Andersen, 2008: 4} is advocated that a SOA is a condition for using cloud computing. This view is not
found to be the casedsed on the argument, that an organization could move an entire application into the
cloud. The bindings for the application in other applications and for the users could be replaced with
application calls over the Internet. This would not require any 6§&2§eand would make the application
seemtoNdHzy tA1S {FF{ FTNRY (KS dzaASNERQ LISNELSOIADGSO

The use of large applications containing business and infrastructure intermixed does make the movement

of nonsensitive applications harder. A SOA eases the tranditictoud computing due téooser coupling
0S0eSSYy aSNBAOSa yR KStLA 3ASGUAY3T 'y 20SNDASg 2-
loose coupling in SOA makes the different services not being tied up to each other and having tight
dependency

14.4.2 Advantages

The advantages for the combination are the same as if an internal infrastructure was virtualized and the
servers consolidatedyut with greater scalability for the available computing resourdé® scalability of
cloud computing removes thesed for using load balancing between the services on different servers as
the vast resources of cloud computing can be used as a large pool of resources.

The abstraction from the infrastructure with cloud computihgs the advantage that this allows far a
organization to focus on supporting the business processes instead of using resources on maintaining and
developing the infrastructure. This way the focus shifts from the technical hardware to the services and
needs of the business as is the focus of SIbWs also makes an organization stop focusing on being its own
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hardware maintainer and focus on the activities in which it can get businessqsiygporting the business
with IT.

Using cloud computing can give benefits instantly with the scaling ofiress, flexible payment model and
removal of infrastructure maintenance. Combined with an the development of a SOA this might help give a
short term victory in the development and get more rapid business value from the SOA due to the
increased focus on l@iness processes.

The focus on security for cloud computing usage may be used to do an audit on the current security
situation and this way shed some light at existing security issues. This may also give another perspective on
the security issues of cloumbmputing when having the current situation to compare widimd as written

in subsectioril3.3Control the security issues of cloud computing might be more theoretical than real
issuesThe synergiesf SOA and cloud computimpes not needo be disregardeddue to unjustified

security concerns.

14.4.3 Disadvantages

SOA as a design approach can be a very large investment and take several years before the benefits can be
reaped. For an organization creatin®@A over several years this takes a lot of resources and time from

the organization. If an organization is busy building up a SOA the simultaneous introduction of cloud
computing can be the lastraw that makeshe SOA project collapse under its own weigh'hen

implementing SOAwarenes®f the added complexitynust be evaluated

In the combination of the two technologies the overall architecture becomes more difficult to manage and

it gets hardeto get an overviewover thedevelopment. The increased cgexity will need to be handled

with adequate management processes and governance of the architecture. The combination can also make
an exit strategy more costly to develop and execute due to the increased complexity. An exit strategy
would have to take &eintroduction of the infrastructure and a possible decoupling of services from the
cloudcomputingvendor platform into perspective. This makes an organization more vulnerable to-enlock
situation.

The data security issues mentionedine previous seabn regarding data security policies needs to be

taken into consideration when using services running botipmmise/hosted and in the cloud. The data
placement might be an issue for sensitive data and governandeas a resultnodeling of the different

data sources is necessary to carry out. But as written earlier on the topic on security issue, the issues must
be carefully analyzed and the concerns justified.

14.5 Introducing SOA when usingcloud computing

Until now in this section we have focused on theeaf a company having a SOA and wanting to use cloud
computing. But this might not always be the case as the reverse could be: A company could use cloud
computing and want to redesighfior SOA. But we do not see this situation to differ much from the
situation of wanting to redesign for SOA without the use of cloud compufihgre willstill be problems

and synergies mentioned in the above subsections as apply: The data security would still have to be
clarified for using services running in the cloutkre would still be process of splitting up of applications
into smaller services and the placement of common services would still need to be settled.
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14.6 Summary

In this section the coexistence of SOA and cloud computing was anadyeyd.was not identifiedn
overlap between the twa seelllustration 10, as the two concepts had different focus areas and
orientation. The use of defacto web standards in both SOA and cloud computing also makes the
combination easier to implement, d@ise two do not necessarily differ much on the technical side.

The two concepts were found to have synergies in their combined use. The infrastructure abstraction and
scalability of cloudomputing was found to enhandew SOA could align the business ahgddy removing

the concerns for infrastructure usage. The introduced independence of internal infrastructure allowed for
the business to design their services without the concem of usage amount.

Fororganizations running all their services-premise usig thecloud, the use of SOA and in extend the
segmentation of activities, could result inincreased latency and unacceptable response time. Further the
hybrid model was identified as the main approach for most organizations, but the value of SOA wigs great
decreased if the reason for choosing the hybrid model, instead of-aléwlt solution, was security

concerns. Overall the problems with the coexistence were not found to be technical, but organizational.

FurtherSOA is not a necessity for using cloodhputingg an organization can move an entire application
into the cloud and not use SOAowever the usage of SOA can give the organization a better overview of
its services and available options for moving part of the organizational infrastructuréngntboud.

15 Overall summary
Thissectioncontairs an overall summary tiie areasfound most important irrelation to the problem
definition identified in this paper.

Cloud computing can have a great influence on the way organizahorisaboutinfrastructure: It carshift
infrastructurefrom being a large investmemiith maintenance of hardware tbecomea commaodity paid

for by consumption. The use of cloud computing can make vast amounts of computing re sotaitatde

without the need for initial ingstments or upkeep afesources internally beingidle.

Further the implications of the abstraction from the infrastructure bring with it great advantages such as
scalability and the built in design for errom Arganizationcan utilize cloud computing araoid the task

of maintaining the data centers itself for uptime and handling of disasters. The removal of handling the
infrastructure internally can free therganizationof resourcesk{eing both economic as humaesourcey

to focus on supporting the miness with IT software solutions.

An organization will however have to make an analysis of the business need for control and security when
using cloud computing. The organization will have to make itself aware of the issues regarding the different
business areas anthe specific business needs, when analyzingdéneeloping on ITEven though one of

the most highlighted problems with the use of cloud computing is the lack of security, this is found to be
minor considering the standards of security usethiernal infrastructure in most organizations toddor

using cloud computing with SOA the security issues for using a third party vendor is found to be a possible
barrier from the coexistence.
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The concept of SOA and cloud computing is found to havereliff orientation and area of focus. As a
result there are no areas where the two concepts overlap. There have however been found synergies
between the two in form of the infrastructure abstraction in cloud computing and the concept of service
re-usabilityand focus on business processes. With focus shifted away from the infrastructure, the SOA
alignment to business processes can be enhanced.

A recommendation therefore would be to use the hybrid model for approaching use of cloud computing. By
starting wit a small scale project an organization can pick the lower fruit first and make some initial
experiences with cloud computing. Thereafter analyses for the broader organization can be made.

Finally, devise aexit strategy to avoid being lockedarvendorifil KS @Sy R2NJ R2Say Qi YSS
2NBI YAIThedde2NI B&2 dz FAYR (KIFdG GKS FTRGFyGl3asSa 2F Of 2 d
expectations.

16 Conclusion

Despite the limited scope of the project, we find that the problem definition has beecessfully

answered. As the project was scheduled to four weeks, we found that there could have been involved more
perspectives and dealt with more opinions on the topic, which would have made the discussions about the

coexistence of SOA and cloud compgtinore exhaustive. Since cloud computing is very thewe does

not exist a correct answer to the different analyses performed in this paper. As a result the character of the

project has been more explorative than deductive and this paper can therefosedaeas our contribution

and opinions on the matter.
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