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1 Introduction  
¢ƻŘŀȅΩǎ ŜȄŜŎǳǘƛǾŜǎ ŀǊŜ ōƻǘƘ ŦŀǎŎƛƴŀǘŜŘ ōȅ ς and are often skeptical of ς the new business models that they 

read about in the business press1. While a new business model can prove to change the business into the 

better, they can also be a result of hype, incremental change to existing models due to crisis or simply new 

possibilities from global development.  

Nevertheless, as the use and opportunities of IT has shifted from a necessary evil to a strategic tool2, 

executives are forced to consider the business models in more depth, and exploit the possibilities that arise 

from these models. If they are unwilling to do so, their competitors will gain a long-term strategic 

advantage and the companies will become a victim to disruptive technologies.  

The above is of course pushed to the extreme. The introduction of disruptive technologies does not have to 

be a disaster for a company - in many cases it can prove to be beneficial - but the danger lies in the inability 

to transform the organization to adapt to the changes. This can be reflected in a strong culture for doing 

things the right way or perhaps by having an essential technology, which the company does not want to 

abandon, ǘƘŀǘ ŎŀƴΩǘ ŎƻŜȄƛǎǘ ǿƛǘƘ ǘƘŜ ƴŜǿ business opportunities introduced.  

This paper will look at the situation described above, a situation which is very current at the moment. Many 

companies have adopted a service oriented approach3. This approach has resulted in improved complexity, 

but also re-use of functionality and increased flexibility. The service oriented way of thinking has become 

the standard and some companies even consider it one of their core competences4. 

While the introduction and acceptance of SOA is rather old5, a new technology has been gaining gradually 

more focus. This technology, known as cloud computing or utility computing, is considered by many a 

disruptive technology that will change the way IT is used. This grand expectation has led to people, even if 

ǘƘŜȅ ŘƻƴΩǘ ǊŜŀƭƭȅ ƪƴƻǿ ǿƘŀǘ cloud computing is, believing it to be a silver-bullet for all their IT concerns.  

Because the effects of cloud computing are said to be enormous, the questions for the executives in the 

various companies are: Should we acquire cloud computing or is it just a temporarily hype? And if we 

implement it, what advantages and disadvantages exist, considering our current use of IT.  

This paper will give answer to that question. 

2 Thanks to  
We would like to thank the following persons for their time and input to the project: 

John Gøtze for his guidance during the project process and his always optimistic support. 

                                                                 
1
 [McGraw:57] 

2
 [Dansk IT, 2007] and others 

3
 The term will be described later 

4
 E.g. Nykredit 

5
 In IT terms at least, more than 5 years is considered old 
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James Governor from RedMonk, for taking the time to talk with us about cloud computing and sharing his 

enthusiastic views about cloud computing and SOA. 

Rene Løhde from Microsoft for setting of time in his calendar to a very interesting discussion about 

aƛŎǊƻǎƻŦǘΩǎ ǾƛŜǿ ƻƴ ŎƭƻǳŘ ŎƻƳǇǳǘƛƴƎ ŀƴŘ ǘƘŜƛǊ ŎƭƻǳŘ ŎƻƳǇǳǘƛƴƎ ƻŦŦering Azure. 

3 Background and problem d efinition  
As described in the introduction, the purpose of this paper is to analyze and assess the current situation 

through the eyes of an executive. The situation where cloud computing is gaining more focus, and 

executives are wondering what to do with it is interesting, ōŜŎŀǳǎŜ ƛǘΩǎ ŎǳǊǊŜƴǘΣ and because there exist so 

many thoughts on the subject. As a result of this, the paper is based on many different perspectives on 

cloud computing from a lot of various sources. 

To analyze the situation the paper will perform a definition of the terms and the current opportunities of 

use for both cloud Computing and Service Oriented Architecture. This will lead to a discussion about how 

cloud computing and SOA complements each other and what advantages and disadvantages there exist for 

both technologies. After these parts are finished, the problem definition of the project will be answered: 

What influence can cloud computing have on an organizationΩǎ ǳǎŜ ƻŦ L¢ ǘƻ ǎǳǇǇƻǊǘ ǘƘŜ ōǳǎƛƴŜǎs? And 

how does cloud computing and a service oriented architecture coexist? 

4 Delimitation  
As the time used to create the project is scheduled to 4 weeks, there are areas relevant to the problem 

definition which we have chosen not to go in depth with. One of these areas are the underlying technology 

behind cloud computing and SOA. This includes how the technology standards are designed, how the 

protocols work and other technical specifications. Information relevant to the problem definition will of 

course be included, but the technical specifications are out of this papers scope. 

The analyze sections will be based on these definitions. 

Furthermore the paper will not look at the economical perspective of cloud computing using actual pricing, 

as these tends to be changing often6.  

5 Methodology  
To give answer to the problem definition within the scope defined above and as mentioned in the 

Delimitation, this paper is structured so each section is used in the next section. Using this approach, the 

final section will give answer to the problem definition and consist of synthesized information from the 

previous sections. 

The overall structure of the paper can be seen in Appendix A. The three overall milestones are: 

                                                                 
6 The collection of economic information for different cloud computing vendors would be a full s tudy in itsel f. 
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 Define the term cloud computing and Service Oriented Architecture, which the rest of the paper 

will be based on. 

 Analyze and assess the advantages and disadvantages of cloud computing. 

 Analyze how the two technologies complement each other and if there exist ŀǊŜŀǎ ǿƘŜǊŜ ǘƘŜȅ ŎŀƴΩǘ 

coexist. 

Reaching these milestones will lead to a final section, which will use the analysis performed to give answer 

to the problem definition.  

5.1 Interviews conducted  

Two interviews were conducted during this project: One with an architect at Microsoft and one with James 

Governor from RedMonk,. The interview method uses was having a written agenda with topics and a few 

specific questions which were to be covered during the interview, but with the interview itself be held 

freely and being more of a discussion. This was found to be of most value as the topics were broad. The 

method used was also a result of the paper being more explorative, than deductive.  

The first interview was with Rene Løhde from Microsoft Denmark and was held 2009-04-30 at Microsoft in 

Hellerup. Rene Løhde is an architect evangelist at Microsoft Denmark helping enterprises design their 

architecture and decide on their IT applications. The interview was held early in the project and was used to 

get some sparring on cloud computing early on and get some knowledge on the offering of Microsoft which 

is expected to be a big cloud computing vendor in the future. Some of the most valuable input was the 

model of where to put the different applications as shown on Illustration 4 ŀƴŘ aƛŎǊƻǎƻŦǘΩǎ ŦƻŎǳǎ ŀǎ ŀ ŎƭƻǳŘ 

computing vendor. 

The second interview was held with James Governor from RedMonk and was held 2009-05-18 over Skype. 

He is a consultant helping companies evaluating the different technologies like cloud computing and SOA. 

Being held in last phase of the project, the interview was primarily used to get some feedback on the 

analyzed topics and conclusions made so far. The interview was very useful at identifying areas which could 

be elaborated. 

6 Definitions and acronyms used in this paper  
The following terms is used in this paper with the described meaning intended: 

 SaaS is an acronym for Software as a Service 

 PaaS is an acronym for Platform as a Service. 

PaaS is defined as a platform delivered as a service which can run web services and applications, and which 

is an abstraction from the infrastructure underneath. PaaS if difference from a normal platform in that PaaS 

ŘƻŜǎ ƴƻǘ ǊŜǉǳƛǊŜ ƪƴƻǿƭŜŘƎŜ ƻǊ ŎŀǊŜ ŀōƻǳǘ ǘƘŜ ǳƴŘŜǊƭȅƛƴƎ ƛƴŦǊŀǎǘǊǳŎǘǳǊŜΩǎ ƘŀǊŘǿŀǊŜ or software.  

The paper uses the words organization and company for the same thing. Cloud services means cloud 

computing functionality offered such as storage, processing etc.  
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7 Definition of SOA 
This section will describe the service oriented methodology and the architecture for implementing the 

principles of service-orientation (Service Oriented Architecture). The definition devised in this section will 

be the starting point for rest of the paper.  

Like most other new terms in the IT world, the precise meaning of SOA depends on whomever you ask. 

Some companies have an interest in defining the term in a way that suits their marketing strategy, for 

example if they are to sell SOA compliant software. Others which have acquired the Service oriented 

methodology and architecture, have tailored it to meet their organizational requirements and needs. In 

time, the organizational definition of the term becomes not the original definition, but the tailored version. 

As a result of this, and especially when this paper concentrate on seeing that situation from a pragmatic 

viewpoint, it can be difficult, to give a specific definition of SOA. A very specific definition would result in 

Ƴŀƴȅ ŎƻƳǇŀƴƛŜǎ ǘƘƛƴƪƛƴƎ άgreat, but ǘƘƛǎ ƛǎƴΩǘ exactly what we haveέ, which would make the later 

performed analysis void. Because of this, this paper will have focus on the core principles behind SOA ς 

something which is applicable to nearly all ς instead of a more narrow definition.  

7.1 What is SOA? 

According to Wikipedia7 and [ESOA] the core idea behind service-orientation is a set of services that 

communicate with each other and are loosely coupled.  Being loosely coupled mandates, that the services 

should have as little information as possible necessary, to govern their relationship [GH]. Loosely coupled 

are also known as the services being application neutral8. As an effect of being loosely coupled, changes in 

one service will affect other services that rely on it as little as possible. Furthermore each service should be 

designed to mirror real-world activities and there should exist a contract to stipulate the rules that must be 

obeyed when using the service. In short the idea is to have a group of services, each loosely coupled, which 

mirrors the prioritized activities in the organization using a standardized language for interoperability. 

To implement this, the organization has to implement 4 main components9 [ESOA]. In this paper, the 

application frontend component is not considered as a main component because ς as described in 

Definition of SOA- the definition should not be too narrow. If the application frontend is seen as the 

ŦǊƻƴǘŜƴŘ ǘƻ ǘƘŜ ǎŜǊǾƛŎŜ ŎƻƴǎǳƳŜǊΣ ƛǘΩǎ ƴŜŎŜǎǎŀǊȅ ǘƻ ƎŜǘ ŀƴȅ ǾŀƭǳŜ ŦǊƻƳ {h!Σ ōǳǘ ƴƻǘ ǇŀǊǘ ƻŦ ǘƘŜ ŘŜŦƛƴƛǘƛƻƴΦ 

The loosely coupled services are considered within the scope of SOA, while how the company uses them is 

found to be irrelevant for the definition. This does not mean it will not be considered in the later performed 

analysis; how the companies can exploit SOA will be investiƎŀǘŜŘ ŘŜŜǇƭȅΦ LǘΩǎ Ƨǳǎǘ ƴƻǘ ǊŜƭŜǾŀƴǘ ǘƻ ŘŜŎƛŘŜ 

whether or not a company has a service oriented architecture based on how they exploit the architecture. 

The arguing point is that a company, who has implemented SOA according to the core idea, without any 

applications exploiting the architecture, still has a service oriented architecture. 

If the application frontend is seen as the initial service representing the functionality, eventual using other 

services, then this is described as a high-level service in the paper. In addition to the application frontend, 

the service bus component also described in [ESOA] is considered advantageous, but not obligatory for the 

                                                                 
7
 http://en.wikipedia.org/wiki/Service-oriented_architecture 

8
 The term was first used by Gartner Group 

9
 See Appendix B.  
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SOA. The business can freely connect to the services directly or through a service BUS10, depending on 

where the service repository leads to, as long as they get the core value from the SOA at the same time.  

The remaining 2 main components can be seen at Illustration 1. The main components are: 

 A group of services mirroring the organizational prioritized11 activities. 

 ! ǎŜǊǾƛŎŜ ǊŜǇƻǎƛǘƻǊȅ ǿƘŜǊŜ ǎŜǊǾƛŎŜ ŎƻƴǎǳƳŜǊǎ Ŏŀƴ ƭƻŎŀǘŜ ǘƘŜ ǎŜǊǾƛŎŜǎΦ bƻǘƛŎŜ ǘƘŀǘ ǘƘƛǎ ƛǎƴΩǘ 

considered contracts, even though contract might contain this information. 

 

Illustration 1: The main components of SOA. Service contracts can exist, but is not obligatorily. 

So, if a business has built architecture with a group of loosely coupled services using a standardized 

language to interact12 and a service repository, they can highlight the company as having a SOA?  The 

answer is hard to predict, because as mentioned in the Definition of SOA, the definition depends greatly on 

whomever you ask. Lƴ ŦŀŎǘΣ ƻƴŜ ƻŦ ǘƘŜ ŎǊƛǘƛŎƛǎƳǎ ŀōƻǳǘ {h! ƛǎ ǘƘŀǘ ǎƛƴŎŜ ƛǘΩǎ Ƨǳǎǘ ƴƻǘ ŀ ǘŜchnical architecture, 

but influenced by and influencer of business, the definition differs depending on your perspective13. This 

criticism is further advocated by Martin Fowler [Fow] in his article about the ambiguity of service-

orientation.  

As no precise standardized definition exist, how can one say, what is or ƛǎƴΩǘ {h!? Some people would tend 

to base their answer on the core idea behind SOA, while others would base it on either the definitions given 

by various groups, or by the value gained from the architecture.  According to [ASOA] SOA is just not 

ǘŜŎƘƴƻƭƻƎȅΣ ōǳǘ άan architectural approach to building systems that requires an investment in architecture 

and IT, a strategic and business vision, engineering discipline and governance, and a supporting 

organizational structureέ14. 

Because of this close link with the business, and the stated requirements above, our answer to the above 

question is ƴƻΦ LǘΩǎ not enough to just implement some loosely coupled services and a service repository. 

                                                                 
10

 ! ǎŜǊǾƛŎŜ ōǳǎ ƛǎ ǘƘŜ άƳƛŘŘƭŜ-Ƴŀƴέ ōŜǘǿŜŜƴ ŀƴ ŀǇǇƭƛŎŀǘƛƻƴΣ ŀƴŘ ǘƘŜ ǎŜǊǾƛŎŜǎ ǳǎŜŘ ōȅ ǘƘŀǘ ŀǇǇlication. 
11

 It can be all sorts of activities, but see our problem definition; the most common is to mirror business activities. 
12

 Services using a standardized language  
13

 [AS09] 
14

 See Appendix C for a graphical representation 
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For this paper to discuss how SOA and cloud computing complements each other, a more pragmatic 

definition is essential. The SOA should give the intended core value to the organization ς that is, the 

theoretical reason behind the service oriented approach ς for the organization to say they have a service 

oriented architecture. If the definition could be affected by political decisions and marketing, then what 

about the value gained from SOA? Again this paper is based on the core idea, and in extends the core 

intended value. Evaluating and assessing the core intended value is done by investigating what companies 

want to achieve/have achieved by implementing SOA, investigating the different definitions of SOA 

available and looking at what [ESOA] and other books highlight as the main points in SOA and Service-

Orientation in general. 

For Nykredit, ATP and Danske Bank choosing to implement SOA, some of the main arguing points were to: 

 Improve how IT aligned with the Business. 

 Prove flexibility by being accessible and partitioned by needs. 

 Avoiding replication of functionality and thereby reducing costs and maintenance 

 Improve the availability of functionality across different strategic business units. 

 Ease the merge of the IT systems with new systems. 

This is also some of the benefits the literature highlights, see Appendix E. As the problem definition is to see 

the situation from the eyes of an executive, these core values are what forms the definition below. In this 

paper, SOA is defined as:  

An architectural style for building solutions based on logical representation of repeatable business activities 

with a specific outcome called services. These services should:  

 Be loosely coupled. 

 Mirror the prioritized activities in the organization.  

 Realize interoperability by using a standardized language. 

 Realize location transparency by placing service references into the service repository for use of 

service consumers. 

 Prove flexibility by being accessible and partitioned by needs. 

These five requirements are found to fulfill the core value. The requirement of the business activities to be 

ǊŜǇŜŀǘŀōƭŜ ƛǎ ŘǳŜ ǘƻ ǘƘŜ ŎƻƴǎƛǎǘŜƴŎȅ ǊŜǉǳƛǊŜƳŜƴǘ ƻŦ {h!Φ LŦ ŀ ǎŜǊǾƛŎŜ ƛǎ ǳǎŜŘ ƛƴ ŘƛŦŦŜǊŜƴǘ ŎƻƴǘŜȄǘǎΣ ƛǘΩǎ 

important that the services deliver the same result to re-use functionality. The requirement of the activities 

having a specific outcome is a result of the architecture being based on input and output. If an activity does 

ƴƻǘ ƘŀǾŜ ŀ ǎǇŜŎƛŦƛŎ ƻǳǘǇǳǘΣ ƛǘ ŎŀƴΩǘ ōŜ ƭƻƎƛŎŀƭ ǊŜǇǊŜǎŜƴǘŜŘΦ  
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8 Advantages and disadvantage  of using SOA 
While the over section, Definition of SOA, gave a formal definition of SOA which the rest of this paper will 

be based on, this section will discuss the service requirements listed. The discussion will be used in the later 

analysis and elaborate on how SOA and cloud computing complements each other. 

8.1 Service requirements 

!ǎ ŘŜǎŎǊƛōŜŘ ŀōƻǾŜΣ ƛǘΩǎ ƴƻǘ ŜƴƻǳƎƘ ǘƻ Ƨǳǎǘ ƛƳǇƭŜƳŜƴǘǎ ŀ ƎǊƻǳǇ ƻŦ ƭƻƻǎŜƭȅ ƎǊƻǳǇŜŘ ǎŜǊǾƛŎŜǎ ŀƴŘ ŀ ǊŜǇƻǎƛǘƻǊȅ 

to have a SOA. SOA is an architectural style of design which adopts the service orientation approach. The 

real value comes when reusable services are combined to create flexible business processes15, and 

therefore the architectural style must support this. 

This support is provided if the services meet the requirements in the definition. It can be difficult to assess 

if an organization meet each requirement because ƛǘΩǎ ŘƛŦŦƛŎǳƭǘ ǘƻ ŎǊŜŀǘŜ YtL ŦƻǊ ŜŀŎƘ ƻŦ ǘƘŜƳ. This section 

will go in depth which each requirement, to clarify the meaning and as a result make it easier to discuss the 

requirement compared to cloud computing in the next sections.  

8.2 Be loosely coupled 

As described earlier the services have to be loosely coupled. This means that the services should have as 

little information as possible necessary, to govern their relationship. The result is that changes in one 

service will affect other services that rely on it as little as possible16. The opposite of loosely coupled is 

tightly coupled, which means that two objects are dependent on each other. This introduces inflexibility 

because changing one object results in changing the other also. Therefore enforcing the services to be 

loosely coupled enhances the flexibility. Further it reduces the risk of functionality silos, because the 

underlying functionality is accessible for all other services, not just the ones in the silo. 

8.3 Mirror  the prioritized activities in the organization  

In SOA the functionality of each service should mirror the activities in the organization. Every activity can be 

segmented in different ways depending on the selected granularity17. As a result of this, a service, or group 

of services, can represent a logical representation of the activity. At the same time, if the grain is chosen 

fine grained enough, the same underlying services can also be used for other activities resulting in re-use of 

service functionality.  

An example could be a storage department wanting to send packages to a specific customer. The activities 

involved into sending the package can be segmented into several activities such as acquiring the customers 

address from an identify number,  updating the online-tracker, setting the package as send in the internal 

system etc. By mirroring the activities at the selected grain, not only is the complexity reduced, but the 

same underlying services can be re-used in other organization activities with the same result! Not only does 

this enhance re-use of functionality, it also creates consistency because the service delivers the same result 

independent of usage. 

                                                                 
15

 Inspired by [ASOA: 33] 
16

 Different levels of independency exist, but this is out of this papers scope. 
17

 DǊŀƴǳƭŀǊƛǘȅ ƛǎ ŘŜŦƛƴŜŘ ŀǎ ά! ǉǳŀƭƛǘȅ ƻŦ ŦǳƴŎǘƛƻƴŀƭ ǊƛŎƘƴŜǎǎ ŦƻǊ ŀ ǎŜǊǾƛŎŜΦέ ώ!{h!Υ рпϐ 
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Since the choosing of the grain is freely up to the organization, the segmentation can also result in 

disadvantages. If an activity is segmented into too small parts, the speed of execution is reduced as a result 

of every service need to communicate with each other to process the job. On the other hand, if the grain is 

too coarsely, re-ǳǎŜ ŎŀƴΩǘ ōŜ Ŧǳƭƭȅ ŜȄǇƭƻƛǘŜŘ ōŜŎŀǳǎŜ ŜǾŜǊȅ ǎŜǊǾƛŎŜ ƻƴƭȅ represents a unique functionality. 

Therefore, a organization have to find the correct balance, before attempting to mirror the activities, or the 

SOA will result in reduced application speed or unnecessary complexity. 

8.4 Realize interoperab ility by using a standardized language  

As described in the previous sections, the mirroring of prioritized organization activities together with the 

enforcement of loosely coupled services, resulted in re-use of functionality and consistency. 

Based on the storage department example, it was described how the underlying services could be used by 

other activities also. This usage should not be limited to a single business unit, but scale as far as the 

organization chose. In this way, different business units can use the same service for different activities. To 

enable each service to be available across the different business units, requires a standardized way of 

communication between the services; a common language. By having a standardized language provides 

interoperability, because the different services can communicate with each other. This also makes it easier 

to upgrade legacy systems and merge a SOA architecture with non-SOA architecture, example in case of a 

company merge18.  

8.5 Realize location transparency  

Besides having a standardized language to use the services across the organization, the location of each 

service must also be known. Location transparency is required because it makes the service visible to the 

consumers, reduces the complexity for the service consumers, and makes it easier to compose the services 

into the desired functionality. Location transparency is achieved by having the services placing service 

references, information about usage and location, into the service repository, which have a fixed location.  

8.6 Prove flexibility by being accessible and partitioned by needs  

The last requirement is a value assessment, to see if the organizations have met the above requirements 

successfully.  When the services are accessible, it means that: Location transparency is realized and that a 

standardized language is used. Similar to partition by needs, which mean that the services mirror the 

activities on a sufficient low granularity and the services are loosely coupled. 

The last requirement assess if the organization have implemented a service oriented architecture that fulfill 

the intended core value described in the section What is SOA? Location transparency and a standardized 

language ensure that the services can be located, communicate with each other and that other systems can 

more easily be merged together with the architecture. Mirroring the business activities on a sufficient low 

granularity and the services being loosely coupled ensure service re-use and consistency.  

                                                                 
18

 E.G. Danske Bank ς which uses SOA - reported that the merge of their systems and the IT systems of a brought bank 
was very fast as a result of SOA. 



Cloud computing and SOA. Definition of cloud computing ς Page 13/65 

 

8.7 Summary 

As mentioned before, it can be difficult to assess if an organization have a service oriented architecture. 

Various definitions of the concept exist, and the concept is highly influenced by the business, and therefore 

inclined to change over time. This section and Definition of SOA defined the concept as broad as possible, 

to make the definition apply to a wide range of SOA implementations; yet still narrow enough to be used in 

the later performed analysis. The definition has focus on the core value of SOA and the essential 

components required to obtain this value.  

9 Definition of cloud computing  
In this section we will explore the different definitions used for cloud computing to get a clear overview of 

this term and its use. The overview will be used to devise a definition to use for cloud computing which we 

will use in the rest of this paper.  

9.1 Defining cloud comput ing 

Among other thing the report [McKinsey, 2009] was an attempt to define cloud computing and how the 

new technology use could benefit the business. The report tries to navigate through the mist of hype and 

get holds of the essence of cloud computing. This is just as we do in this paper ς to look beyond the hype 

about cloud computing and try to see how the technology can benefit the business. To be able to analyze 

the technology and discuss it a shared definition must be used, to make sure that everybody have the same 

overall basis for understanding the technology. This shared definition would make it possible for the 

industry to discuss how the technology can be used to give value to the business, instead of discussing 

whether a technology is cloud computing or not.  

In this paper, cloud computing is not only seen as a new technology but also as being a new paradigm for 

using IT technology: The former paradigm as being one where IT technology was seen as an essential part 

ƻŦ ŀ ŎƻƳǇŀƴȅΩǎ ŎŀǇŀōƛƭƛǘƛŜǎΣ ƴŜŜŘŜŘ ǘƻ ōŜ ƪŜǇǘ ǳƴŘŜǊ ǘƛƎƘǘ ŎƻƴǘǊƻƭ ǘƻ ŜƴǎǳǊŜ ǘƘŜ ŎƻƳǇŀƴȅΩǎ ƴŜŜŘǎ ǿŜǊŜ 

fully met and as a strategic asset which gave a competitive advantage. In the new paradigm IT technology is 

ƴƻǘ ǾƛŜǿŜŘ ŀǎ ŀ ŎƻƳǇŀƴȅΩǎ ŎŀǇŀōƛƭƛǘȅ ōǳǘ ǊŀǘƘŜǊ ŀǎ ōŜƛƴƎ ŀ ŦŀŎƛƭƛǘŀǘƻǊ ƻŦ ōǳǎƛƴŜǎs processes. The tight 

control with control of the physical servers, its applications and the development of them are replaced by 

partnerships with suppliers and standardization of applications. The competitive advantage does no longer 

come from IT technology but the use of it and how the business process are being supported and 

ŘŜǾŜƭƻǇŜŘ ǘƘǊƻǳƎƘ ǘŜŎƘƴƻƭƻƎȅΦ ¢Ƙƛǎ Ŏŀƴ ŦƻǊ ŜȄŀƳǇƭŜ ōŜ ǎŜŜƴ ǿƛǘƘ ŎƻƳǇŀƴƛŜǎΩ ǳǎŜ ƻŦ ǘƘŜ {ŀƭŜǎCƻǊŎŜΦŎƻƳ ŀǎ 

CRM system instead of buying and hosting it itself. The companies might not have the need for a 

customized CRM system hosted on location, but instead can manage with the standard features at 

SalesForce.com. 

This is also a development which can be seen with the development of Microsoft Office 14 ς the newest 

version of the traditional client run office suite from Microsoft. Microsoft has designed their office suite to 

include web-applications19. This is a new development for Microsoft Office which previously have been a 

full featured office suite running on a client machine to now support the demand for web applications. 

                                                                 
19

 http://www.microsoft.com/presspass/presskits/2010office/imageGallery.aspx 

http://www.microsoft.com/presspass/presskits/2010office/imageGallery.aspx
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Web applications like Google Apps or Zoho20 are now considered viable alternatives to the heavy client 

applications like the previous versions of the Microsoft Office suite. This shift of strategy when Bill Gates, 

then the Microsoft chairman, and CTO Ray Ozzie in 2005 wrote a memo in which the called for Microsoft to 

be more focused on delivering services online21.  

¢Ƙƛǎ ŘŜŦƛƴƛƴƎ ǇǊƻŎŜǎǎ ǿƛǘƘ ǳƴŎƻǾŜǊƛƴƎ ǿƘŀǘΩǎ ōŜƘƛƴŘ ǘƘŜ ƳŜŘƛŀ ƘȅǇŜ ŀƴŘ ǘƘŜ ƛƳǇŀŎǘ ƻŦ ǘƘŜ ƴŜǿ ǇŀǊŀŘƛƎƳ 

gives a lot of uncertainty for the future for the use of cloud computing. The definition in this paper is 

therefore to be considered as an attempt to define the term cloud computing from the current situation. 

Different definitions of cloud computing  

Before making the definition of cloud computing it have been found it important to take into account the 

different usages of the term. A variety of definitions from different sources have been used in the 

definition-The definition will be affected of the chosen sources and the exclusion of others but it has not 

been deemed possible to include more sources within this project. 

A brief analysis of the definitions can be seen in Appendix F. 

Overview of the different definitions  

We have listed the used definitions in this section with the overall definitions directly from the sources in 

Appendix A. As Google was not found to have a definition but only to have a technical solution for cloud 

computing, Google have not been included in the table. 

Overall the different definitions have been found to be quite similar in some aspects, but differ greatly in 

others. This is seen as the sources as common basis share the perception but cannot agree on the scope of 

the definition: Although they do agree on the cloud being an abstraction from the infrastructure and being 

scalable, that is as much consensus as we have been able to identify. 

 

Abstraction from infrastructure 

All the definitions include the abstraction from the underlying infrastructure. This is generally seen as the 

definition of what the cloud is ς an abstraction from the actual implementation in hardware and software 

behind the offered services and applications. Further they all include scalability for companies, which 

allows the cloud computing fulfill their actual needs being both low and high. The abstraction from the 

underlying computers in the data centers gives cloud computing a basis for being seen as a pool of 

resources which can be utilized by need. 

 

                                                                 
20

 http://www.cio.com/article/383913/Understanding_What_Google_Apps_Is_And_Isn_t_, 
http://www.cio.com/article/429863/Cost_Savings_Found_When_Microsoft_Outlook_Ousted_for_Gmail_at_British_C
onstruction_Firm_ and 

http://www.cio.com/article/440014/Understanding_Zoho_the_Quiet_Company_Taking_on_Google_and_Microsoft 
21

 http://www.pcmag.com/article2/0,2817,1884289,00.asp 

http://www.cio.com/article/383913/Understanding_What_Google_Apps_Is_And_Isn_t_
http://www.cio.com/article/429863/Cost_Savings_Found_When_Microsoft_Outlook_Ousted_for_Gmail_at_British_Construction_Firm_
http://www.cio.com/article/429863/Cost_Savings_Found_When_Microsoft_Outlook_Ousted_for_Gmail_at_British_Construction_Firm_
http://www.cio.com/article/440014/Understanding_Zoho_the_Quiet_Company_Taking_on_Google_and_Microsoft
http://www.pcmag.com/article2/0,2817,1884289,00.asp
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Private and public clouds? 

The sources differ when it comes to the placement of the cloud in relation to the companies using it, 

whether services offered on the cloud are cloud computing and the inclusion of the payment model. Open 

Cloud Manifesto and IBM mentions two types of clouds: Private and public ones. The private cloud is 

defined to be under the control of the company using it and placed inside its firewall. The public cloud is 

ŘŜŦƛƴŜŘ ǘƻ ōŜ ǇƭŀŎŜŘ ƻǳǘǎƛŘŜ ǘƘŜ ŎƻƳǇŀƴȅΩǎ ŎƻƴǘǊƻƭ ŀƴŘ ŦƛǊŜǿŀƭƭΦ The term cloud usŜŘ ƛƴ ǘƘŜ ǎƻǳǊŎŜǎΩ 

definitions is found not to differentiate between private and public clouds.  

¢ƘŜ ƛƴŎƭǳǎƛƻƴ ƻŦ ǇǊƛǾŀǘŜ ŎƭƻǳŘǎ ƛƴ ǘƘŜ ŘŜŦƛƴƛǘƛƻƴ ƳŀƪŜǎ ǘƘŜ ǇǊƛǾŀǘŜ ŎƭƻǳŘǎΩ ǳƴŘŜǊƭȅƛƴƎ ƛƴŦǊŀǎǘǊǳŎǘǳǊŜ ƴƻǘ 

necessarily being out of the control of the companies using private clouds. This division into a public and 

private cloud goes against the definitions from InfoWorld, Amazon, McKinsey and [Sobotta, 2008]. These 

state that the cloud must be accessed over the Internet or that the infrastructure costs must be a variable 

operational expenditure. [McKinsey, 2009: 30] even states that public clouds (called publicly-announced 

cloud in the source) essentially just are virtualization from the underlying infrastructure. A company using a 

private cloud would still have to invest in the infrastructure. 

We find the inclusion of private clouds as described in Open Cloud Manifesto and IBM are making the cloud 

to broad. If private clouds are to be included in the definition of cloud computing, then any abstraction 

from an infrastructure within a company can be called cloud computing. We find the lack control from 

using the cloud computing to be a key point for cloud computing, as this lack of control makes use of cloud 

computing a very strategic and risky technology to use. This lack of control over the infrastructure is in 

return rewarded by lack of investments and maintenance of the infrastructure. Our definition therefore 

excludes the private clouds. The lack of control of the infrastructure is essential for cloud computing. 

 

Services in the cloud equals cloud computing? 

When it comes to the services running in the cloud the sources differ on whether or not to include the 

services into the definition of cloud computing. InfoWorld includes SaaS running in the cloud in their 

definition of cloud computing. This is somewhat supported by [Sobotta, 2008] in which the definition 

includes software provided over the Internet as services. 

We agree with McKinsey, Amazon and Microsoft that cloud computing should be considered being the 

offering of a platform making computing resources available and not the services running on the platform. 

The primary reasoning for this is that if services running in the cloud were to be included in the definition of 

cloud computing, then the definition would end up being very broad and unfit for actual use. The term 

cloud computing would end up covering any Internet service or website running in the cloud.  

If for instance one imagine a website with the social services similar to Facebook.com. This website is 

running in the cloud at Amazon Web Services. If the services and websites running in the cloud were also to 

be included in the definition of cloud computing, one can easily imagine the broad use of the term. And the 

question becomes ς what is not considered to be included in cloud computing if any service running in the 

cloud is included in the definition? We have therefore narrowed down the definition of cloud computing as 

making computing facilities available in the cloud by a platform, but not covering the individual services 

themselves. 
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Note: Facebook.com itself has not been used as an example, as they have their own data centers. This 

means they control their own infrastructure which excludes them from being described as using cloud 

computing. 

 

The payment model 

The payment model for cloud computing is very different depending on the source: Amazon, Microsoft and 

McKinsey states that the payment for the cloud computing must be done for the actual used resources in 

the cloud. InfoWorld, IBM and Open Cloud Manifesto on the other hand are unclear on this point and 

[Sobotta, 2008] has no inclusion of the pricing at all. The question is: How important is it that one only pays 

per use of resources from a cloud instead of paying a subscription or fixed lease? We find the payment 

model important, as this causes the abstraction from the underlying infrastructure to be high and the view 

on the cloud as simply a pool of resources one can use. The companies using cloud computing does not 

need to worry about front up infrastructure investments or monthly subscriptions ς the just use the 

resources necessary and pay for the actual use.  

¢ƘŜ ƛƴŎƭǳǎƛƻƴ ƻǊ ŜȄŎƭǳǎƛƻƴ ƻŦ ǘƘŜ ǇŀȅƳŜƴǘ ƳƻŘŜƭ ƛƴ ǘƘŜ ǎƻǳǊŎŜǎΩ ŘŜŦƛƴƛǘƛƻƴǎ ƛǎ ǎŜŜƴ ŀǎ ŀ ǎƛƎƴ ƻŦ ǘƘŜƛǊ ŦƻŎǳǎ 

for their definitions: Microsoft and Amazon offers or will offer cloud computing by payment for used 

resources. IBM and Open Cloud Manifesto on the other hand do not want to be too specific but instead 

comes with general terms to cover broader with their definitions. As IBM supplies the underlying data 

centers they have no interests in excluding future customers from calling their cloud use cloud computing. 

[Sobotta, 2008] is an academic definition with focus on the analogy from [Carr, 2009] and does not focus as 

much on the pricing model for cloud computing, but rather a change in paradigm.  

9.2 Our definition  

As mentioned in [Sobotta, 2008: 49] the problem of defining cloud computing can be compared with the 

task of six blind men which are to describe what an elephant is: Their descriptions are narrow and are only 

based the limited part of the elephant that they can feel with their hands. For defining cloud computing the 

problem is the different sources focus which is either narrow (the goes primarily for the vendors) or broad. 

This is seen as a sign of a power struggle: Defining cloud computing is controlling the use of the term and 

the media coverage of the technology use. It is therefore not only a question of defining a technology but 

taking account to the different aspects of the ǎƻǳǊŎŜǎΦ LŦ ŀ ŎƻƳǇŀƴȅΩǎ ǇǊƻŘǳŎǘ ƻŦŦŜǊƛƴƎ ŀǊŜ ƴƻǘ ŎƻǾŜǊŜŘ ōȅ 

the cloud computing definition they could have a hard case selling their products to customer who heard 

about the wonders of cloud computing. 

This section contains our definition of the term cloud computing, which is a result from the analysis of the 

different sources definition and uses of the term. This definition is the used definition throughout the rest 

ƻŦ ǘƘƛǎ ǇŀǇŜǊΩǎ ǎŜŎǘƛƻƴǎΦ Lƴ ŀŘŘƛǘƛƻƴ ƛǘ ƛǎ ǘƻ ōŜ ŎƻƴǎƛŘŜǊŜŘ ŀ ƭƛƳƛǘŀǘƛƻƴ ƻŦ ǘƘƛǎ ǇŀǇŜǊΩǎ ǎcope. 

Before defining cloud computing we have found it necessary first to define what the cloud overall is. We 

see the cloud being a metaphor for the unknown and underlying infrastructure controlled by a third party 

and being behind a front end consisting of E.G. a platform made available through web services. The term 
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cloud can be compared to the use of an open API22 of a programming framework without thought to or 

knowledge about the underlying structure or implementation of the framework. When we therefore write 

running services or applications in the cloud, we mean that there's a use of services over the Internet with 

abstraction from the underlying infrastructure and hardware. The use of Internet instead of just the term 

network implies that the physical control of the infrastructure is places at a third party. 

For describing our understanding of cloud computing we have been inspired by the OSI seven layer model23 

for networking with its layer design where the layer upon the others depends on the functions of the layer 

below. This thinking of the networking infrastructure being divided into layers and the dependencies on the 

lower layers have been used in our definition to visualize our definitions implications for what we consider 

cloud computing. 

 

Illustration 2: Our layered model for placement of cloud computing. 

In our layered model we have defined the cloud being the integration of data centers from lower layer to 

form a platform ς a PaaS. The platform provides integrated platform which is an abstraction from the lower 

layered data centers. To the upper layers above the PaaS platform the integration of the underlying data 

centers are provided as services and frameworks which can be used to build and run applications and 

seǊǾƛŎŜǎ ƻƴΦ ¢ƻ ǘƘŜ ǳǇǇŜǊ ƭŀȅŜǊ ǘƘŜǊŜΩǎ ŀ ǾƛǊǘǳŀƭƛȊŀǘƛƻƴ ƻŦ ǘƘŜ ǳƴŘŜǊƭȅƛƴƎ ǊŜǎƻǳǊŎŜǎ ǘƘǊƻǳƎƘ ǘƘŜ ǳǎŜ ƻŦ 

platform services. The upper layers are not specifically defined but can be either self developed or bought 

applications and services. They can be run in the cloud, by a third party host or in a local data center.  

This broad definition of the upper layer makes the running of either a home build production system in the 

cloud or using the resources in the cloud not differ noticeable from using a CRM system offered as a full 

ǎŜǊǾƛŎŜ ό{ŀŀ{ύ ŀǎ {ŀƭŜǎCƻǊŎŜΦŎƻƳΩǎ ǎȅǎǘŜƳΦ ²Ŝ Řƻ ƴƻǘ ǎŜŜ ǿƘȅ ǘƘŜǊŜ ǎƘƻǳƭŘ ōŜ ŀƴȅ ŘƛŦŦŜǊŜƴǘƛŀǘƛƻƴ ŦǊƻƳ 

ǳǇǇŜǊ ƭŀȅŜǊǎ ŀǎ ǘƘŜ ǇƭŀǘŦƻǊƳΩǎ ǎŜǊǾƛŎŜǎ Ŏŀƴ ōŜ ǳǎŜŘ ōȅ ŜƛǘƘŜǊ ŎŀǘŜƎƻǊȅΦ  

                                                                 
22

 Application Programming Interface. An interface to build around applications and services for a cloud. 
23

 http://en.wikipedia.org/wiki/OSI_model 

http://en.wikipedia.org/wiki/OSI_model
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The cloud is defined to be reached over the Internet and support running services and applications. The 

upper lays simply uses the cloud, but is not viewed as being included in cloud computing. Again this is 

because of the implications an inclusion would have: All services running on a cloud would be considered 

cloud computing and the term would be too broad to be of any use. 

In our work with defining a cloud, we have concluded that cloud computing is not to be seen as being 

different from the cloud: They cover the same entity. The cloud is the PaaS offered as an abstraction from 

the underlying data centers ς the lower layers on the layer model. Cloud computing is the utilization of the 

platform by a company to supports its applications and services on the upper layers. Cloud computing can 

just be used as a term for making a platform or infrastructure services available on a cloud. This can be 

used to harness resources from a data center underneath without regards to the actual implementation 

details. The payment model must be a payment for the actual use of the resources in the cloud. This 

payment must wary with the increase and decrease in used resources. 

With our description of a cloud and cloud computing our definition of cloud computing is: 

Cloud computing is the offering of a platform offered as a service which is an abstraction from an underlying 

pool of computing resources placed at a third party vendor. The platform can be used for developing and 

running both applications and services via the Internet with high degree of flexibility regarding the 

computing power available and payment only for the utilized resources.  

A cloud is the entity of the cloud computing ς the platform and the underlying infrastructure, which is highly 

abstract and whose implementation are unknown for outside users. 

9.3 Utility computing confusi on 

After the definition of cloud computing a distinction is made between the two terms as they are often 

intermixed and the two concepts are used for covering the same. Distinguishing between the two terms 

and their uses are important: Utility computing is the idea of selling computing resources as storage and 

processing power in units like power plants sells electricity. Cloud computing on the other hand is a more 

ǎǇŜŎƛŦƛŎ ǘŜŎƘƴƻƭƻƎƛŎŀƭ ŘŜŦƛƴƛǘƛƻƴ ǘƘŀƴ ǳǘƛƭƛǘȅ ŎƻƳǇǳǘƛƴƎΣ ǿƘŜǊŜ ǘƘŜǊŜΩǎ ŀƴ ƻŦŦŜǊƛƴƎ ƻŦ ŀ Ǉƭŀǘform for running 

services or applications which uses computing resources with full abstraction from the underlying 

infrastructure underneath. The payment model with payment per used resource is shared between the two 

definitions. 

We see the term utility definition being described clearly with the following quote: 

άLŦ ŎƻƳǇǳǘŜǊǎ ƻŦ ǘƘŜ ƪƛƴŘ L ƘŀǾŜ ŀŘǾƻŎŀǘŜŘ ōŜŎƻƳŜ ǘƘŜ ŎƻƳǇǳǘŜǊǎ ƻŦ ǘƘŜ ŦǳǘǳǊŜΣ ǘƘŜƴ ŎƻƳǇǳǘƛƴƎ Ƴŀȅ 

ǎƻƳŜŘŀȅ ōŜ ƻǊƎŀƴƛȊŜŘ ŀǎ ŀ ǇǳōƭƛŎ ǳǘƛƭƛǘȅ Ƨǳǎǘ ŀǎ ǘƘŜ ǘŜƭŜǇƘƻƴŜ ǎȅǎǘŜƳ ƛǎ ŀ ǇǳōƭƛŎ ǳǘƛƭƛǘȅΦέ John McCarthy, MIT 

Centennial in 1961. 

Utility computing is the broad definition of supplying computing resources as telephoning is supplied while 

cloud computing is a more specific technological term for a specific supply method of the computing 

resources. 
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9.4 Summary 

We have explored some of the different definitions of cloud computing but this is just a small subset of all 

the definitions available. What we found is that cloud computing is broadly defined in the sources but that 

ǘƘŜǊŜΩǊŜ ǎƻƳŜ ǎƛƳƛƭŀǊƛǘƛŜǎ ōŜǘǿŜŜƴ ǘheir definitions. But the most important thing about the definitions is 

their scope: Where is the cloud to be placed? 

We have chosen to define cloud computing as a PaaS which abstracts from a third vendor maintained and 

owned infrastructure underneath, which is highly flexible regarding computing resources and paid by the 

used computing resources. 

10 Uses of cloud computing  
!ǎ ǘƘŜ ǘŜŎƘƴƻƭƻƎȅ ƛǎ ǊŜƭŀǘƛǾŜƭȅ ƴŜǿ ŀƴŘ ƛƴ ƛǎ ƳŀǘǳǊƛƴƎ ƛǘΩǎ ƘŀǊŘ ŦƻǊ ŎƻƳǇŀƴƛŜǎ ōƻǘƘ ǘƻ ǎŜŜ ǘƘŜ ǇƻǎǎƛōƭŜ ǳǎŜǎ 

of it and making a business case for it. In this section we will look at the possible uses of cloud computing 

seen from the perspective of companies. The business case and the pros and cons of cloud computing will 

be included in a later section. Note that this section does not include an economical analysis. 

10.1 Flexible infrastructure without the investments  

We have found the elimination of infrastructure investments and flexibility of available computing 

resources in cloud computing to be some of the most emphasized advantages of the technology. As 

companies traditionally have either owned their own or have been hosted on an external data center, the 

move to the centralization of the data center in cloud computing is a big shift. Common for the two 

traditional models are that companies pay for having available computing resources available for the 

maximum load plus a percentage as precaution. The company owned and maintained data center requires 

an big initial investments, has fixed expenses for the maintenance and requires further investments for 

increasing the computing capacity of the data center if needed. The leased access to a data center is often 

run by Service Level Agreements (SLA) with paying a fixed amount per computing resource made available. 

A decrease or increase in the available computing capacity can be expensive and rigorously controlled by a 

contract and/or it´s SLA see Illustration 3. 

Compared to those models, cloud computing has the advantages of its payment model: A company only 

pays for the usŜŘ ǊŜǎƻǳǊŎŜǎ ŀƴŘ ǘƘŜǊŜΩǎ ƴƻ ǊŜǉǳƛǊŜƳŜƴǘ ŦƻǊ ŀƴ ƛƴƛǘƛŀƭ ƭŀǊƎŜ ƛƴǾŜǎǘƳŜƴǘ ƛƴ ƛƴŦǊŀǎǘǊǳŎǘǳǊŜΦ 

Further flexibility of the available computing capacity is a key point of cloud computing - if a company 

needs more computing capacity they just use and pay for the increased use. With cloud computing a 

company can have its expenses for the computing resources follow the utilization change. The maintenance 

costs are included in the cost of used computing resources.  

Illustration 3 visually represents the idea behind the payment models. Note that the illustration shows the 

idea of flexibility behind cloud computing and does not necessarily represent the actual economical 

situation. The illustration is not based on economically calculations using actual prices for a self owned data 

center and cloud computing offers.  
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Illustration 3: Computing resources used and the expenses therefore using cloud computing and in a company 

owned data center. 

Small startup companies can use flexibility and absence of initial investments to get their companies up and 

running without the requirement for a large investment in infrastructure or paying for costly maintenance 

and the staff running it. Instead a startup business can setup their business to use cloud computing for their 

web server and data systems. If their company grows with time their expenses for the use of computing 

ǊŜǎƻǳǊŎŜǎ ǿƛƭƭ Ƨǳǎǘ ƛƴŎǊŜŀǎŜ ǿƛǘƘ ǘƘŜ ƎǊƻǿǘƘΣ ǎǳǇǇƻǊǘŜŘ ōȅ ǘƘŜ ŦƭŜȄƛōƛƭƛǘȅ ƻŦ ŎƭƻǳŘ ŎƻƳǇǳǘƛƴƎΦ ¢ƘŜ ŎƻƳǇŀƴȅΩs 

other applications could be built on thin clients running SaaS programs provided from Google Docs or 

SalesForce.com for instance. Flexibility and no big initial investments in infrastructure is one of the key 

arguments of cloud computing for startup companies. 

The flexibility has been seen as a primary strength for small and startup companies. The uncertainty 

regarding pricing and already made investments in infrastructure for medium and larger companies makes 

the flexibility advantage of cloud computing being smaller than for the smaller companies. We will look 

further at this in a section about the advantages and disadvantages of cloud computing. 

10.2 Scalability: Computer resources en masse 

With the flexibility of the payment model where a company only pays for the utilized resources, cloud 

ŎƻƳǇǳǘƛƴƎ ŀƭǎƻ Ŏŀƴ ōŜ ǳǎŜŘ ǘƻ ƎŜǘ ƳŀǎǎƛǾŜ ǎŎŀƭŀōƛƭƛǘȅΥ ¢ƘŜ ŎƭƻǳŘ ǿƘƛŎƘ Ǌǳƴǎ ƻƴŜΩǎ ŀǇǇƭƛŎŀǘƛƻƴ ƻǊ ǎŜǊǾƛŎŜǎ 

can be seen as an almost endless pool of computing resources.  

This scalability can be used by both companies having high peaks of computing resources utilization for 

certain tasks or at certain periods. An example could be the one-off task of the Danish government giving 

out grants for renovations for ordinary citizens.  

The task of giving out grants for renovations was only supposed to be done once. Therefore an 

infrastructure was set up to provide a predicted maximum load capacity. This involved upgrading and 

renting capacity from CSC24. But this infrastructure build for the task, could not handle the pressure after 

the media had been covering the event intensely and people were anxious to apply for a renovation 

                                                                 
24

 http://www.computerworld.dk/art/51196/var-boligforbedringer-dk-en-umulig-opgave, l ink checked 2009-05-08 

http://www.computerworld.dk/art/51196/var-boligforbedringer-dk-en-umulig-opgave
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grant25. If the system had been utilized cloud computing it might very well would have scaled better to the 

load that for some parts was twice the expected.  

Too much idle capacity costs the host money and they might not have capacity for a maximum load for all 

ƛǘǎ ŎǳǎǘƻƳŜǊǎΦ DƛǾŜƴ ŀ ǾŜƴŘƻǊΩǎ ŎƭƻǳŘ ƛƴŦǊŀǎǘǊǳŎǘǳǊŜ ǿŀǎ ǎǳŦŦƛŎƛŜƴǘƭȅ ōƛƎΣ ǘƘŜ ƻǾŜǊŀƭƭ ŎŀǇŀŎƛǘȅ ƛƴŎǊŜŀǎŜŘ ŀƴŘ 

the chances of all types of companies running in the cloud getting very high load at the same time 

decreases. 

10.3 Getting rid of maintenance  

[Albertsen et al, 2008: 62] describes three companies using what the authors define as cloud computing. 

One of the companies - PodcastMachine ς is a small Danish company with 4 employees. PodcastMachine 

ƘŀǾŜ ŎƘƻǎŜƴ ǘƻ ǳǘƛƭƛȊŜ !ƳŀȊƻƴΩǎ ŎƭƻǳŘ ŎƻƳǇǳǘƛƴƎ ƻŦŦŜǊƛƴƎ ŀǎ ǘƘŜƛǊ ƻƴƭȅ Řŀǘŀ ŎŜƴǘŜǊΦ !ǎ tƻŘŎŀǎǘaŀŎƘƛƴŜ ƛǎ ŀ 

small and young company with plans to grow, their use of cloud computing gives them a flexible 

infrastructure supporting the growth. But they also get rid of the large fixed budget cost of maintenance 

and having to employ their own maintenance employees. Instead they can just rely on a SLA agreement 

ǿƛǘƘ !ƳŀȊƻƴ ŀƴŘ ǘƘŀǘ !ƳŀȊƻƴΩǎ ƳŀƛƴǘŜƴŀƴŎŜ ŜƳǇƭƻȅŜŜǎ ƪŜŜǇǎ ǘƘŜ Ŏƭƻud running. As a small company of 

only four employees (that includes the company owner) having an additional employee just for 

maintenance of infrastructure would be expensive and possibly hard to find qualified staff for. An 

alternative would be to do the maintenance by one of the existing employees, however ŀǎ ŀ ǊŜǎǳƭǘΣ ƛǘΩǎ ƘŀǊŘ 

to justify that they could deliver 99.9 % uptime or better for the company. 

10.4 Security by geographical spread  

One of the characteristics of cloud computing (which can be seen as both an advantage and a 

disadvantage) is that it is accessed via the Internet (see Definition of cloud computing). As the cloud is an 

abstraction from the underlying infrastructure, the cloud can consist of multiple data centers spread across 

geographical regions without the users noticing it. This can give greater security for companies in that their 

data and physical data centers are placed in different regions. For instance imagine if there was an 

earthquake like the one in Asia iƴ нллсΣ ǿƘŜǊŜ ǘƘŜ ǊŜƎƛƻƴΩǎ LƴǘŜǊƴŜǘ ŎƻƴƴŜŎǘƛƻƴ ǿŀǎ ŎǊƛǇǇƭŜŘ ōŀŘƭȅΦ ! 

company having all its data centers places in the Asian region would face big financial losses during the 

downtime period. If the company instead used cloud computing, the data centers in other regions like 

9ǳǊƻǇŜ ƻǊ ¦{! ŎƻǳƭŘ Ƨǳǎǘ ǘŀƪŜ ƻǾŜǊ ŀŦǘŜǊ ŀƴ ŜŀǊǘƘǉǳŀƪŜΦ ¢ƘŜ ŎƻƳǇŀƴȅΩǎ ŎǳǎǘƻƳŜǊǎ ǿƻǳƭŘ Ƨǳǎǘ Ǌƛǎƪ 

experiencing a little higher latency but else not notice the change of geographical data center used. This of 

course requires the cloud computing vendor to have data centers in different regions and the affected 

company to have chosen to allow spreading to more regions. 

The geographical spread thereby is a security by redundancy and spread: If one region is hit then other data 

centers in other regions can take over. 

10.5 Vendor offerings 

The vendors included in the definition of cloud computing have different offerings of cloud computing. We 

have chosen to make a quick overview of the different offerings that the vendors currently have and their 
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application 



Cloud computing and SOA. Uses of cloud computing ς Page 22/65 

 

pricing system. Note that cloud computing is still a maturing technology, and as a result the pricings and 

offerings are relatively fluctuating. Therefore the actual prices have not been included26, but even without 

actual prices, this section should still give a general overview of the market today.  

10.5.1  Amazon27: Amazon Web Services 

Cloud computing 

offered 

A full set of services providing storage, queue system, data intensive processing and 

more. The solution allows companies to use a virtualized operating system in 

several instances (virtualized machines running concurrently) and run their 

applications on these. A company can use the services separately. 

Pricing At Amazon the pricing is for the used resources measured in a given unit. This could 

be the number of hours a service is run on an instance or the storage used in GB.28 

PaaS framework for 

applications/services 

Amazon currently has support for running Windows and Linux operating systems in 

the instances. These instances need to be coordinated through a queue system. 

!ƳŀȊƻƴΩǎ ǇƭŀǘŦƻǊƳ ƛƴŎƭǳŘŜǎ ǎǳŎƘ ŀ ǎȅǎǘŜƳΦ 

!ǎ ǾƛǊǘǳŀƭ ƻǇŜǊŀǘƛƴƎ ǎȅǎǘŜƳǎ ŀǊŜ ōŜƛƴƎ Ǌǳƴ ƛƴ ǘƘŜ ŎƭƻǳŘ ƻƴŜ Ŏŀƴ ŎƘƻƻǎŜ ƻƴŜΩǎ ƻǿƴ 

operating system settings and which applications can be supported. 

 

10.5.2  Google: Google App Engine 

Cloud computing 

offered 

A framework and hosting of web-applications which allows a company to develop 

web-applications and get them hosted. 

Pricing Currently Google charges by a number of units for the utilized resources: Payment 

per CPU hour, payment per used storage unit and payment for in- and outgoing 

bandwidth. 

PaaS framework for 

applications and 

services 

²Ŝō ŀǇǇƭƛŎŀǘƛƻƴǎ Ŏŀƴ ōŜ ŘŜǾŜƭƻǇŜŘ ŦƻǊ ǘƘŜ !ǇǇ 9ƴƎƛƴŜΩǎ ŘŜǾŜƭƻǇƳŜƴǘ ǎǘŀŎƪΦ 

Currently there is support for the two development languages PHP and JAVA. 

 

                                                                 
26

  {ŜŜ ǘƘŜ ǾŜƴŘƻǊΩǎ ǿŜōǎƛǘŜǎ ŦƻǊ ǘƘŜƛǊ ŎǳǊǊŜƴǘ ǇǊƛŎŜǎ ŀƴŘ ǇǊƛŎƛƴƎ ƳƻŘŜƭ 
27

 {ŜŜ !ƳŀȊƻƴΩǎ ŎǳǊǊŜƴǘ ƻŦŦŜǊƛƴƎǎ ŀǘ http://aws.amazon.com/ 
28

 Amazon uses the term instance for a session in their cloud capable of doing a comparable work like a desktop PC. 

http://aws.amazon.com/
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10.5.3  Microsoft: (Windows) Azu re  

Cloud computing 

offered 

Microsoft has chosen to call their PaaS Windows Azure which offers computing and 

storage resources. Microsoft calls this a cloud services operating system. On top of 

the Windows Azure platform is the Azure Services Platform (ASP), which are 

services which can be utilized by both applications in running on Windows Azure 

but also by local applications. A company can therefore either develop applications 

running in the cloud or modify their existing local applications to utilize the services 

offered by ASP. 

Pricing Microsoft charges by a number of units for the utilized resources: Computing time 

hours, payment per used storage unit, payment for in- and outgoing bandwidth; 

and for applications transactions29. 

PaaS framework for 

applications and 

services 

Developing applications for Windows Azure has to be done by a new paradigm: 

Instead of the client-server paradigm web services utilization paradigm is used. For 

using services from ASP existing applications not running on Windows Azure uses 

web services standards. This means developers will have to use a new way of 

designing and developing applications for Windows Azure. 

 

10.5.4  IBM 

IBM do not offer cloud computing as Amazon or Google does. Instead IBM offers data center 

implementations and modifications to allow companies to run a cloud for offering services using cloud 

computing. IBM also includes what they call private clouds in their cloud computing definition, which is 

excluded from the definition in this paper. We therefore see IBM as a provider of the data center running 

ǘƘŜ ŎƭƻǳŘǎ ōǳǘ ƴƻǘ ŀŎǘǳŀƭƭȅ ǇǊƻǾƛŘƛƴƎ ŎƭƻǳŘ ŎƻƳǇǳǘƛƴƎ ǘƻ ŎƻƳǇŀƴƛŜǎΣ ŀǎ L.aΩǎ ŎǳǎǘƻƳŜǊǎ ǿƻǳƭŘ ƘŀǾŜ ǘƻ 

acquire the cloud infrastructure. 

10.5.5  Others  

There are a number of other vendors who provide consulting about cloud computing and services to 

ŘŜǾŜƭƻǇƛƴƎ ŀƴŘ ǳǎƛƴƎ ǘƘŜ ƻǘƘŜǊ ǾŜƴŘƻǊΩǎ ŎƭƻǳŘǎΦ .ǳǘ ŀǎ ǘƘŜ ƛƴŦǊŀǎǘǊǳŎǘǳǊŜ ƻŦ ŎƭƻǳŘǎ Ŏƻƴǎƛǎǘǎ ƻŦ ŀ ǾŜǊȅ ƭŀǊƎŜ 

data centers the cloud computing vendors are primarily a few big companies with the financial strength to 

make the investment in ōǳƛƭŘƛƴƎ ǘƘŜ ŎƭƻǳŘǎΩ ƛƴŦǊŀǎǘǊǳŎǘǳǊŜΦ 

10.6 Organizational implementation  

If an organization is going to implement cloud computing they must first make a strategic choice and clarify 

what to move into the cloud and what to keep internally. This is a choice between running applications 

locally or in the cloud. A choice of control, security and customizability on the one hand and economy of 

ǎŎŀƭŜΣ ǎŎŀƭŀōƛƭƛǘȅ ŀƴŘ ǎǘŀƴŘŀǊŘƛȊŀǘƛƻƴΦ ²ƘŜǊŜ ŀǊŜ ǘƘŜ ŎƻƳǇŀƴȅΩǎ ŀǇǇƭƛŎŀǘƛƻƴǎ ǇƭŀŎŜŘ ǿƛǘƘ ǊŜƎŀǊŘǎ ǘƻ ǘƘŜǎŜ 

characteristics and the strategy of the company? The choice is not necessarily one to be made overall for all 

ŀ ŎƻƳǇŀƴȅΩǎ ŀǇǇƭƛŎŀǘƛƻƴ ōǳǘ Ŏŀƴ ōŜ ƳŀŘŜ ŦƻǊ ŜŀŎƘ ŀǇǇƭƛŎŀǘƛƻƴΦ  
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 The nature of the transactions is not explicitly defined on the Azure website. This might be database transactions. 
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We have included two ways of making the decision of placement, but other methods can of course be used. 

10.6.1  Individual decisions for the applications  

Instead of looking only at the overall strategy a company can also decide where to place the individual 

applications based on data center placement and acquirement method30. With data center placement is 

meant whether to place the application in an internal on-premise datacenter, a hosted one or in the cloud. 

See Illustration 4 for a graphical illustration for a medical research company. 

 

Illustration 4: Where to place and acquire applications. Based on figure from interview with Rene Løhde. 

The placement of an application on the data center placement axis is a decision on control vs. economy and 

flexibility. A CRM or HR system for instance does not give any extra strategic or operational value when 

being run on-premise and therefore does not give any extra competitive advantage. The applications are 

off-the shelf software. It could therefore just as well be placed at a host or bought as off-the shelf software 

via SaaS.  

In contrast a clinical analysis application for a medical research company might be very sensitive regarding 

ƛƴǘŜƭƭŜŎǘǳŀƭ ǇǊƻǇŜǊǘȅΣ ōŜ ǾŜǊȅ ƛƳǇƻǊǘŀƴǘ ŦƻǊ ǘƘŜ ŎƻƳǇŀƴȅΩǎ ƻǇŜǊŀǘƛƻƴǎ ŀƴŘ ǘŀǊƎŜǘ ŀ ǾŜǊȅ ǎǇŜŎƛŀƭ ƴŜŜŘ ƻŦ ǘƘŜ 

company. In that case, the medical research company would likely benefit from building the application 

itself (or modifying an existing one) and run it on-premise (internally) or at a controlled host. But this is not 

to say that the medical research company could not benefit from using cloud computing: What if they had a 

need to make some very complex molecular calculations which would take weeks or months on their own 

data center? They could move the application into the cloud, utilizing the vast computing resources in the 

cloud and thereby reducing the time of the calculations to maybe days or hours. 
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 With acquirement method is meant whether to buy an off-the shelf application, a modified off-the shelf application 
or a self developed one 
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10.6.2  Hybrid model  

¢ƘŜ /9hΩǎ ƻŦ aƛŎǊƻǎƻŦǘ ŀƴŘ 9a/ ŀǊŜ ŀŘǾƻŎŀǘƛƴƎ ŦƻǊ ŀ ƘȅōǊƛŘ ƳƻŘŜƭ ŦƻǊ ŎƭƻǳŘ ŎƻƳǇǳǘƛƴƎ31: A model where 

cloud computing is not seen as an all or nothing approach. Instead companies are to use cloud computing 

on a basis of business value: If cloud computing can make sense for the business use it. But cloud 

computing is viewed as a supplement to the on-premise and external hosting of a data center. And there 

can be a need for all the options. This hybrid model is also build into the Microsoft Azure cloud computing 

offering: Microsoft offers both cloud computing as a PaaS (Windows Azure) for running applications in the 

cloud, but also offers services running in the cloud to be used by applications running locally. Microsoft 

leaves the door open for the hybrid model by giving the option of choice to companies and has not moved 

to an all cloud computing vision. An example of the hybrid model can be seen on Illustration 5: This shows 

the location of different applications for the medical research company from a network perspective. Note 

that SaaS do not necessarily run in a cloud. 

The hybrid model is identified as being the most used model to start with, as companies have to make 

some experiences with using cloud computing for non-critical applications first and because a lot of existing 

companies have made large investments in their own data centers. As written in [Carr, 2009: 118]: Smaller 

companies can be expected to be lesser bound by data center investments and can be more free to chose 

the use of cloud computing (called grid computing in the book) opposed to larger companies with large 

investments made. And again ς one of the key points of the hybrid model is to choose which applications to 

put in cloud and which to keep locally.  

 

Illustration 5: The hybrid model used by a medical research company. 
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 http://www.cio.com/article/479207/Q_A_Ballmer_and_Tucci_Discuss_Microsoft_EMC_Cloud_Vision, link checked 
2009-05-10. 
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10.6.3  Fill the truck ɀ ×ÅȭÒÅ ÍÏÖÉÎÇ 

Normally big bang projects either run into the problem of taking too many resources, not getting done on 

time or keeps growing in size. For most companies we would therefore recommend using the hybrid model 

and make the decision for moving an application individually. This way the use of cloud computing will also 

mature with the starting migrations and experiences can be made with smaller projects. 

But a complete move to cloud computing might not be a bad idea from a strategic point of view: For a small 

company like the Danish PodcastMachine mentioned earlƛŜǊ ƛƴ ǘƘƛǎ ǎŜŎǘƛƻƴΣ ǘƘŜ ŎƻƳǇŀƴȅΩǎ ǎǘǊŜƴƎǘƘ ƛǎ ƴƻǘ 

in the applications themselves but the easy setup of the process of converting media files between 

different formats. Being a small company with an aim on growing an investment in their own data center 

infrastructure would require large capital investments and maintenance cost, with the risk of a requirement 

of further investments in a larger data center. Being a small startup company such investments takes out 

restricted startup capital and a data center resources to handle.  

So for some distinct companies it might be a good idea to fill a truck with their applications and move them 

into the cloud. 

10.7 Scenario of cloud computing usage 

For an elaboration on the example in Illustration 5 see Appendix G. 

11 Summary 
This section has covered the possible uses of cloud computing from the perspective of a company and from 

different angles. The elimination of investments in infrastructure, the view on the cloud as an almost 

endless pile of resources and getting rid of the maintenance of infrastructure are characteristics making the 

ŎŀǎŜ ŦƻǊ ŎƻƳǇŀƴƛŜǎ ǘƻ Ǝƻ ŀǿŀȅ ŦǊƻƳ ƻǿƴƛƴƎ ǘƘŜƛǊ ƻǿƴ Řŀǘŀ ŎŜƴǘŜǊǎ ŀƴŘ ǘƻ ōŜƎƛƴ ǳǘƛƭƛȊƛƴƎ ǘƘŜ ŎƭƻǳŘǎΩ Řŀǘŀ 

centers with their economies of scope. But when combining this with the hybrid model it becomes a bit 

more complex: Cloud computing can be good for some types of applications while for others it might be a 

disadvantage. The business case for cloud computing use might not be clarified. A company must make a 

strategic decision on which applications to keep internal and which to outsource control of ς for instance 

into the cloud. 

The big vendors' cloud computing offerings was found to primarily differ on how applications were 

developed and their ŦǊŀƳŜǿƻǊƪΥ DƻƻƎƭŜΩǎ ƻŦŦŜǊƛƴƎ ǿŀǎ ŀƛƳŜŘ ŀǘ ǿŜō ŀǇǇƭƛŎŀǘƛƻƴǎ ǿƘƛƭŜ !ƳŀȊƻƴΩǎ ŀƴŘ 

aƛŎǊƻǎƻŦǘΩǎ ǿŜǊŜ ŀƛƳŜŘ ŀǘ ŎƻǾŜǊƛƴƎ ǘƘŜ Ŧǳƭƭ ƴŜŜŘ ƻŦ ŀ ŎƻƳǇŀƴȅΦ .ǳǘ ǘƘŜ ŎƘƻƛŎŜ ƻŦ ŎƭƻǳŘ ŎƻƳǇǳǘƛƴƎ ǾŜƴŘƻǊ 

is not only about the framework but also about the pricing. We have only looked at the pricing model, but 

further analysis will have to be made on a case by case basis for companies to fully clarify which 

applications to move to the cloud. 

12 The hype about cloud computing  
This section will discuss the hype about cloud computing and give answer to some of the criticism resulting 

from the hype. The section will be used to gain a perspective on advantages and disadvantages from using 
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cloud computing from various sources, which can be used in the later analysis. The section will use our 

definition of cloud computing to discuss how others see and argument about cloud computing. 

12.1 Common criticism 

As described before, the result of introducing new concepts and technologies in the IT business usually 

tend to generate a lot of hype about the new concepts. This is due both to people seeing possibilities in the 

new development, but also because the IT business is so fast moving that a lot of companies see a window 

of opportunity in selling the new concept. This section will describe some of the common criticism against 

cloud computing as a result of the current hype. 

12.2 Old wine in new bottles 

/ƭƻǳŘ ŎƻƳǇǳǘƛƴƎ ƛǎƴΩǘ ǎƻƳŜǘƘƛƴƎ ǘƘŀǘΩǎ ōŜŜƴ ƛƴǾŜƴǘŜŘ ōȅ ŀ ǎƛƴƎƭŜ ƎǊƻǳǇ ƻŦ ǇŜƻǇƭŜ ŀƴŘ ǘƘŜǊŜŦƻǊŜ ƛǘΩǎ ƴƻǘ 

well defined. In fact, the idea behind using sharing resources with multiple users is rather old, starting with 

time shared services in the 196032. This is also one of often highlighted criticism about cloud computing: If 

the idea is about 50 years old, what is so different now? 

To give a short answer to this, nothing about the idea is different. If cloud computing is seen as defined in 

Definition of cloud computing, the idea of computing and storing in the cloud, is no different from 

computing and storing on a mainframe. Time-sharing might share one resource between multiple users, 

while cloud computing shares several resources between multiple users, but ƛǘΩǎ still exactly the same. 

What is different however is that technology is more evolved now. As described in [Carr, 2009ϐ άDǊƻǾŜΩǎ 

[ŀǿ ǎŀȅǎ ǘƘŀǘ ǘŜƭŜŎƻƳƳǳƴƛŎŀǘƛƻƴǎ ōŀƴŘǿƛŘǘƘ ŘƻǳōƭŜǎ ƻƴƭȅ ŜǾŜǊȅ ŎŜƴǘǳǊȅΦ DǊƻǾŜ ƛƴǘŜƴŘŜŘ Ƙƛǎ άƭŀǿέ ƳƻǊŜ ŀǎ 

a criticism of what he considered a moribund telephone industry than as a statement of technological fact, 

but it nevertheless expresses a basic truth: throughout the history of computing, processing power has 

expanded far more rapidly than the capacity of communication networksέΦ !ǎ ŀ ǊŜǎǳƭǘ ƻŦ ǘƘƛǎΣ ōŀƴŘǿƛŘǘƘ 

had earlier been a barrier to cloud computing, but the increased bandwidth might have reached a stage 

where this barrier is repealed. 

12.3 Lack of control  

Another criticism is the lack of control when suddenly storing data in an unknown place, instead of on a 

server with a known location. This can be seen by comments like this one33: 

ñéAnd as for corporations maintaining their own Software and Hardware! Would you park  all your 

confidential corporate documentations from emails, technical data, to unpublished financial statements 

somewhere where you have no control? ARE YOU CRAZY! Sure Facebook and some Flicker are fine, but it 

wonôt pay the bills to cover the rent on your office. Cloud computing is driven Marketing hype and not 

engineering innovation and has no financial proof it can actual workò. 

 

What the comment shows is a view - shared by many ς stating that either you use cloud computing for all 

                                                                 
32

 άTime-Sharing is a shared computer resource used by multiple users.έ http://en.wikipedia.org/wiki/Time-sharing, 
link checked 2009-05-11 
33

 Comments to the article: Cloud computing. Hype VS Reality. http://comments.cio.com/?q=node/438371, link 
checked 2009-05-11 
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your IT applications/services or you donΩt. It´s common sense that many organizations would be afraid to 

store their confident data at an unknown location; a fear which is further enhanced when there exists so 

few cases of well analyzed cases of applied cloud computing. We have yet to see a case of a Western 

company using cloud computing, being subjected to industry espionage in China in a cloud located there. 

The fear about the physical placement of the cloud data centers is also due to the legal uncertainty: Does a 

European company for instance have to take special measures regarding protection of personal data when 

ǳǎƛƴƎ ŎƭƻǳŘ ŎƻƳǇǳǘƛƴƎΚ ¢ƘŜ ŀōǎǘǊŀŎǘƛƻƴ ŦǊƻƳ ǘƘŜ ŎƭƻǳŘΩǎ ǳƴŘŜǊƭȅƛƴƎ ƛƴŦǊŀǎǘǊǳŎǘǳǊŜ ƛǎ ōƻǘƘ ŀ ŎǳǊǎŜ and a 

blessing. 

However, the view of all-or-nothing is wrong and properly a result of mixing the hosting of applications 

together with cloud computing. Cloud computing can be used by applications; both bought and build, to 

gain advantages such as independence from the companies infrastructure and scalability. The applications 

use of cloud computing makes the step from running application on-premise to hosted or even SaaS much 

easier34Σ ōǳǘ ƛǘΩǎ ǎǘƛƭƭ ǘƘŜ ŎƻƳǇŀƴȅ ǘƘŀǘ ƳŀƪŜǎ ǘƘŜ ŘŜŎƛǎƛƻƴΦ Therefore, a company can choose to use cloud 

computing for applications without any related confident data, while at the same time decide not to use 

cloud computing for other applications where they prefer to host the data themselves.  

12.4 Open cloud manifesto 

The open cloud manifesto [OpenCloudManifesto] is a document created by a group of people ς originally 

authored by IBM - ǿƘƛŎƘ  Ŏƻƴǘŀƛƴǎ ŀ ǎŜǘ ƻŦ ǇǊƛƴŎƛǇƭŜǎ ǘƘŀǘ ǎƘƻǳƭŘ ŜƴǎǳǊŜ ǘƘŀǘ  άas cloud computing matures, 

there are several key principles that must be followed to ensure the cloud is open and delivers the choice, 

flexibility and agility organizations demandέ [OpenCloudManifesto]. The document stress that if an 

organization is to get the full value from cloud computing, companies offering cloud services (services 

running in the cloud) would have to work together and be open about their approach. 

Before the manifesto was exposed to the public, the writers went to a group of companies asking them if 

they would like to sign it. Before the document was shown to the public, yet after Microsoft stated that 

ǘƘŜȅ ŘƛŘƴΩǘ ǎǳǇǇƻǊǘ ƛǘΣ ŀ ŘƛǎŎǳǎǎƛƻƴ ǎǘŀǊǘŜŘ ǳƴŘŜǊ ǇǊŜƳƛǎŜǎ ǘƘŀǘ ƴƻ ƻƴŜ ŎƻǳƭŘ ǘŀƭƪ ŀōƻǳǘ ǘƘŜ ƳŀƴƛŦŜǎǘƻΣ 

because it was a secret. The discussion lead to a lot of attention on cloud computing, which was further 

improved when the manifesto was published.  

What really created hype was not the manifesto itself, but that large software developers like Microsoft, 

Amazon and Google refused to support it. The reality is that the manifesto is just a document to start 

conversation, and give cloud computing focus and attention through discussing the concept and value.  

12.5 Private and public  clouds 

The definition between private and public clouds has, indirectly, caused a lot of debate. The distinction 

between the two concepts is often done without a formal definition in mind, and therefore the meaning of 

the concepts can differ. Examples of this are [Carr, 2009] which describes the public cloud as the internet, 

and various articles35 which use the concept private cloud for a privately owned data center. To see the 

                                                                 
34

 As there exist no real dependency on the companies infrastructure. 
35

 E. g. http://natishalom.typepad.com/nati_shaloms_blog/2008/11/private-on-premmis-public-cloud.html, link 
checked 2009-05-11 

http://natishalom.typepad.com/nati_shaloms_blog/2008/11/private-on-premmis-public-cloud.html
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internet as cloud computing is wrong, and adds to the confusion that everything is cloud computing. The 

viewing of cloud computing as the internet makes way for a discussion not only of the concept of cloud 

computing, but also of the internet development itself36. By our definition of cloud computing, applications 

on the internet can use cloud computing for processing and storage, but the application itself is not cloud 

computing. Furthermore, there can be no private owned clouds because this would imply that the company 

hosted the application also owned the cloud, which is in contrast to our cloud computing definition ς an 

abstraction from an underlying pool of computing resources placed at a third party vendor.  

12.6 Summary 

The hype about cloud computing is a result of many things. Some companies deliberately highlight the 

concept, for example with the open cloud manifesto, to start a discussion and give the concept focus. 

Others misunderstand the concept, and defines it much broader than it is, resulting in a discussion about 

the Internet, something we all use, instead of a discussion about cloud computing. Further, the hype is 

enhanced by the lucrative advantages promised: No money used on infrastructure, no application 

development, no hassle with maintaining and unlimited resources. Cloud computing is said to have the 

same enormous potential as the IƴǘŜǊƴŜǘΣ ōŜŎŀǳǎŜ ƛǘΩǎ ŘŜŦƛƴŜŘ ŀǎ ǘƘŜ Internet. But it is not the Internet. 

A comment from the CIO at The Schumacher GroupΣ 5ƻǳƎƭŀǎ aŜƴŜŦŜŜΣ ƘƛǘΩǎ ǘƘŜ ōǳƭƭΩǎ ŜȅŜΦ άBut for me, the 

idea of us using an infrastructure that isn't our own, that is managed outside makes it a cloud. But I'm not 

looking to be part of a trend. I find a problem and look for a solutionέ37. 

13 Advantages and disadvantages of cloud computing  
While the previous sections defined cloud computing and SOA, and discussed the resulting hype about 

cloud computing this section will assess and evaluate the advantages and disadvantages of cloud 

computing based on our definitions. The purpose is to answer the first part of the problem definition:  

ά²Ƙŀǘ ƛƴŦƭǳŜƴŎŜ Ŏŀƴ ŎƭƻǳŘ ŎƻƳǇǳǘƛƴƎ ƘŀǾŜ ƻƴ ŀƴ ƻǊƎŀƴƛȊŀǘƛƻƴΩǎ ǳǎŜ ƻŦ L¢ ǘƻ ǎǳǇǇƻǊǘ ǘƘŜ ōǳǎƛƴŜǎǎ?έ. 

To answer this question, the different advantages and disadvantages is split up into 4 categories which can 

be evaluated sequential as seen on Illustration 6. First the economy is considered, to see which financial 

interests cloud computing have. Then the strategy is considered to see, how cloud computing aligns with 

the company strategy and organization. Then the control is considered; does cloud computing give any 

problem with lack or control or risks? And last the modernization is evaluated which analyze the 

organizational change required and the requirement of new resources. 

                                                                 
36

 A topic which [Carr, 2009] used a lot of time on. 
37

 Quote from article http://www.cio.co.uk/article/663/cloud-computing-tales-from-the-
front/?print&intcmp=ROSATT2, l ink checked 2009-05-11 

http://www.zoominfo.com/Search/CompanyDetail.aspx?CompanyID=344054400&cs=QDUgdqAlg
http://www.cio.co.uk/article/663/cloud-computing-tales-from-the-front/?print&intcmp=ROSATT2
http://www.cio.co.uk/article/663/cloud-computing-tales-from-the-front/?print&intcmp=ROSATT2
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Illustration 6: The 4 categories to evaluate cloud computing 

Overall the discussions of these 4 categories are found to give answer to the first part of the problem 

stated in the problem definition. 

13.1 Economics 

The first aspect, which was found important regarding the pros and cons about cloud computing, is the 

economical aspect. This includes the economic advantages cloud computing can have for a company and 

how the economics of data center usage can be changed. 

13.1.1  Dismantling the existing infrastructure  

Cloud computing can be seen as a technology which renders the individual data centers of companies 

superfluous and which can fulfill the vision of Nicolas Carr in [Carr, 2009] about the World Wide Computer; 

a vision on a large computer which deliverers computing powers which is bought as with electricity. We 

don't see the internal infrastructure in companies being complete superseded just yet. The need for control 

and other advantages will still be too strong for the local data centers to be completely replaced. But some 

of the internal infrastructure may very well be. Why run and maintain an e-mail server internally when it 

overall might be more economical to put it into the cloud? 

Most companies have some kind of data center infrastructure internally being a small file server to a full 

data center with web servers and enterprise application servers etc. If a company begins using cloud 

comǇǳǘƛƴƎΣ ǎƻƳŜ ƻŦ ǘƘŜ ƛƴǘŜǊƴŀƭ ƛƴŦǊŀǎǘǊǳŎǘǳǊŜ ƳƛƎƘǘ ōŜŎƻƳŜ ŀƴ ŜȄŎŜǎǎ ŎŀǇŀŎƛǘȅΣ ǎǳōǎǘƛǘǳǘŜŘ ōȅ ǘƘŜ ŎƭƻǳŘΩǎ 

data center. Rendering some of the existing infrastructure superfluous carries with it something of a 

conundrum for companies with a large internal infrastructure:  To begin using cloud computing would 

render the existing internal infrastructure superfluous and thereby make the already implemented 

infrastructure investments a loss. On the other hand, cloud computing in the long run might have better 

economics compared to using an internal data center. 

The problem with investments tied to internal infrastructure is not only a question of investments in 

ƘŀǊŘǿŀǊŜΤ ǘƘŜǊŜ ŀǊŜ ŀƭǎƻ ƳƻƴŜȅ ƛƴǾŜǎǘŜŘ ƛƴ ǘƘŜ ŜƳǇƭƻȅŜŜΩǎ ŎƻƳǇŜǘŜƴŎŜǎ ŀƴŘ ǘƘŜ ŀǇǇƭƛŎŀǘƛƻƴǎ ǳǎŜŘΦ With 

possible large investments in internal infrastructure it is not easy to make the transition to cloud computing 

without a clear business case to justify a write-off of the earlier infrastructure investments. The 

infrastructure would have to be considered sunk-cost in the transition and the cost coupled to the 

migration to cloud computing. 
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The economic details for using cloud computing for a company would have to be analyzed thoroughly 

before making a decision to weigh the options of utilizing the existing infrastructure or migrate to cloud 

computing in one or more areas. 

13.1.2  Is internal maintenance becoming redundant?  

If a company moved all its applications into the cloud and the only internally infrastructure they had was 

thin clients and an Internet connection to uphold, what reason would there be for the company to have 

internal maintenance? And what role would maintenance have if there were any left? It is found that 

internal maintenance would be reduced to handling problems with the client side computers and user 

support; tasks which could just as well be outsourced.  

But this does not mean that internal maintenance will become redundant in every company. What if the 

same company from the example before only chose to utilize cloud computing for some applications but 

keep others hosted internally and externally? For the internal hosting the company would need people to 

manage the internal infrastructure. For external hosting the company would still need to monitor the 

ƘƻǎǘƛƴƎ ǾŜƴŘƻǊ ŀƴŘ ǘƘŜ ƘƻǎǘŜŘ ŀǇǇƭƛŎŀǘƛƻƴǎΩ ǘƻ Ŝnsure the applications are running correctly. The latter 

situation might give a new role for internal maintenance, as their role would be shifted from being a 

machinist to being a supervisor of deliverance. This might require new competences from the internal 

maintenance. Maybe even acquire a new staff. 

In both situations there might be a possibility of scaling down the size of the internal maintenance 

personnel. A downscaling would lead to cost savings while at the same time getting better maintenance 

from the cloud computing vendor or the external host due to their larger maintenance staff. The cost 

savings could then be used to further increase the IT development, development of new products or pure 

cost savings. But a company must be wary that cost savings are not a sure safe result of using cloud 

computing. This is because the utilization cost could be higher on average for cloud computing.  

13.1.3  Scalability  

One of the key characteristics of cloud definition in our definition (see Definition of cloud computing) is the 

flexibility regarding available computing power and payment only for the utilized resources. This scalability 

ŦƻǊ ŀǾŀƛƭŀōƭŜ ǊŜǎƻǳǊŎŜǎ ŀƴŘ ǘƘŜ ǇŀȅƳŜƴǘ ŎƻǳƭŘ ǊŜǎǳƭǘ ƛƴ ǘƘŀǘ ǘƘŜ ƭŜǾŜƭ ƻŦ ŀ ŎƻƳǇŀƴȅΩǎ ōǳǎƛƴŜǎǎ ŀŎǘƛǾƛǘȅ ƛǎ 

reflected in the cost for utilized computing resources. Whether this is the actual situation for a company 

using cloud computing would among other thing require a reasonable coupling between the business 

activities and performed IT activities.  

The flexibility in the available resources might come at an extra cost compared to having an internal or 

hosted infrastructure with enough capacity but with cheaper average costs (see Illustration 3). So the 

scalability in itself does not necessarily mean cheaper computing resources. The scalability advantage 

provides flexibility as when using high degree of virtualization in an organization, but without the 

investments in and running the infrastructure itself. The greater flexibility can be used to make the IT costs 

more transparent. We will get into cost transparency later in this section. 

Given there is a coupling between the levels of the two types of activities the question becomes: Does the 

scalability in itself make an economical case for cloud computing? The answer is unclear as it among other 
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ǘƘƛƴƎǎ ǿƻǳƭŘ ŘŜǇŜƴŘ ƻƴ ŀ ŎƻƳǇŀƴȅΩǎ ƳŀǊƪŜǘ ǎƛǘǳŀǘƛƻƴΣ ƛǘǎ L¢ ǳǎŀƎŜ ǇŀǘǘŜǊƴ ŀƴŘ ǘƘŜ ŎƻǳǇƭƛƴƎ ōŜǘǿŜŜƴ ǘƘŜǎŜ 

two. Below are listed some different cases identified where it is assumed that there exists a coupling 

between the two types of activities. Note that these cases are highly simplified. 

Stable business situation 

In this case the company does not experience either growth or a decline in the business activities. The 

scalability in itself is not an advantage, unless the company foresees a change in business activities in the 

future. The economical feasibility of cloud computing would be influenced by the investments made in 

internal infrastructure and the maintenance costs; to evaluate if there could be made savings.  

The stable business situation might help making a better comparison of cloud computing possible, as the 

stable business situation would make a cost comparison a matter of calculation cost of cloud computing vs. 

internal infrastructure. There would not be so strong a need for the comparison under different business 

situation activity levels as for growth and decline situations. 

Experiencing growth in business 

This case especially goes for startup companies which experience a high growth in the level of business 

activities and which may have high uncertainty about the end level within a three year period. This of 

course could also be the case for established companies which can also experience high growth rates. But 

for established companies the growth rates usually are not as great as for startup companies and their 

growth period may be limited to a time period for a market or be less significant. 

For the companies the problem with high growth in the level of business activities is to forecast how long 

the growth will continue and whether it will be followed by a decline afterwards. Cloud computing can give 

headroom for this uncertainty and save the costs of investing in a too large or too small infrastructure. 

Experiencing decline in business 

For companies experiencing decline in the level of business activities the scalability of cloud computing can 

be a welcome relief in time of declining profit. As the level of business activities decreases, and with it the 

profit, the costs for running the company's applications also decreases. This gives more headroom in the 

budget and makes the costs of IT correspond to the actual business activity level.  

For companies experiencing decline, cloud computing could help lower the costs of running the 

applications in slow periods and get rid of periodic investments in infrastructure upgrades. 

One-off projects 

Cloud computing can be very suitable for the situation where a company needs a lot of computer resources 

at a brief time period but afterwards will not need it again. The advantage of cloud computing in that 

situation is clear: The possibility of having more computing resources available than the company would be 

able to afford or rent without the investments in infrastructure. And all paid only by the consumption. In 

this case the advantage of the payment model and scalability of cloud computing become evident and is a 

very strong arguments for its use. 
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13.1.4  Using data analytics with cloud computing  

Using data analytical tools (also known as business intelligence) can be problematic with cloud computing 

by several reasons due to the separate location of data from the company itself. The data of a company 

might be spread out between an internal infrastructure and a cloud computing vendor's data center. These 

are some of the factors to consider regarding data analytics use with cloud computing: 

If some of the data is placed in the cloud what are the increased bandwidth costs of data analytics? If 

several gigabytes of data would be transferred each week or month how ǿƻǳƭŘ ǘƘƛǎ ŀŦŦŜŎǘ ǘƘŜ ŎƻƳǇŀƴȅΩǎ 

cost of network traffic? And how would it affect the cost of having sufficiently network bandwidth for the 

transfer of the large data quantities? 

With some data placed in the cloud and some on the internal infrastructure this would bring with it more 

complications than just having data spread out on a company's own infrastructure. If a company were to 

introduce a new data analytic tool, the project might be more complex (and thereby expensive) due to the 

spread of applications platforms to gather data from. But on the other hand this might not be a problem, 

given the applications in the cloud used web service standards and allowed for easy data extraction.  

Using data analytics and cloud computing a company would have to take into considerations the increased 

complexity of geographical spread and data location outside the infrastructure. But it does not make it 

worse than an internally run system with proprietary data standards or systems not made ready for a data 

analytical tool. A cloud computing vendor might for instance make a build-in support for data analytical 

tools available and make their use much easier and less costly. 

13.1.5  Making a clear business case 

Making a clear business case for cloud computing is difficult for several reasons. For one, cloud computing 

uses a payment model for a computing resource which makes it hard to compare the total costs of running 

an application in the cloud with it being run internally. Second, the advantage of flexibility in cloud 

computing is a strategic concern in which the value can be hard to quantify. Third, cloud computing is a 

relatively new technology with a short time of experience in companies. These factors make the task of 

making a business case based solely on economic reasons hard. In this section we will elaborate on some of 

the cases to take into consideration when making a business case for cloud computing. 

An attempt was made to compare the costs of running a data center internally to using cloud computing in 

[McKinsey, 2009]. On [McKinsey, 2009: 23-24] are shown examples of these comparisons for large and 

small companies respectively. The comparisons are made between some set system sizes run internally and 

ǘƘŜ ǎȅǎǘŜƳǎ ǎƛȊŜŘ όƛƴǎǘŀƴŎŜ ǎƛȊŜǎύ ŀǘ !ƳŀȊƻƴΩǎ ŎƭƻǳŘ ŎƻƳǇǳǘƛƴƎ ƻŦŦŜǊƛƴg. The problem of making this kind of 

calculations is the hidden costs for the comparison. Whereas maintenance, upgrades, rent and electricity 

for the data center is included in the costs of the cloud computing offering, not all of those costs are 

included in the calculated costs of an internal data center. The calculation of the total cost of running the 

internal data center has also been criticized by Gartner Group38 among others. The numbers seem to have 

been set arbitrarily; where does 10 % reduction in labor savings from using cloud computing come from? 

¢ƘŀǘΩǎ ǉǳƛǘŜ ŀƴ ŀǎǎǳƳǇǘƛƻƴ ǘƘŀǘ ǘƘŜ ƭŀōƻǊ ǎŀǾƛƴƎǎ ǿƻǳƭŘ ōŜ ǘƘŀǘ ǎƛƳƛƭŀǊ ŦƻǊ ŀƭƭ ŎƻƳǇŀƴƛŜǎΦ ²Ŝ ǿƻǳƭŘ ǘŀƪŜ 
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 http://www.version2.dk/artikel/10648-rapport-datacenter-er-billigere-end-cloud-computing, 
http://blogs.gartner.com/lydia_leong/2009/04/16/mckinsey-on-cloud-computing/ 
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side with Gartner on the opinion that the savings percentage would certainly depend on the company and 

level of cloud computing used. 

But this paper is not meant to be a criticism of [McKinsey, 2009]. This critique has been included to show 

how easily a report from a well regarded consultancy company can include arbitrary numbers. And that the 

cost benefits of cloud computing cannot be calculated for all companies in a single report. This criticism is 

also expressed at CIO.com39: The math of the comparison is complex and needs to include several expenses 

ƻǘƘŜǊǿƛǎŜ ƘƛŘŘŜƴ ƛƴ ǘƘŜ ŎƻƳǇŀƴȅΩǎ ōǳŘƎŜǘΦ 

If a direct comparison on costs is desired, one should not try to define and use metrics for comparing cloud 

computing with an internal data center. Instead there should be focus on the overall costs of running a 

current internal data center with the cost of all applications and the infrastructure maintenance. First then 

can one begin to narrow down the cost of each application and get a reasonable basis for a comparison. 

But the suggestions at CIO.com can also be used: Move an application in to cloud and make some 

experiences with the economics. 

Beside the economical advantages of cloud computing other advantages would have to be considered as 

well to make a full business case. This is a result of the economics are relatively unsure because the 

technology is new. As stated in [Andersen, 2008: 4] a direct comparison of an internal data center with 

cloud computing does not take the flexibility and scalability of cloud computing into account. Due to the 

difficulty of getting an overview of the parts, where the organization might get economical value, these 

parts should be considered independently and not as a whole. This is due to the sheer complexity of 

quantifying the value. 

13.2 Strategy 

This section will analyze the advantages and disadvantages of cloud computing seen in a strategic 

perspective.  

13.2.1  Exit strategy  

One of the first things to consider before using cloud computing is the exit strategy. The concept of cloud 

computing ƛǎ ǎǘŜŀŘƛƭȅ ŜǾƻƭǾƛƴƎΣ ŀƴŘ ǘƘŜǊŜŦƻǊŜ ƛǘΩǎ ŘƛŦŦƛŎǳƭǘ ǘƻ ŦƻǊŜŎŀǎǘ Ƙƻǿ ŎƭƻǳŘ ŎƻƳǇǳǘƛƴƎ ǿƛƭƭ ōŜ ƛƴ ŀ ȅŜar 

ƻǊ ŜǾŜƴ ǎƘƻǊǘŜǊΦ CǳǊǘƘŜǊ ǘƘŜǊŜΩǎ ŀn advantage for providers of cloud computing to lock-in their customers, 

resulting in a difficulty to switch provider, and thereby a higher threshold to price and functionality 

changes. This risk is further enhanced by an uncertainty for, if the chosen vendor has the capability to serve 

the company over a longer time period.  

The mentioned lock-in can be a result both of dependence of proprietary standards, for example by 

developing the IT systems to a specific platform, or simply by a contract signed with the cloud provider. 

wƛŎƘŀǊŘ bƛΣ ŀƴ ŀƴŀƭȅǎǘ ŀǘ DŀǊǘƴŜǊ DǊƻǳǇΣ Ǉƻƛƴǘǎ ƻǳǘ ǘƘŀǘ άBecause cloud computing is seen as a utility that 

you can turn on and off at will, some people don't look at the terms of the contract, which might specify a 

ŎƻƳƳƛǘƳŜƴǘ ƻŦ ǎŜǾŜǊŀƭ ȅŜŀǊǎΧέΦ 

                                                                 
39 http://www.cio.com/article/480595/The_Case_Against_Cloud_Computing_Part_Four 
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²ƘŜƴ ŜǾŀƭǳŀǘƛƴƎ ǘƘŜ ŜȄƛǘ ǎǘǊŀǘŜƎȅΣ ƛǘΩǎ ŀǎǎǳƳŜŘ ǘƘŀǘ ŀ ŎƻƳǇŀƴȅ Ƙŀǎ ŦƻǳƴŘ ǎƻƳŜ ƭǳŎǊŀǘƛǾŜ ŀŘǾŀƴǘŀƎŜǎ ǘƘŜȅ 

want to gain from the technology. Before using cloud computing ƛǘΩǎ important to evaluate these 

advantages against the cost of a possible exit from the vendor, and the cost associated with this move. 

Some degree of deployment will always be tied to the vendor, through virtual machine and interfaces used 

to access the cloud computing functionality. By making a choice to use the technology the company gains 

the benefits of the technology, but also the restrictions for the vendor offering these benefits. This is no 

different from using a specific database standard or programming language. 

Overall when evaluating cloud computing and the exit strategy ƛǘΩǎ ƛƳǇƻǊǘŀƴǘ ǘƻ ŎƻƴǎƛŘŜǊΥ 

 How long is the organization going to use cloud computing and how essential are the advantages? 

 What the conditions are in form of resources if the organization want to exit from the vendor, 

compared to the advantages of using cloud computing? 

 If the vendor use any specific components, or have any requirements, which could function as lock-

in, when signing up to use their services? 

Another thing to evaluate is the use of cloud functionality. If an organization use the cloud, but still keep 

the applications on-premise, the move back to internal infrastructure would be less difficult, as opposed to 

running the applications in the cloud. This is a result of running the application in the cloud would bind the 

application more to the cloud standards, than if the application was run on-premise. Yet, at the same time, 

running the application in the cloud could reduce some of the disadvantages (example latency issues). 

13.2.2  A customer -supplier collaboratio n 

As described in the Exit strategy section, cloud computing introduce a dependency on the chosen cloud 

computing vendors - something which is often viewed as a disadvantage of cloud computing. This 

dependency introduces a forced relationship between the customer and supplier. Even through the 

thought of a dependency on a 3rd part can be frightening, one of the advantages are a closer partnership 

between the vendor and the company. This mutually beneficial partnership exist because the company 

gains a advantage by having the clouds functionality, while the vendor gains an advantage both by 

economics of scale, and by the vendor paying for each used amount of functionality. However, if the 

vendor ŎŀƴΩǘ ŦǳƭŦƛƭƭ ǘƘŜ ǊŜǉǳƛǊŜƳŜƴǘǎ ƻŦ ǘƘŜ company, the closer partnership is a disadvantage for the 

company. See Exit strategy for more details.  

One of the concerns companies have when going into a partnership with a cloud computing vendor, is the 

potential for downtime40. Availability is very important for most companies, where 2 hours of downtime 

can mean a lot of lost revenue ƛŦ ƛǘΩǎ ŦƻǊ Ƴƛǎǎƛƻƴ ŎǊƛǘƛŎŀƭ ŀǇǇƭƛŎŀǘƛƻƴǎΦ ¢ƘŜǊŜŦƻǊŜΣ ǿƘŜƴ ŀ ŎƻƳǇŀƴȅ ŜǾŀƭǳŀǘŜǎ 

which of their applications that should rely on cloud computing, they should both look at regulations and 

confidential data and the required uptime for these applications. A way of ensuring uptime has been, and 

still is, the use of service level agreements (SLA) for guaranteed uptime. It should however be noted that 

{[!Ωǎ ŘƻŜǎ ƴƻǘ ƎǳŀǊŀƴǘŜŜ ǳǇǘƛƳŜΣ ōǳǘ ƻŦŦŜǊǎ ǎƻƳŜ ǎƻǊǘ ƻŦ ŎƻƳǇŜƴǎŀǘƛƻƴ ƛŦ ǘƘŜ ǾŜƴŘƻǊ ŘƻŜǎƴΩǘ ƭƛǾŜ ǳǇ ǘƻ ǘƘŜ 

agreement. Which in extend make the vendor indirectly more willing to meet the uptime requirement. An 
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advantage of having a partnership with a 3rd part, instead of using an internal IT department, is the financial 

effect of the SLA. LŦ ǘƘŜ ƛƴǘŜǊƴŀƭ L¢ ŘŜǇŀǊǘƳŜƴǘ ƛƴ ŀ ŎƻƳǇŀƴȅ ŘƻŜǎƴΩǘ ŦǳƭŦƛƭƭ ǘƘŜ ŀƎǊŜŜƳŜƴǘ ƛƴ ǘƘŜ {[!Σ ǘƘŜ 

compensation specified in the SLA should be given to the customer, which is the company itself. Therefore 

ǘƘŜ ŎƻƳǇŜƴǎŀǘƛƻƴ ƛǎ ƳŜŀƴƛƴƎƭŜǎǎΣ ōŜŎŀǳǎŜ ƛǘΩǎ Ƨǳǎǘ ǘǊŀƴǎŦŜǊǊƛƴƎ ƳƻƴŜȅ ŦǊƻƳ ƻƴŜ ŘŜǇŀǊǘƳŜƴǘ ǘƻ ŀƴƻǘƘŜǊ 

and does not cover the loss from the downtime. If a 3rd part vendor is used, the compensation given 

therefore covers a greater part of the loss than from an internal IT department. However, this advantage 

should be evaluated against the loss of control by using a cloud computing vendor. Financial compensation 

ŎƻǾŜǊǎ ǎƻƳŜ ƻŦ ǘƘŜ ƭƻǎǎŜǎΣ ōǳǘ ǿƘŀǘ ƛŦ ǘƘŜ ǾŜƴŘƻǊ ŘƻŜǎƴΩǘ ŦǳƭŦƛƭƭ ǘƘŜ ǊŜǉǳƛǊŜƳŜƴǘǎ over a longer time 

period? The relation between the cost and ability to influence is shown at the illustration below. 

 

Illustration 7: The cost of services and hosting against the ability to influence. 

For services in the cloud the cost is small, but the ability to influence and act on, example the vendor not 

meeting the company requirements, are low. Hosting is more costly, but at the same time the ability to 

influence is also increased. For maximum control and ability to influence, a company should run and host 

their applications on-ǇǊŜƳƛǎŜΦ Lƴ ǘƘƛǎ ǿŀȅΣ ǘƘŜȅ Ŏŀƴ ƳŀƪŜ ǎǳǊŜ ǘƘŜ {[!Ωǎ ŀǊŜ ƳŜŜǘΣ ƘƻǿŜǾŜǊ ǘƘŜ ŜŎƻƴƻƳƛŎŀƭ 

compensation is not worth as much, compared to the use of a 3rd party vendor. 

For most companies the situation ƻŦ ƘŀǾƛƴƎ ŀ ǾŜƴŘƻǊ ǿƘƛŎƘ ŎŀƴΩǘ ŘŜƭƛǾŜǊ ǿƘŀǘ the company wants, but at 

the same time give economical compensation, is deficient. The value gained from covering of loss and 

cheaper hosting, is canceled out by loss of revenue as a result of insufficient cloud services and eventual 

resources consumed when switching vendor. Therefore, as previously described, a company should always 

have an exit strategy. 

13.2.3  Flexible infrastructure  

One of the highlighted advantages executives wish to gain from SOA is more flexibility and re-use of 

functionality ς See Advantages and disadvantage of using SOA. Cloud computing does not bring this type of 

flexibility, as it can be seen more as a utility for developing application than a design style for application 

architecture.  

As the re-use of functionality is often highlighted for SOA, so is the scalability for cloud computing. The 

availability of nearly unlimited resources, and a pay-for-use model, is a clear advantage for using the 

technology. This advantage exists, because the responsibility for the underlying infrastructure is shifted 
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from the user to the vendor. In this way, one could say that the infrastructure from a company using cloud 

computing is more flexible, because the company can focus on the remaining segment and gain the 

scalability advantage of cloud computing. In another perspective, the infrastructure as a whole becomes 

more complex because (possible) some parts are run on-premise, and others are run in the cloud. The 

introduction of a 3rd party cloud provider, together with the lack of control ς see 13.3 Control ς improve the 

complexity for the infrastructure as a whole, but decrease the amount of time spent on the actual working 

with the infrastructure. Therefore, the advantages and disadvantages of a flexible infrastructure should 

been seen in the light of the wanted features, that is, what is flexibility to us? 

13.2.4  Choosing a cloud computing vendor  

As mentioned in the other section about strategy, there exist both advantages and disadvantages for each 

vendor offering cloud computing. At the movement, the supply of vendors is limited, see the section about 

Vendor offerings, but the supply will increase as cloud computing becomes more mature and widespread. 

²ƘŜƴ ŎƘƻƻǎƛƴƎ ŀ ǾŜƴŘƻǊ ǘƘŜǊŜΩǎ ŀ ƭƻǘ ƻŦ elements to consider. As mentioned in the section about exit 

strategy, the organization should decide for how long they consider using cloud computing, and what the 

cost in resources are if they want to get out again. This cost should be seen using different vendor; some 

may have contractual agreements which bind the organization for a year, while others might have 

proprietary standards which functions as a lock-in.  

The offering of SLA by the vendor is also important to consider. Not so much to guarantee uptime, see A 

customer-supplier collaboration which mentions that SLA does not directly guarantee uptime, but because 

the offering of SLA enhance the financial incentive for the vendor to: 

1. Have an optimal uptime for the cloud services, because the customers pay-per-use. 

2. Have an optimal uptime to avoid compensation to the user. 

The use of a SLA, enhances the financial loss for the vendor, and therefore indirectly results in better 

uptime. 

¢ƘŜ ǎƛȊŜ ƻŦ ǘƘŜ ǾŜƴŘƻǊ ƛǎ ŀƭǎƻ ƛƳǇƻǊǘŀƴǘΦ ±ŜƴŘƻǊ Ǿƛŀōƛƭƛǘȅ ƛǎ ƭŜǎǎ ƻŦ ŀ ŎƻƴŎŜǊƴ ƛŦ ƛǘΩǎ ǳǎŜŘ ŦƻǊ ŀ ǎƘƻǊǘ-term 

project like a promotional service41. At the same time, using a smaller vendor can result in more influence 

on their services, and result in an avoidance of a provider specific technology, which could make it easier to 

switch provider. !ǎ DŀǊǘƴŜǊ LƴŎΦ ŀƴŀƭȅǎǘ wƛŎƘŀǊŘ bƛ ǎŀȅǎ άWe will encourage lock-in if we close our eyes to 

other vendors in the industry. The CIO has a role to play in ensuring several vendors are involved in the 

assessment, selection and due diligence processέΦ ¢ƘŜ ŎƘƻƻǎƛƴƎ ƻŦ ǾŜƴŘƻǊ ǘƘŜǊŜŦƻǊŜ ŘƻŜǎ ƴƻǘ ƻƴƭȅ ŀŦŦŜŎǘ ǘƘŜ 

company, but the cloud computing marked as well. 

The illustration below shows this concept graphically: 
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Illustration 8: Large vendor versus small vendor. 

By choosing a large vendor, the result is a (greater) economy of scale and security. This is a result of the 

price for the services decrease as the number of ŎǳǎǘƻƳŜǊΩǎ increase, together with the assumption that a 

large vendor has a greater amount of customers than a small. !ƭǎƻ ǘƘŜ Ǌƛǎƪ ƛǎ ǎƳŀƭƭŜǊΣ ōŜŎŀǳǎŜ ƛǘΩǎ ƳƻǊŜ 

plausible that a large well established vendor can meet the requirements of an organization, than a small. 

On the other hand, choosing a small vendor results in insecurity for vendor capabilities, but also more 

ability to influence the vendor.  Also, as Richard Ni points out, it might contribute to the cloud computing 

marked as a whole. Roughly speaking, the illustrations states that a company should choose small vendors 

for projects of short time span or low strategic importance, and large vendors for project with a long time 

span or high strategic importance. 

13.3 Control 

In this subsection we will take a deeper look on the most important areas and points of criticism regarding 

control issues for use cloud computing. Among other thing we will look at the issues originating from the 

outsourcing of infrastructure and the implications of the basic of the cloud infrastructure. 

13.3.1  Multi -tenancy  

One of the advantages of cloud computing is the economics of scale from running large data centers and 

serving many customers on the same infrastructure. Customers can benefit from this, as they only have to 

pay for the used resources since the unused resources probably can be used to some degree by other 

customers. The customers do not see this because of the abstraction from the underlying infrastructure. 

But the economics of scale which allows for scalability and flexible payment comes at a price: Multi-tenancy 

is sharing of infrastructure. 

The advantage of this sharing is clear ς the cloud computing vendor can lower its prices compared to 

running dedicated hardware or applications. But this sharing brings with it dangers regarding intrusion into 

ŀ ŎƻƳǇŀƴȅΩǎ ŀǇǇƭƛŎŀǘƛƻƴǎ ƻǊ Řŀǘŀ ŦǊƻƳ ǘƘŜ ƻǘƘŜǊ ǘŜƴŀƴǘǎΦ ¢ƻ ǊŜŘǳŎŜ ǘƘŜǎŜ Ǌƛǎƪǎ ŎƭƻǳŘ computing vendors 

can utilize encryption on the data storage and databases. And even at the data processing level. But this is 

not the ŎŀǎŜ ŦƻǊ ǘƘŜ ƭŀǊƎŜ ǾŜƴŘƻǊǎΩ ǎǘŀƴŘŀǊŘ ƻŦŦŜǊƛƴƎ ǎǳŎƘ ŀǎ ŀǘ !ƳŀȊƻƴΣ DƻƻƎƭŜ ƻǊ SalesForce.com. They 
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make this a task for the customers themselves42. This is also why there are offered encryption solutions 

together with a cloud computing offering from companies like DiskCase43. A company therefore needs to be 

aware of the multi-tenancy issue and implement the security precautions deem necessary. We do not 

however find this to be a big issue, as the use of encryption on the client side would sufficiently secure the 

data from the other tenants. 

13.3.2  Geographical placement  

¢ƘŜ ǇƻǎǎƛōƭŜ ƎŜƻƎǊŀǇƘƛŎŀƭ ǎǇǊŜŀŘ ƻŦ ŀ ŎƭƻǳŘΩǎ ƛƴŦǊŀǎǘǊǳŎǘǳǊŜ ƛƴǘƻ ǎŜǾŜǊŀƭ ŎƻǳƴǘǊƛŜǎ ǊŜǉǳƛǊŜǎ ǿŀǊƛƴŜǎǎ ǘƻ 

what legal and security implications it has for a company using cloud computing. There are many 

regulations concerning privacy concerns and handling of information which can be hard to cope. How does 

a company for instance follow the Data Protection Directive in an EU country if it uses a cloud computing 

vendor with cloud data centers placed in several regions? Would it have to make sure that the vendor in 

America followed the Safe Harbor Principles? And what about data centers in Asia? 

An example of the risk of spreading data could be a company using cloud computing with geographically 

spread in data ŎŜƴǘŜǊǎ ƛƴ ¦{!Σ 9ǳǊƻǇŜ ŀƴŘ /ƘƛƴŀΦ ²Ƙŀǘ ƛǎ ǘƘŜ ŎƻƳǇŀƴȅΩǎ Ǌƛǎƪ ƻŦ ǘƘŜ /ƘƛƴŜǎŜ ŀǳǘƘƻǊƛǘƛŜǎ 

ŘŜƳŀƴŘƛƴƎ ŀŎŎŜǎǎ ǘƻ ǘƘŜ ŎƻƳǇŀƴȅΩǎ Řŀǘŀ ǊŜǎƛŘƛƴƎ ƻƴ ǘƘŜ Řŀǘŀ ŎŜƴǘŜǊ ƛƴ /Ƙƛƴŀ ǳƴŘŜǊ /ƘƛƴŜǎŜ ƭŀǿΚ hǳǊ 

recommendation would therefore be for companies to be wary of the geographical spread of the data 

centers when using cloud computing and to restrict the spread to regions in which there are adequate 

ǇǊƻǘŜŎǘƛƻƴ ŀƴŘ ŀƭƭƻǿ ŦƻǊ Ŧǳƭƭ ŎƻƳǇƭƛŀƴŎŜ ǿƛǘƘ ǘƘŜ ŎƻƳǇŀƴȅΩǎ ƭƻŎŀƭ ƭŜƎŀƭ ǊŜǉǳƛǊŜƳŜƴǘǎΦ 

The legal requirements for the country in which a company is based can be hard to overcome if the cloud 

computing vendor itself does not work with the customer. How can the company be sure that privacy 

requirements are complied with in the cloud, if the cloud computing vendor does not make sure that the 

cloud actually meets the requirements? But the vendors are beginning to be aware of this insecurity. 

Amazon for instance has made a whitepaper for the security for their services, [AWS, 2008], in which they 

describe their effort to work with their customers to comply with the Sarbanes-Oxley Act. We predict that 

the vendors to a greater extend will work with their customers to make their cloud computing offering 

ŎƻƳǇƭȅ ǿƛǘƘ ǘƘŜ ŎǳǎǘƻƳŜǊǎΩ ƭŜƎŀƭ ŎƻƳǇƭƛŀƴŎŜ ǊŜǉǳƛǊŜƳŜƴǘǎΦ 

13.3.3  Disaster recovery  

If a disasteǊ Ƙƛǘ ŀ ŎƻƳǇŀƴȅΩǎ ƛƴǘŜǊƴŀƭ ƛƴŦǊŀǎǘǊǳŎǘǳǊŜΣ ǿƘŀǘ ŀǊŜ ǘƘŜ ŘƛǎŀǎǘŜǊ ǊŜŎƻǾŜǊȅ ǇǊƻŎŜǎǎŜǎ ŀƴŘ 

ǇƻǎǎƛōƛƭƛǘƛŜǎ ŦƻǊ ŘƛǎŀǎǘŜǊ ǊŜŎƻǾŜǊȅΚ ¢Ƙƛǎ ŘŜǇŜƴŘǎ ƻƴ ǘƘŜ ŎƻƳǇŀƴȅΩǎ ŘŜŦƛƴŜŘ ǊŜŎƻǾŜǊȅ ǇǊƻŎŜǎǎŜǎΣ ǘƘŜ 

infrastructure design and the magnitude of the breakdown. But the important thing is that the company 

has the possibility of foreseeing and making plans for the disaster recovery. For cloud computing, this 

situation becomes more unclear as the infrastructure is taken care of by a cloud computing vendor. It is 

evident that the company gets a thorough overview of the cloud computing ǾŜƴŘƻǊΩǎ ŘƛǎŀǎǘŜǊ ǊŜŎƻǾŜǊȅ 

processes and built-in redundancy before it can fully trust the cloud computing vendor with important 

data.  

But that covers only the disaster recovery for data losses. What about the breakdown of the applications or 

services running in the cloud? As mentioned in [Andersen, 2008: 3] what does a company do if it has made 
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itself dependent on a storage service in the cloud and the services breaks down for hours? Is the company 

to have a backup cloud computing vendor in the backhand or have a backup infrastructure for those 

situations? This is a weighing of the extra cost for those backup solutions compared to the risk. The 

decision would have to be made in relation with the cost of a breakdown. 

[ŀǎǘ ǿŜ ǿƻǳƭŘ ƭƛƪŜ ǘƻ ŀǎƪΥ ²Ƙŀǘ ŀǊŜ ǘƘŜ ŘƛǎŀǎǘŜǊ ǊŜŎƻǾŜǊȅ ǇǊƻŎŜǎǎŜǎ ŀƴŘ Ǉƭŀƴǎ ŀǘ ȅƻǳǊ ŎƻƳǇŀƴȅΩǎ ŜȄƛǎǘƛƴƎ 

ƛƴŦǊŀǎǘǊǳŎǘǳǊŜΚ Iƻǿ ōƛƎ ŀ ŘƛǎŀǎǘŜǊ Ŏŀƴ ȅƻǳǊ ŎƻƳǇŀƴȅΩǎ ƛƴŦǊŀǎǘǊǳŎǘǳǊŜ ŜƴŘǳǊŜ ŀƴŘ ǎǘƛƭƭ ōŜ ǊŜŎƻǾŜǊŜŘ ŦǊƻƳΚ 

One has to have the current situation in mind before judging the possibilities of cloud computing as having 

a reasonable secure cloud computing vendor is not necessarily worse than the unknown internal one. And 

cloud computing vendors design their data center with hardware failure and redundancy in mind44. 

13.3.4  Types of lock -in  

In this subsection we will look at the different types of lock-in from cloud computing, but will not get into 

the strategic implications of lock-in which is done in [SEE Exit strategy].  

First, there is no open standards for cloud computing. The big cloud computing ǾŜƴŘƻǊǎ ŀǊŜƴΩǘ ŜƳōǊŀŎƛƴƎ 

[OpenCloudManifesto, 2009] and the commitment to openness of clouds of different vendors is very 

limited. Amazon, Google and Microsoft (the big cloud computing vendors) each have their own platform 

framework and APIs. Companies using cloud computing at a vendor should therefore have to redevelop 

their applications and services (not necessarily from scratch) if they wanted to move to a new cloud 

computing vendor. The applications and services risks being simply are too tied up on the PaaS and cloud 

design at the existing cloud computing vendor. A company has to be wary of using the advantages 

functionality of the PaaS to reduce lock-in to the cloud. 

Second, the database system used at the existing cloud computing ǾŜƴŘƻǊΩǎ ŘŀǘŀōŀǎŜ ƳƛƎƘǘ ŘƛŦŦŜǊ ŦǊƻƳ ǘƘŜ 

new cloud computing ǾŜƴŘƻǊΩǎΦ ¢Ƙƛǎ ƎƛǾŜǎ ǘǿƻ ǘȅǇŜǎ ƻŦ ƭƻŎƪ-in restricting an easy migration. Difference in 

database data format and difference in the database query language. The different database data format 

might be dealt with by using a converter in the migration process. This might be a costly and time 

consuming process, although it would only have to be done once. But the difference in database query 

language is more severe as database queries usually are integrated into the applications and services. 

Unless only basic SQL queries were used which could run on most SQL capable databases, the applications 

and services would have to be redeveloped. This might be a very expensive task due to a large number of 

applications having to be changed. 

The problem of lock-in is not found to disappear anytime soon. We still see companies experiencing lock-in 

on on-premise applications like ERP systems, so why should a new technology like cloud computing be 

considered any different? Migrations between large installations are not easy or cheap. So be aware of 

your choice of cloud computing vendor because your company might be stuck with the vendor due to sheer 

migration expenses. 

13.3.5  Supplier trust  

Cloud computing can be compared to external hosting. A company outsources its IT operations to be 

fulfilled by an external company according to an agreement. This requires trust in that the hosting company 
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has adequate management of risks. The difference is the abstraction of control but not the risk 

management itself: A company cannot manage the risk at an external company, but they can make sure the 

external company does have adequate management by using inspections or external audits. There are an 

uncertainty about the risk management used by cloud computing vendors and a tendency by companies to 

emphasize the risks of cloud computing too much and to be too optimistic with the existing internal data 

center or hosting solution45. Making sure of adequate risk management at a cloud computing vendor is not 

an impossible task ς it just requires some investigation.  

One have to remember that cloud computing is not an all or nothing technology. One can evaluate the risk 

management necessary for the individual portfolio of applications and find a cloud computing ǾŜƴŘƻǊΩǎ Ǌƛǎƪ 

management adequate for some of the applications but not for others. One does not have to have the 

optimal level of trust to a cloud computing vendor for moving less sensitive applications into the cloud. 

Regarding supplier trust one must remember to look at the financial strength and situation for a cloud 

computing vendor46. Due to dangers of lock-in and the costs of switching cloud computing vendor, one 

must be careful in the choice of vendor. Being a new business have to prove its long time viability so 

companies have to investigate possible cloud computing vendors and choose them carefully. The wrong 

choice can prove expensive. 

13.3.6  Status quo 

Companies are skeptical and reluctant to use cloud computing due to the uncertainty about security and 

ŎƻƴǘǊƻƭΦ !ǎ ŎƭƻǳŘ ŎƻƳǇǳǘƛƴƎ ƛǎ ŀ ƴŜǿ ŎƻƴŎŜǇǘ ǘƘƛǎ ƛǎ ŜȄǇŜŎǘŜŘ ŀƴŘ ǎŜŜƴ ŀǎ ŀ ǊŜŀǎƻƴŀōƭŜ ǇǊŜŎŀǳǘƛƻƴ ŀǎ ƛǘΩǎ 

ǘȅǇƛŎŀƭƭȅ ƴƻǘ ǘƘŜ ŦƛǊǎǘ ƳƻǾŜǊǎ ŦƻǊ ǳǎƛƴƎ ŀ ƴŜǿ ǘŜŎƘƴƻƭƻƎȅ ǿƘƻ ǿƛƴǎΤ ƛǘΩǎ ǳǎǳŀƭƭȅ ǘƘŜ ŦƻƭƭƻǿŜǊǎ ǿƘƻ ǳǎŜ ǘƘŜ 

tŜŎƘƴƻƭƻƎȅ ǿƘŜƴ ƛǘ Ƙŀǎ ƳŀǘǳǊŜŘ ŀƴŘ ŘƻŜǎƴΩǘ ƘŀǾŜ ǘƻ ƳŀƪŜ ǘƘŜ ƭŀǊƎŜǊ ƛƴǾŜǎǘƳŜƴǘǎ ǘƻ ŘŜǾŜƭƻǇ ǘƘŜ 

technology early on.  

But does anything change for the worse with cloud computing? We would like to challenge the perception 

about cloud computing being too insecuǊŜ ŀƴŘ ŎƻƳǇƭŜǘŜƭȅ ƻǳǘ ƻŦ ǘƘŜ ŎƻƳǇŀƴƛŜǎΩ ŎƻƴǘǊƻƭ ǿƛǘƘ ǎƻƳŜ 

questions for companies:  

 Iƻǿ ōƛƎ ŀ ŘƛǎŀǎǘŜǊ Ŏŀƴ ȅƻǳǊ ŎƻƳǇŀƴȅΩǎ Řŀǘŀ ŎŜƴǘŜǊ ǎǳǊǾƛǾŜΚ 

 What is the current risk management of the internal infrastructure? 

 What is your actual uptime with your internal infrastructure and external hosts? 

 How much control do you have over the data placed at external hosts? 

 How many proprietary standards are used in your current installation? 

/ƭƻǳŘ ŎƻƳǇǳǘƛƴƎ ƛǎ ŀ ƴŜǿ ǘŜŎƘƴƻƭƻƎȅ ŀƴŘ ŎƻƳǇŀƴƛŜǎΩ ƴŜŜŘǎ ǘƻ ōŜ ǿŀǊȅ ƻŦ ƛǘǎ ǳǎŜΦ .ut to simply look at the 

control and security issues of cloud computing internally in the organization without examining the current 

situation is headless. 

                                                                 
45 http://www.cio.com/article/478419/The_Case_Against_Cloud_Computing_Part_Two 

46
 http://www.version2.dk/artikel/10164-unikke-graenseflader-kan-laase-kunder-fast-i-skyen (in Danish) 

http://www.cio.com/article/478419/The_Case_Against_Cloud_Computing_Part_Two
http://www.version2.dk/artikel/10164-unikke-graenseflader-kan-laase-kunder-fast-i-skyen
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Many enterprises do not have a proper data security procedure (how many times have an USB key with 

sensitive data not been lost in a subway?) or are too centered on the savings when outsourcing. How much 

security does an enterprise normally have when outsourcing development and maintenance to India? A 

contract of promises to handle the data with care is not considered sufficiently. And the internal 

procedures in enterprises are sometimes not that greatly enforced or well designed. But this is not meant 

as rampage against enterprise security. It is meant as a criticism of the focus on the security risks of cloud 

computing but lack of knowledge on the current state of security. It might be a frightening experience if an 

audit of the current security situation in an enterprise was made with the critical approach as used for 

cloud computing. 

Quote of James GovŜǊƴƻǊΥ άSecurity is the big red herring!έΦ ¢Ƙƛǎ ƛǎ ŦƻǳƴŘ ǘƻ ōŜ ŀ ǾŜǊȅ ǾŀƭƛŘ ǎǘŀǘŜƳŜƴǘ ǘƘŀǘ 

the great focus on the security issues in cloud computing diverts the debate from the benefits of cloud 

computing. Whether this is due to fear of the unknown or done deliberately is not known, but the result is 

an excessive fight against cloud computing on security issues which might not be a real issue for an 

organization. 

13.4 Modernization  

This section will describe and discuss the organizational changes required to successfully implement use of 

cloud computing.  

13.4.1  Learning new competences  

Upon the introduction of a new technology, there will always be a requirement for new competences and 

skills. This is no different for cloud computing which requires a new set of competences in understanding 

and using the technology. This is a disadvantage of cloud computing because the transformation from 

before to after can be seen as a revolution rather than an evolution47. Because of this, the introduction of 

cloud computing is plausible to result in a large investment in human resources. This investment should be 

seen versus the value of cloud computing gained from these competences when evaluating how the 

technology can be applied to the organization. However, cloud computing represents a new computing 

platform, and IT organizations have lived through platform transitions a number of times in the past. άIn 

these times of Windows developers being a dime a dozen, it's easy to forget that at one time, Windows NT 

skills were as difficult to locate as a needle in a haystackΦέ48.  

13.4.2  Resistance to change 

Besides the requirement to acquire new competences and skills, the people currently working in the 

organization might be a threat to the technology as well. For instance, as mentioned in 13.1.1 Dismantling 

the existing infrastructure the usage of cloud computing will affect the people responsible for it 

maintenance, possible make them superfluous. Facing this threat, it is no wonder if they will become 

resistant to the use of cloud computing. 

                                                                 
47

 This can of course be discussed. We find that cloud computing is a new paradigm in IT development and could 

therefore be seen as a revolution. 
48

 From http://www.cio.com/article/477473/The_Case_Against_Cloud_Computing_Part_One 
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As a rule in general, people are always afraid of the unknown, and thereby, change. This fear is enhanced 

by the fact, that cloud computing is not very well defined and is hyped in the media. The media hype results 

in people being very skeptical of the promised advantages, and is something to consider upon 

implementation. 

The resistance to change is not an advantage or disadvantage of cloud computing, as it exists with all 

changes in an organization. But because of the current situation with hype and example the parallel 

between the internet and cloud computing drawn by Nicholas Carr [Carr, 2009]Σ ƛǘΩǎ ƴŜŎŜǎǎŀǊȅ ǘƻ ōŜ ŀǿŀǊŜ 

of. 

13.5 Summary 

This section gave an answer to the first part of the problem definition, that is: άWhat influence can cloud 

ŎƻƳǇǳǘƛƴƎ ƘŀǾŜ ƻƴ ŀƴ ƻǊƎŀƴƛȊŀǘƛƻƴΩǎ ǳǎŜ ƻŦ L¢ ǘƻ ǎǳǇǇƻǊǘ ǘƘŜ ōǳǎƛƴŜǎǎ. The different areas where cloud 

computing can influence the organization, was split into 4 parts.  

For the economics area, the dismantling of the infrastructure, scalability and making a business case was 

found to be the areas with most influence. For the dismantling of infrastructure, the advantage was to 

move the cost from maintenance and infrastructure investments, to a cost-model where payment is made 

only for the actual usage. The disadvantage was that to gain this advantage, investments in an existing 

infrastructure could be considered sunk-ŎƻǎǘΣ ŀƴŘ ǘƘŜǊŜΩǎ ƴƻ ƎǳŀǊŀƴǘŜŜ ǘƘŀǘ ƛǘΩǎ ƭŜǎǎ ŜȄǇŜƴǎƛǾŜΦ CƻǊ 

scalability the advantage was that the cloud resources available for an organization, aligned to actually 

need, and provides a way for start-up companies to avoid heavy initial investments in infrastructure. The 

last economical area was that the economics for cloud computing was hard to quantify, and as ŀ ǊŜǎǳƭǘΣ ƛǘΩǎ 

ŘƛŦŦƛŎǳƭǘ ǘƻ ƳŀƪŜ ŀ ŎƭŜŀǊ ōǳǎƛƴŜǎǎ ŎŀǎŜΦ CǳǊǘƘŜǊ ƛǘΩǎ ŘƛŦŦƛŎǳƭǘ ǘƻ ŎƻƳǇŀǊŜ ŎǳǊǊŜƴǘ Ŏƻǎǘ ǿƛǘƘ ǘƘŜ Ŏƻǎǘ ƻŦ ŎƭƻǳŘ 

computing, and therefore difficult to predict if the technology is an advantage from an economical 

perspective. 

For the strategic area, the exit strategy, forced partnership with the cloud computing vendor and the 

infrastructure flexibility was found to be relevant for an organization considering using cloud computing. 

For the exit strategy, it was described that an organization should clarify for how long they wanted to use 

cloud computing, and how they could revert to their existing infrastructure. They should also consider the 

different cloud computing vendors in form of contractual agreements and other forms of lock-ins. The 

subsection about the customer-supplier collaboration highlights the use of SLA, but concludes that they 

ŘƻƴΩǘ ŘƛǊŜŎǘƭȅ ƎǳŀǊŀƴǘŜŜ ǳǇǘƛƳŜ ƻǊ ƻǘƘŜǊ agreements mentioned in the SLA. Further the ability to influence 

the provider decreases as the cost of their services decreases and as a result an organization should 

strategically consider exactly what parts of the organizationΩs IT are going to use using cloud computing. 

Both in form of economical factors, and ŎƻƴǎƛŘŜǊƛƴƎ ǘƘŀǘ ǘƘŜ ǇǊƻǾƛŘŜǊ ŘƻŜǎƴΩǘ ƴŜŎŜǎǎŀǊƛƭȅ ƳŜŜǘ ǘhe SLA 

requirements. Last the infrastructure flexibility concludes that cloud computing can be seen more as an 

utility than a architectural style like SOA, and the flexibility comes from the infrastructure focus, rather than 

a specific style of design. 

For the control many factors was found to be of concern: Sharing the infrastructure with other 

organization, the possible placement of data in different region, recovery process and trust in cloud 

ŎƻƳǇǳǘƛƴƎ ǾŜƴŘƻǊǎΦ LǘΩǎ ƘŀǊŘ ǘo make a summary on this matter that would be adequate. Instead the 
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reader is suggested to read the subsections for advantages and disadvantages of these areas. An 

organization can investigate the current status quo for and assess whether the control issues for cloud 

computing are problematic for the intended uses of cloud computing. Cloud computing might be an 

improvement of security instead of a deterioration compared to the current situation. 

The last area, modernization described the two main areas where cloud computing influenced the 

organization. The learning of new competences highlights that cloud computing is a big change from the 

use of an internal infrastructure and that the introduction of cloud computing will therefore possibly 

require a large investment in resources to be successfully implemented. The resistance to change in the 

staff is also highlighted as an important area. This is due to both the hype about cloud computing and the 

implications for the IT maintenance department, where associated employees could lose their jobs. 

14 SOA and cloud computing 
This section will analyze and asses how SOA and cloud computing coexist. The section will discuss the 

technical coexistence, the synergies and problems by combining the two concepts, and finally how cloud 

computing can be applied to a company using SOA and the other way around. The section will answer the 

second part of the problem definition, that is: άIƻǿ ŘƻŜǎ ŎƭƻǳŘ ŎƻƳǇǳǘƛƴƎ ŀƴŘ a service oriented 

architecture coexist?έΦ 

14.1 The technical coexistence 

This subsection will describe the usage of different standards when an organization uses a SOA and runs its 

services using cloud computing and/or on-premise/hosted. The subsection will both look at the 

communication standards uses between the services and the runtime framework for the services to run on. 

14.1.1  Communication standards  

In a SOA the services are called with different communication standards. The same can apply for cloud 

computing. 

The illustration under shows an outline of the standards used. Note that there has been made some 

assumptions and limitations for the illustration: 

 The illustration does not cover use of all the communication standards which can be used as 

several more standards exist. 

 The situation illustrated requires that the cloud computing vendor uses open web service standards 

for the exposed standards. Some cloud computing vendors might use a proprietary standard for 

internal/external communication. 

 It is assumed that the services running in the cloud can communicate with each other and can not 

only be access from outside the cloud. 
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Illustration 9: Standards uses for SOA and cloud computing. 

As the illustration shows, the standards used to communicate between the services are web service 

standards like SOAP, CORBA, the use of HTML together with XML or another standard. The standards used 

ŀǘ ǘƘŜ ǎŜǊǾƛŎŜ ŎƻƴƴŜŎǘƛƻƴǎ ŘƻƴΩǘ ƴŜŜŘ ǘƻ ōŜ ǘƘŜ ǎŀƳŜ for all the services connections. There is no 

contradiction for the standards used for the services in a SOA for an on-premise/hosted infrastructure to 

the standards used at a cloud computing vendor. This makes the technical connection of services across the 

two environments becomes less of an issue and ensures interoperability between the services in the two 

environments.  

However a company should be wary of making the coupling that a SOA a cloud use the same standards ς 

this is not necessary the case. E.G If the services run on-premise/hosted use the SOAP standard and the 

cloud computing vendor uses CORBA, the two standards will have to be used in coexistence. This is an issue 

to take into consideration as it can complicate the service development and control. If services are to be 

able to call services by both standards this could increase maintenance costs and complexity. But it might 

be an issue already being handled in the organization or one being manageable. An organization would 

have to consider this issue further in the context of its own architecture to estimate the consequences. 

The connections to the service repository do not change with the use of cloud computing. This requires 

that services run on-premise/hosted and in the cloud both are exposed in the joint service repository. This 

would not change the service exposure standards used. 

The only communication standards identified to be proprietary or product specific are the database 

connections. These are tied to the specific product used as the query languages for different database 

products wary. This makes services directly connected to databases being bound to the specific database 

product used. But as the services in both environments are not to be tied up to the data sources only the 
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low level services with direct database connections will be tied up. The rest of the services would have an 

abstraction from the database through the use of the low level access service for the databases. Because of 

the low number of bound services the specific standards are not seen as an issue. 

One of the main purposes of a SOA regarding our definition and technical coexistence are loose coupling 

and accessibility. Loose coupling is still upheld due to the services needs not be coupled stronger when 

using the cloud as the services can still be built around the principle of reuse. Accessibility for the SOA is 

obtained by the use of a common service repository and web service standards. This makes the services 

accessible across the environments and the location of the services transparent. The transparency of 

location makes the service consumer unaware of whether the services used is run on-premised/hosted 

infrastructure or in the cloud ς the service consumer just calls the service located with the service 

repository. 

If the communication standards used by the cloud computing vendor are not open but proprietary, the 

communication between services on an existing SOA and in a cloud may not be possible without using 

middleware for communication or with greater migration costs. This would hinder the use of a hybrid 

model as the interoperability between services in the two environments are less flexible and more costly to 

setup. 

14.1.2  Service runtime framework  

Apart from the communication standards use to communication between the services there is also the 

matter of runtime framework used: How much does the platform differ from the framework on which the 

services are run? And which development languages can be used? 

The development languages which can be used rely on the platform offered in the cloud. This differs by the 

different cloud computing vendors where for instance Google AppEngine only supports PHP and JAVA 

whereas Amazon Web Services lets one run a virtualized operating system with the runtime frameworks of 

choice. This Google approach limits the services which can be moved from an existing SOA and may require 

some redevelopment of them. It does however have the advantage of removing the operating system 

setup from the customers. This is a weighing of the two options: Freedom from operating system setup or 

freedom to choose a runtime framework. 

The use of virtualized operating systems in the cloud is seen as an evolution allowing a more easy transition 

without the need for big changes in the services. This would make utilizing cloud computing a smaller effort 

than if the technical framework hanged and the services would have to be rewritten. The last case is seen 

ŀǎ ōŜƛƴƎ ǘƘŜ ŎŀǎŜ ŦƻǊ ǘƘŜ DƻƻƎƭŜ !ǇǇ9ƴƎƛƴŜ ŀƴŘ aƛŎǊƻǎƻŦǘΩǎ ²ƛƴŘƻǿǎ !ȊǳǊŜΥ ¢ƘŜ ƻŦŦŜǊƛƴƎ ƛǎ ŀ ǊŜǾƻƭǳǘƛƻƴ 

with a new way of building and designing services. Enterprises wanting to use AppEngine or Azure will have 

to redevelop their services to be put into the cloud. With a transition for an existing portfolio of services 

the evolution would be smoother than with the revolution approach. 

14.2 Synergies of SOA and cloud computing 

To help analyze in which areas the combined effect of SOA and cloud computing is greater than the sum of 

their individual effects, the first step is to see in which areas the two concepts overlap. Areas of overlap can 
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be a disadvantage as a result of an equalization of the advantages compared to the introduced non 

overlapping disadvantages. The illustration below shows a simplified model for this: 

 

Illustration 10: The overlap between SOA and cloud computing 

As Illustration 10 shows, there is no area of direct overlap between the two concepts. This does not mean 

ǘƘŀǘ ǘƘŜǊŜΩǎ ƴƻ ŘƛǎŀŘǾŀƴǘŀƎŜǎ ǿƘŜƴ {h! ŀƴŘ ŎƭƻǳŘ ŎƻƳǇǳǘƛƴƎ ŎƻŜȄƛǎǘǎΣ however ǘƘŜǊŜΩǎ ƴƻ ŘƛǎŀŘǾŀƴǘŀƎŜ ŀǎ 

a result of equalization of advantages. In other words: SOA and cloud computing are different concepts, 

with different orientations and different focus. 

Some of the highlighted advantages of SOA are the flexibility, consistency and re-use of functionality, see 

Advantages and disadvantage of using SOA. By having IT mirror the business activities, the organization can 

focus on having the IT functionality needed to run their business, and in this way support their core 

business activities with IT. One of the implications by using SOA is an increased infrastructure 

requirement49 whƛŎƘ ǘƘŜ ōǳǎƛƴŜǎǎ ŎƻƴǎƛŘŜǊ ŀ άƴŜŎŜǎǎŀǊȅ ŜǾƛƭέΣ ŎƻƳǇŀǊŜŘ ǘƻ ǘƘŜ ŀŘǾŀƴǘŀƎŜǎ ƻŦ {h!Φ /ƭƻǳŘ 

computing focus on abstraction from internal infrastructure, but at the same time introduces 

disadvantages in form of insecurity and complexity50. Cloud computing removes the infrastructure mess, 

ǿƘƛŎƘ ǘƘŜ ōǳǎƛƴŜǎǎ ǎŜŜΩǎ ŀǎ ŀ ōŀǊǊƛŜǊ ǘƻ ƘŀǾŜ {h! ǊŜǇǊŜǎent the business in more detail, and thus removes 

the necessary evil. 

The advantage of SOA as aligning IT with the business is therefore enhanced by not having to worry about 

the infrastructure, which the cloud computing vendor is responsible of. The business can use more time on 

aligning the business and IT, and less time on worrying how and if the infrastructure can support this. At the 

same time, the advantage of abstraction of infrastructure is not decreased by using a SOA. Therefore, the 

ability of SOA to align the business with IT, and the abstraction of infrastructure offered by cloud 

computing, are synergies. 

As described earlier, a SOA should realize that services could be re-used in other contexts than the one it 

was original designed for. This requirement enforces consistency and re-use, as the services should be 

independent from each other, and deliver the same result when used in different contexts. The 

architectural style of design does however not take the amount of usage into account. Using the same 

service in two different contexts could easily increase the number of uses with more than 10 times. As a 

                                                                 
49

 Because SOA is an architectural style of design, the infrastructures have to reflect this compared to a more simple 

architecture. The increased requirements are even mentioned in some of the SOA definitions.  
50

 Among others; See Advantages and disadvantages of cloud computing 
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result of this, the efficiency of the service running on the current infrastructure could be insufficient in 

another context than the one it was original designed for.  

The highlighted problem could mean that an instance of a service should be created on a system which 

could handle this load ς or that the original service should be moved to a system which could handle peak 

load. In both ways, this would introduce increased complexity or idle resources. 

The scalability of resources offered by cloud computing is found to solve this problem. Of course the 

scalability of cloud computing applies to all forms of architectural styles, not just SOA. Yet, one of the core 

ideas in SOA, the re-ǳǎŜ ƻŦ ŦǳƴŎǘƛƻƴŀƭƛǘȅ ŀƴŘ ŎƻƴǎƛǎǘŜƴŎȅΣ ƛǎ ƎǊŜŀǘƭȅ ŜƴƘŀƴŎŜŘ ǿƘŜƴ ǘƘŜǊŜΩǎ ƴƻ ƛƳǇƭƛŎŀǘƛƻƴǎ51 

of increase usage amount of the services. The synergy between the scalability and re-use of functionality 

results in a more precise logical representation of the mirrored business activities. This is because the 

design of the services can focus more on the functionality of the business activity mirrored, and not having 

to worry too much about load-times, usage etc. Further, the complexity is reduced as the ǎŜǊǾƛŎŜ ŘƻŜǎƴΩǘ 

need to be replicated in different contexts dependant on usage amount.  

14.3 Problems with the coexistence 

While the previous section focused on the synergies between cloud computing and SOA, this section will 

focus on the problems. Both using cloud resources from on-premise and running applications in the cloud is 

considered cloud computing, see the definition of cloud computing. 

A problem using cloud resources, but still running most of the applications and services on-premise, could 

be the increased latency. If the grain of the activities was chosen too fine or there were too many services, 

this could result in a lot of connections to the cloud. These connections could result in a long wait time 

compared to the use of internal resources52, especially when used extensively. The problem exists because 

SOA enforces re-use and loosely coupling between the services by segmentation. Having many relatively 

small services, which each use the cloud externally, could result in slow response time, compared to having 

one single service using the cloud once. Besides the issue with latency, no significant problems are 

identified besides those of regular cloud usage (example security issues).  

In the previous sections, different approaches for running applications using the cloud, was introduced. The 

first, to run all application on-premise, was discussed above. The usage of a hybrid model, where a 

company run some applications on premise, while others in the cloud ς see Illustration 4 ς is found to be 

the most used in the future. Unfortunately, this is also the approach which induces the most issues. One of 

these issues is the interoperability and consistency requirement of a SOA. It should be noted that the stated 

issues with the hybrid model only ŀǇǇƭȅΣ ƛŦ ǘƘŜ {h! ƛǎ ǇǊŜǎŜƴǘ ŦƻǊ Ƴƻǎǘ ƻŦ ǘƘŜ ƻǊƎŀƴƛȊŀǘƛƻƴΣ ǘƘŀǘ ƛǎΣ ƛŦ ƛǘΩǎ ƴƻǘ 

only standard off-the-shelf applications which are moved to the cloud.  

The reason for choosing a hybrid model instead of a full cloud solution can be due to several factors: 

Regulations of geographical data spread, policy not to outsource business critical applications, security 

concerns, exit strategy etc. Often the decision is made as a result of an uncertainty of losing control of 

applications or data to a 3rd part. When a hybrid model is used together with a SOA implementation, 

                                                                 
51

 Except of course increase usage. 
52

 Under the assumption that internal connections are faster than connections to the cloud 
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services both on-premise and in the cloud exists. SOA requires these services to mutual communicate, 

which means that a service in the cloud should be able to communicate with a service on-premise (to 

support re-use and consistency of functionality). However, if the reason for not moving all the SOA services 

to the cloud, is security or uncertainty concerns, what guarantee is there, that by communicating with each 

other, that ǘƘŜ ǎŜǊǾƛŎŜǎ ŘƻŜǎƴΩǘ ǾƛƻƭŀǘŜ ǘƘŜ ǎŜŎǳǊƛǘȅΣ ŀƴŘ ƛƴ ŜȄǘŜƴŘ ǊŜŀƭƛȊŜ ǘƘŜ ŎƻƴŎŜǊƴǎ ƻŦ ǘƘŜ ƻǊƎŀƴƛȊŀǘƛƻƴΚ 

The described situation can be seen on the illustration below: 

 

Illustration 11: Organizational services segmented on-premise and in the cloud. 

As Illustration 11 shows, the usage of S4 to S1 represents a business activity which uses both non critical 

and critical information. S5 and S6, which are moved to the cloud, represent an activity as well. The 

problem occurs when a new service is created which use both S2 (which is business critical) and S6 which 

are in the cloud. If the organization wants to avoid having the output from T1 made available by the 

services in the cloud, but still want the functionality, a service with the same functionality as S6 should be 

created internal. Creation of a new service, with similar functionality as another in the architecture, violates 

the requirement in SOA of consistency. Service re-use, and in extend using the low-level service in different 

contexts, ensures that the output is similar each time.  

The above described situation would increase the complexity of the SOA; not only would an organization 

have internal instances of the services running in the cloud, they would also have to strictly classify, which 

services could communicate with each others. Considering that it already takes a long time, before the 

value of a SOA is available to an organization53, this increased complexity can be a huge barrier to the 

architectural success. 

Yet, the hybrid model should not be considered worthless if combined with SOA. The problem here is not 

so much the segmentation and mutual communication of services, but the viewpoint of the executives. The 

security concerns by having services in the cloud communicate with business critical services, and as a 

result the exposure of the information, should be compared to the expose of information that exists 

internally. A person might just as well grab an USB stick and transfer the data inside the organization, as a 

person at a cloud computing vendor might look at the data. Further the services usually represent small 

parts of the total represented functionality, and as a result it would be hard to reverse engineer the output 

to something useful for an outside person. 

The real problems with the coexistence of a hybrid approach of SOA and cloud computing is not technically, 

but human. Put to the extreme: If the sole reason for choosing the hybrid model is organizational security 
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concerns, then choose a full on-premise solution. The problems will still exist, and the SOA would be 

crippled by increased complexity and dependency. However, if the reason for choosing the hybrid model is 

for other strategic reasons such as geographical spread, scalability or similar, then the approach can be a 

good choice. There would still be problems, but at the same time the advantages of scalability and costs is 

also very lucrative. 

14.4 Combining the two 

This subsection will go through how the use of cloud computing can be introduced when using SOA. This 

will also include the advantages and disadvantages. 

The use of the two concepts was not found to be a contradiction. Rather the two concepts were found to 

have synergies although some problems were identified. But in an overall and pragmatic light, how does 

SOA and cloud computing combine? In short an organization can use SOA for splitting its processes into IT 

services by a small grain to get flexibility and reuse while cloud computing can be used to get rid of the 

maintenance of the infrastructure. The focus on business processes in SOA can get more focus for the IT 

developers by having the infrastructure maintenance outsourced to the cloud computing vendor. And the 

migration to using cloud computing can be eased by the lower grain for services in the SOA ς a large 

migration of an application is not as necessary as the individual and smaller services can be moved 

independently into the cloud. The advantages and disadvantages are analyzed in detail in subsections 

below. 

14.4.1  SOA a condition for cloud computing?  

In [Andersen, 2008: 4] it is advocated that a SOA is a condition for using cloud computing. This view is not 

found to be the case based on the argument, that an organization could move an entire application into the 

cloud. The bindings for the application in other applications and for the users could be replaced with 

application calls over the Internet. This would not require any SOA usage and would make the application 

seem to Ǌǳƴ ƭƛƪŜ {ŀŀ{ ŦǊƻƳ ǘƘŜ ǳǎŜǊǎΩ ǇŜǊǎǇŜŎǘƛǾŜΦ  

The use of large applications containing business and infrastructure intermixed does make the movement 

of non-sensitive applications harder. A SOA eases the transition to cloud computing due to looser coupling 

ōŜǘǿŜŜƴ ǎŜǊǾƛŎŜǎ ŀƴŘ ƘŜƭǇǎ ƎŜǘǘƛƴƎ ŀƴ ƻǾŜǊǾƛŜǿ ƻŦ ǿƘƛŎƘ ŀǇǇƭƛŎŀǘƛƻƴǎ Ŏŀƴ ōŜ ƳƻǾŜŘ ŀƴŘ ǿƘƛŎƘ ŎŀƴΩǘΦ ¢ƘŜ 

loose coupling in SOA makes the different services not being tied up to each other and having tight 

dependency. 

14.4.2  Advantages  

The advantages for the combination are the same as if an internal infrastructure was virtualized and the 

servers consolidated, but with greater scalability for the available computing resources. The scalability of 

cloud computing removes the need for using load balancing between the services on different servers as 

the vast resources of cloud computing can be used as a large pool of resources. 

The abstraction from the infrastructure with cloud computing, has the advantage that this allows for an 

organization to focus on supporting the business processes instead of using resources on maintaining and 

developing the infrastructure. This way the focus shifts from the technical hardware to the services and 

needs of the business as is the focus of SOA. This also makes an organization stop focusing on being its own 
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hardware maintainer and focus on the activities in which it can get business value ς supporting the business 

with IT. 

Using cloud computing can give benefits instantly with the scaling of resources, flexible payment model and 

removal of infrastructure maintenance. Combined with an the development of a SOA this might help give a 

short term victory in the development and get more rapid business value from the SOA due to the 

increased focus on business processes. 

The focus on security for cloud computing usage may be used to do an audit on the current security 

situation and this way shed some light at existing security issues. This may also give another perspective on 

the security issues of cloud computing when having the current situation to compare with. And as written 

in subsection 13.3 Control, the security issues of cloud computing might be more theoretical than real 

issues. The synergies of SOA and cloud computing does not need to be disregarded due to unjustified 

security concerns. 

14.4.3  Disadvantages  

SOA as a design approach can be a very large investment and take several years before the benefits can be 

reaped. For an organization creating a SOA over several years this takes a lot of resources and time from 

the organization. If an organization is busy building up a SOA the simultaneous introduction of cloud 

computing can be the last straw that makes the SOA project collapse under its own weight. When 

implementing SOA awareness of the added complexity must be evaluated. 

In the combination of the two technologies the overall architecture becomes more difficult to manage and 

it gets harder to get an overview over the development. The increased complexity will need to be handled 

with adequate management processes and governance of the architecture. The combination can also make 

an exit strategy more costly to develop and execute due to the increased complexity. An exit strategy 

would have to take a reintroduction of the infrastructure and a possible decoupling of services from the 

cloud computing vendor platform into perspective. This makes an organization more vulnerable to a lock-in 

situation. 

The data security issues mentioned in the previous section regarding data security policies needs to be 

taken into consideration when using services running both on-premise/hosted and in the cloud. The data 

placement might be an issue for sensitive data and governance and as a result, modeling of the different 

data sources is necessary to carry out. But as written earlier on the topic on security issue, the issues must 

be carefully analyzed and the concerns justified. 

14.5 Introducing SOA when using cloud computing  

Until now in this section we have focused on the case of a company having a SOA and wanting to use cloud 

computing. But this might not always be the case as the reverse could be: A company could use cloud 

computing and want to redesign it for SOA. But we do not see this situation to differ much from the 

situation of wanting to redesign for SOA without the use of cloud computing. There will still be problems 

and synergies mentioned in the above subsections as apply: The data security would still have to be 

clarified for using services running in the cloud, there would still be process of splitting up of applications 

into smaller services and the placement of common services would still need to be settled. 
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14.6 Summary 

In this section the coexistence of SOA and cloud computing was analyzed. There was not identified an 

overlap between the two ς see Illustration 10, as the two concepts had different focus areas and 

orientation. The use of defacto web standards in both SOA and cloud computing also makes the 

combination easier to implement, as the two do not necessarily differ much on the technical side. 

The two concepts were found to have synergies in their combined use. The infrastructure abstraction and 

scalability of cloud computing was found to enhance how SOA could align the business and IT, by removing 

the concerns for infrastructure usage. The introduced independence of internal infrastructure allowed for 

the business to design their services without the concern of usage amount.  

For organizations running all their services on-premise using the cloud, the use of SOA and in extend the 

segmentation of activities, could result in increased latency and unacceptable response time. Further the 

hybrid model was identified as the main approach for most organizations, but the value of SOA was greatly 

decreased if the reason for choosing the hybrid model, instead of a full-cloud solution, was security 

concerns. Overall the problems with the coexistence were not found to be technical, but organizational.  

Further SOA is not a necessity for using cloud computing ς an organization can move an entire application 

into the cloud and not use SOA. However the usage of SOA can give the organization a better overview of 

its services and available options for moving part of the organizational infrastructure into the cloud. 

15 Overall summary  
This section contains an overall summary of the areas found most important in relation to the problem 

definition identified in this paper.  

Cloud computing can have a great influence on the way organizations think about infrastructure: It can shift 

infrastructure from being a large investment with maintenance of hardware to become a commodity paid 

for by consumption. The use of cloud computing can make vast amounts of computing resources available 

without the need for initial investments or upkeep of resources internally being idle. 

Further the implications of the abstraction from the infrastructure bring with it great advantages such as 

scalability and the built in design for error. An organization can utilize cloud computing and avoid the task 

of maintaining the data centers itself for uptime and handling of disasters. The removal of handling the 

infrastructure internally can free the organization of resources (being both economic as human resources) 

to focus on supporting the business with IT software solutions.  

An organization will however have to make an analysis of the business need for control and security when 

using cloud computing. The organization will have to make itself aware of the issues regarding the different 

business areas and the specific business needs, when analyzing the developing on IT. Even though one of 

the most highlighted problems with the use of cloud computing is the lack of security, this is found to be 

minor considering the standards of security used in internal infrastructure in most organizations today. For 

using cloud computing with SOA the security issues for using a third party vendor is found to be a possible 

barrier from the coexistence. 
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The concept of SOA and cloud computing is found to have different orientation and area of focus. As a 

result there are no areas where the two concepts overlap. There have however been found synergies 

between the two in form of the infrastructure abstraction in cloud computing and the concept of service 

re-usability and focus on business processes. With focus shifted away from the infrastructure, the SOA 

alignment to business processes can be enhanced.  

A recommendation therefore would be to use the hybrid model for approaching use of cloud computing. By 

starting with a small scale project an organization can pick the lower fruit first and make some initial 

experiences with cloud computing. Thereafter analyses for the broader organization can be made.  

Finally, devise an exit strategy to avoid being locked in a vendor, if ǘƘŜ ǾŜƴŘƻǊ ŘƻŜǎƴΩǘ ƳŜŜǘ ȅƻǳǊ 

ƻǊƎŀƴƛȊŀǘƛƻƴΩǎ IT needs ƻǊ ȅƻǳ ŦƛƴŘ ǘƘŀǘ ǘƘŜ ŀŘǾŀƴǘŀƎŜǎ ƻŦ ŎƭƻǳŘ ŎƻƳǇǳǘƛƴƎ ŘƛŘƴΩǘ ƳŜŜǘ ȅƻǳǊ ƻǊƎŀƴƛȊŀǘƛƻƴΩǎ 

expectations.  

16 Conclusion 
Despite the limited scope of the project, we find that the problem definition has been successfully 

answered. As the project was scheduled to four weeks, we found that there could have been involved more 

perspectives and dealt with more opinions on the topic, which would have made the discussions about the 

coexistence of SOA and cloud computing more exhaustive. Since cloud computing is very new there does 

not exist a correct answer to the different analyses performed in this paper. As a result the character of the 

project has been more explorative than deductive and this paper can therefore be seen as our contribution 

and opinions on the matter. 
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